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“HELP” I’'m being attacked.
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NOC might connect to each
router and add filter
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BGP Prefix with next-hop
set to discard route.
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Victim initiates RTBH
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BGP prefix with next-hop
pointed at discard and
uRPF enabled.

“HELP” I’'m being attacked.
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BGP Prefix installed with
action set to rate 0.
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Victim initiates Flowspec
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Alcatel-Lucent
router
autonomous-system 64496
bgp
group "CUST-FLOWSPEC"
neighbor 192.0.2.1
family ipv4 flow-1ipv4
peer-as 64511
no flowspec-validate
exit
exit
no shutdown
exit
Exit
13

Cisco [7]

router bgp 64496
! Initializes the global address family
address-family ipv4 flowspec

neighbor 192.0.2.1
remote—-as 64511
! Ties it to a neighbor configuration
address-family ipv4 flowspec

Juniper

protocols {

}

bgp {
group CUST-FLOWSPEC ({

peer—-as 64511;
neighbor 192.0.2.1 {
family inet {
flow;

routing-options {

flow {
term-order standard;

Copyright © 2014 Juniper Networks, Inc.
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BGP Prefix installed with
action set to rate 0.
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“HELP” I’'m being attacked.

203.0.113.1

NOC configures Flowpec
route on route server
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Alcatel-Lucent
router
autonomous-system 64496
bgp
group "RR-CLIENT-FLOWSPEC"
neighbor 198.51.100.1
family ipv4 flow-1ipv4
peer—-as 64496
exit
exit
no shutdown
exit
exit
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Cisco [7]

router bgp 64496
! Initializes the global address family
address-family ipv4 flowspec

neighbor 198.51.100.1
remote—-as 64496
! Ties it to a neighbor configuration
address-family ipv4 flowspec

Juniper

protocols {
bgp {
group RR-CLIENT-FLOWSPEC {
type internal;
neighbor 198.51.100.1 {
family inet {
flow;

}
routing-options {
flow {
term-order standard;

Copyright © 2014 Juniper Networks, Inc.
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Alcatel-Lucent
router
autonomous-system 64496
bgp
group "RR-CLIENT-FLOWSPEC"
neighbor 198.51.100.2
family ipv4 flow-1ipv4
peer—-as 64496
exit
exit
no shutdown
exit
exit
16

Cisco [7]

router bgp 64496
! Initializes the global address family
address-family ipv4 flowspec

neighbor 198.51.100.2
remote—-as 64496
! Ties it to a neighbor configuration
address-family ipv4 flowspec

Juniper

protocols {

bgp {
group RR-CLIENT-FLOWSPEC {

type internal;
neighbor 198.51.100.2 {
family inet {
flow;
}
export FLOWROUTES OUT;

Copyright © 2014 Juniper Networks, Inc.
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Cisco [7]

class—-map type traffic match-all attack fs
match destination-address ipvi4 203.0.113.1/32
match protocol 17

match destination-port 53

end-class-map
|

policy-map type pbr attack pbr
class type traffic attack fs
drop
class class-default
end-policy-map
|
flowspec
address-family ipv4
service-policy type pbr attack pbr
exit

Juniper

routing-options {
flow {
term-order standard;
route attack fs {
match {

destination 203.0.113.1/32

protocol udp;
destination-port 53;

}

then discard;

}
policy-options {
policy-statement FLOWROUTES OUT ({
from {
rib inetflow.0;
}

then accept;

Copyright © 2014 Juniper Networks, Inc.
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BGP Prefix installed with
action set to redirect.
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Attack traffic is scrubbed
by DPI appliance.

Legitimate traffic sent to
customer via GRE or VRF
tunnel.

“HELP” I’'m being attacked.

203.0.113.1

% NOC configures Flowpec
route on route server
SP NOC
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Alcatel-Lucent
router
autonomous-system 64496
bgp
group "RR-CLIENT-FLOWSPEC"
neighbor 198.51.100.1
family ipv4 flow-1ipv4
peer—-as 64496
exit
exit
no shutdown
exit
exit
19

Cisco [7]

router bgp 64496
! Initializes the global address family
address-family ipv4 flowspec

neighbor 198.51.100.1
remote—-as 64496
! Ties it to a neighbor configuration
address-family ipv4 flowspec

Juniper

protocols {
bgp {
group RR-CLIENT-FLOWSPEC {
type internal;
neighbor 198.51.100.1 {
family inet {
flow;

}
routing-options {
flow {
term-order standard;

Copyright © 2014 Juniper Networks, Inc.
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Alcatel-Lucent
router
autonomous-system 64496
bgp
group "RR-CLIENT-FLOWSPEC"
neighbor 198.51.100.2
family ipv4 flow-1ipv4
peer—-as 64496
exit
exit
no shutdown
exit
exit
20

Cisco [7]

router bgp 64496
! Initializes the global address family
address-family ipv4 flowspec

neighbor 198.51.100.2
remote—-as 64496
! Ties it to a neighbor configuration
address-family ipv4 flowspec

Juniper

protocols {

bgp {
group RR-CLIENT-FLOWSPEC {

type internal;
neighbor 198.51.100.2 {
family inet {
flow;
}
export FLOWROUTES OUT;

Copyright © 2014 Juniper Networks, Inc.
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Cisco [7]

class—-map type traffic match-all attack fs
match destination-address ipvi4 203.0.113.1/32
match protocol 17
match destination-port 53
end-class-map
|
policy-map type pbr attack pbr
class type traffic attack fs
redirect nexthop 192.0.2.7
class class-default
end-policy-map
|
flowspec
address-family ipv4
service-policy type pbr attack pbr
exit

Juniper

routing-options {
flow {
term-order standard;
route attack fs {
match {

destination 203.0.113.1/32

protocol udp;
destination-port 53;

}

then discard;

}
policy-options {
policy-statement FLOWROUTES OUT ({
from {
rib inetflow.O;
}
then {
next-hop 192.0.2.7;
accept;

Copyright © 2014 Juniper Networks, Inc.
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Alcatel-Lucent

router
router
filter
filter
filter
filter

bgp routes
bgp routes
ip fSpec-0
ip fSpec-0
ip fSpec-0
ip fSpec-0

flow—-1ipv4
flow-ipv6

associations
counters
entry <entry-id>

Cisco [7]

show processes flowspec mgr location all
show flowspec summary

show flowspec vrf all
show bgp ipv4d flowspec

Juniper

* show bgp neighbor <neighbor> | match
inet-flow

* show route table inetflow.0 extensive
* show firewall filter
___flowspec default inet

Copyright © 2014 Juniper Networks, Inc.
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