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Connection to 5.206.225.96 23 port [tcp/telnet] succeeded!
- - -

88> 88>

.. . : %8P .u . %8P
.888: x888 x888. . .d88B :@8c u .

~ 88887’888X 7883f  .@88u ="8888f8888r  us888u. .@88u
X888 888X '888> ''838E  4888>'88" .@88 "8838" '’888E
X888 883X 888> 888E  4888> ’ 9883 9888 888E
X883 888X '888> 888E  4888> 9883 9888 888E
X883 888X '888> 888E  .d888L .+ 9883 9888 888E
“x88% %88~ 888! 888%  "78888%” 9883 9888 888&
- ” - R888” Y "888%x77888"  R888”

pod ey prb

- A text-based MUD by Oscar Popodokulus -

No account? Register at www.elrooted.com
Enter user: yop
yop

k%%

ITESH

———

M.2064 Network DVR

15



' W, %ﬁﬁ
< NT%RN’E =

WM (loT) “THINGS*

<H

HERLFTFL: DM (1oT) @PPER e - =0, ERPFIEMDmHIMA,
WA THT, B, (CRERIRIEER:, (xR BRI

{HIX 0T B s i B ?
filan, “FRSORE ZMIMETE T 19934 14 2 1) H 5K M .

SREHARE X - W es (R AUIRES) AW L2 —5AACPU, A
17, ARG T e CEHL 5 15 L HT i H P

ARBOR



BRPATUER! !
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Username/Password,Manufacturer,Link to supporting evidence

rr

admin/123456 ,ACTi IP Camera,https://ipvm.com/reports/ip-cameras-default-passwords-directory

root/anko,ANKO Products DVR, http://www.cctvforum.com/viewtopic.php?£f=3&t=44250

root/pass, "Axis IP Camera, et. al", http://www.cleancss.com/router-default/Axis/0543-001

root/vizxv,Dahua Camera,http://www.cam-it.org/index.php?topic=5192.0

root/888888,Dahua DVR, http://www.cam-it.org/index.php?topic=5035.0

root/666666,Dahua DVR, http://www.cam-it.org/index.php?topic=5035.0

root/7ujMkoOvizxv,Dahua IP Camera, http://www.cam-it.org/index.php?topic=9396.0

root/7ujMko0admin,Dahua IP Camera,http://www.cam-it.org/index.php?topic=9396.0

666666/666666,Dahua IP Camera,http://www.cleancss.com/router-default/Dahua/DE-IPC-HDW4300C

root/dreambox,Dreambox TV receiver, https://www.satellites.co.uk/forums/threads/reset-root-password-plugin.101146/

root/zlxx,EV ZLX Two-way Speaker?,?

root/juantech,Guangzhou Juan Optical,https://news.ycombinator.com/item?id=11114012

root/xc3511,H.264 - Chinese DVR, http://www.cctviorum.com/viewtopic.php?f=56&t=34930&start=15

root/hi3518,HiSilicon IP Camera,https://acassis.wordpress.com/2014/08/10/i-got-a-new-hi3518-ip-camera-modules/

root/klv123,HiSilicon IP Camera, https://gist.github.com/gabonator/74cdd6ab4f733££f047356198c781£27d

root/klv1234,HiSilicon IP Camera,https://gist.github.com/gabonator/74cdd6ab4£733££047356198c781£27d

root/jvbzd,HiSilicon IP Camera,https://gist.github.com/gabonator/74cdd6ab4£733££047356198c781£27d

root/admin, IPX-DDK Network Camera,http://www.ipxinc.com/products/cameras-and-video-servers/network-cameras/

root/system, "IQinVision Cameras, et. al”, https://ipvm.com/reports/ip-cameras-default-passwords-directory

admin/meinsm,Mobotix Network Camera,http://www.forum.use-ip.co.uk/threads/mobotix-default-password.76/

root/54321, "Packet8 VOIP Phone, et. al", http://webcache.googleusercontent.com/search?g=cache:WlphozQZURUJ:community.freepbx.org/t/packet8-atas-
phones/4119+&cd=21&hl=en&ct=clnk&gl=us

root/00000000,Panasonic Printer,https://www.experts-exchange.com/guestions/26194395/Default-User-Password-for-Panasonic-DP-C405-Web-Interface.html
root/realtek,RealTek Routers,

admin/1111111,Samsung IP Camera,https://ipvm.com/reports/ip-cameras-default-passwords-directory

root/xmhdipc,Shenzhen Anran Security Camera, https://www.amazon.com/MegaPixel-Wireless-Network-Surveillance-Camera/product-reviews/BOOEB6FNDI
admin/smcadmin, SMC Routers, http://www.cleancss.com/router-default/SMC/ROUTER

root/ikwb,Toshiba Network Camera,http://faq.surveillixdvrsupport.com/index.php?action=artikel&cat=4&id=8&artlang=en

ubnt/ubnt,Ubiquiti AirOS Router,http://setuprouter.com/router/ubiguiti/airos-airgrid-m5hp/login.htm

supervisor/supervisor,VideoIQ, https://ipvm.com/reports/ip-cameras-default-passwords-directory

root/<none>,Vivotek IP Camera,https://ipvm.com/reports/ip-cameras-default-passwords-directory

admin/1111, "Xerox printers, et. al", https://atyourservice.blogs.xerox.com/2012/08/28/logging-in-as-system-administrator-on-your-xerox-printer/
root/Zte521,2ZTE Router,http://www.ironbugs.com/2016/02/hack-and-patch-your-zte-f660-routers.html

&
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SC Magazine US > News > Analysts mixed on reason for Liberia Mirai attack

by Bradley Barth, Senior Reporter

November 04, 2016
Analysts mixed on reason for Liberia Mirai attack

000000

A barrage of Mirai botnet-fueled distributed denial of service (DDoS)
attacks reportedly incapacitated Internet operations across the West
African coastal nation of Liberia earlier this week, bu industry
researchers had mixed views on the rationale behind the attack and
damage inflicted.

In a Thursday post on the publishing site Medium, independent

A large botnet operation dubbed Shadows

researcher Kevin Beaumont reported a series of “continued short . L )

) T Kill targeted Liberian IP addresses with a
duration attacks” - perpetrated by a Mirai botnet composed of DDoS attack over several days this past
Internet of Things devices such as CCTV cameras - that may have week, prompting speculation as to the
. L . . trators’ t tive.
crippled Liberia's Internet infrastructure. Beaumont linked the attacks P€Perators fruemotive
to the same actor that launched a massive attack against the DNS service Dyn on Oct. 21, knocking out

such websites as Amazon, Reddit and Twitter.
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20114, Stemthor%s/\lPﬂf%%%%u%iuTﬁﬁﬁﬁ%ﬁ“ XA

G, XLV 5 Synology NASHE{E, J5& #=RAAA] )7 AT
fift I A AL 5%

XX 28843 TR PR A 4K
HFPVLAN ~ (
WA, (IHAY) Cisco ASA 5505822 [ £&

BAR KRTINAS Z BRI PT A 813,

B 5% videoCameras (5 incoming rules)

1 @ any = SynologyNAS IF,0p o Permit | 3975813
2 @ any @ any lsg echo-reply o Permit 0
23 @ any @ any uee, domain  Permit 0
4 @ any @ any e, ntp o7 Permit 160
5 @ any @ any Irip @ Deny Implicit rule
. /_. .
L3 VPNH T Ui #2177 (R Synology iz /7 AR 45 55 5k 1] g

Fo

1) See also http://robert.penz.name/1341/ready-your-home-network-for-iot/
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ZYSECURITY COLIMITED | www.zysecurity.com

Add: 5F 3th Building HuBeiBaoFeng industrial area,LongGang district,Shenzhen,China

TEL:(B6) 755-33561429 | Mob:+86 18320850260 | E-mail:Daisy@zysecurity.com | Contact:Daisy
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Post Mortem

What was done?

Can anything be done to
prevent it?

How can it be less
painful in the future?

Reaction

What options do you
have to remedy?

circumstances?

Prep the Network
Create Tools
Test Tools

Prep Procedures
Train Team
Practice

\ Detection/Identification

How do you know
about the attack?
What tools can

you use?

What'’s your process
for communication?

Classification

What kind of

Which option is the . _
best under the \ Where is the attack coming

from?

Where and how is it
affecting the network?
What other current
network problems are
related?
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