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1. Notice and Request for Comments on the Benefits, Challenges, and Potential
Roles for the Government in Fostering the Advancement of the Internet of Things

a) Comments

Grefen Paper — Cybersecurity, Innovation and the Internet Economy, 201 1

New Insights into the Emerging Internet of Things

Remarks of Deputy Assistant Secretary Simpson at Fostering the Advancement
of the Internet of Things Workshop, 9/9/2016

a) A5 Fostering the Advancement of the Internet of Things Workshop
5. AEXWNBOR TAEH, AREBUNTEIREDERIN B rEE, SEFmiBE/EM.

resource/review/cataloging
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1. Mg Z2 4 Framework
2. Cyber-Physical Systems (CPS) Program

a) CPS/AH:T{E4H (PWG) draft Cyber-Physical Systems (CPS)
Framework Release 1.0

@ Comments accepted through 9/2/2015



https://www.dhs.gov/sites/default/files/publications/draft-lces-security-comments-508.pdf
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https://www.dhs.gov/sites/default/files/publications/security-tenets-lces-paper-11-20-15-508.pdf
https://www.dhs.gov/sites/default/files/publications/security-tenets-lces-paper-11-20-15-508.pdf
https://www.dhs.gov/sites/default/files/publications/security-tenets-lces-paper-11-20-15-508.pdf
https://www.dhs.gov/national-security-telecommunications-advisory-committee
https://www.dhs.gov/sites/default/files/publications/NSTAC%20Report%20to%20the%20President%20on%20the%20Internet%20of%20Things%20Nov%202014%20%28updat%20%20%20.pdf
http://www.ntia.doc.gov/federal-register-notice/2016/rfc-potential-roles-government-fostering-advancement-internet-of-things
http://www.ntia.doc.gov/federal-register-notice/2016/rfc-potential-roles-government-fostering-advancement-internet-of-things
http://www.ntia.doc.gov/federal-register-notice/2016/rfc-potential-roles-government-fostering-advancement-internet-of-things
http://www.ntia.doc.gov/federal-register-notice/2016/comments-potential-roles-government-fostering-advancement-internet-of-things
http://www.ntia.doc.gov/blog/2016/new-insights-emerging-internet-things
http://www.ntia.doc.gov/speechtestimony/2016/remarks-deputy-assistant-secretary-simpson-fostering-advancement-internet
http://www.ntia.doc.gov/speechtestimony/2016/remarks-deputy-assistant-secretary-simpson-fostering-advancement-internet
http://www.ntia.doc.gov/speechtestimony/2016/remarks-deputy-assistant-secretary-simpson-fostering-advancement-internet
http://www.ntia.doc.gov/federal-register-notice/2016/fostering-advancement-internet-things-workshop
http://www.ntia.doc.gov/federal-register-notice/2016/fostering-advancement-internet-things-workshop
http://www.ntia.doc.gov/category/internet-things
https://www.nist.gov/programs-projects/cybersecurity-framework
https://www.nist.gov/el/cyber-physical-systems
https://www.nist.gov/programs-projects/cyber-physical-systems-program
https://www.nist.gov/news-events/news/2015/09/nist-releases-draft-framework-help-cyber-physical-systems-developers
https://pages.nist.gov/cpspwg/
https://pages.nist.gov/cpspwg/
https://www.ansi.org/news_publications/news_story.aspx?menuid=7&articleid=d00342ab-e834-4062-8e8e-3beb4f102db5
http:\www.nist.gov\itl\upload\Cybersecurity_Green-Paper_FinalVersion.pdf

3. Smart-Grid &/

4. [FEPREAT1ELHIoT-Enabled Smart City Framework

5. NISTHERL (SP) , #EXIW, 201647 H28H, 800-183
a) EZFARESARNIEFTnews release

o BHRARHLERS
1. FTCR TIRYE, “WERIN : A BRI FAFIZ A", 20154F1H,

o XEEZ

1. ZWFeil, BHrfstmZE RalriEs, “ "The Connected World:
Examining the Internet of Things

2. ZWFEW S —Bolid i, BERiEE IR S BRI & R [E ., S.
Res. 110

3. AN BEREIE IR I ZE B £ H)““The Internet of Things: Exploring the Next
Technology Frontier

o HOFETHHAE

1. GAOL-DHSHE:ih : GAO H mi G- M _EIDHSH%fik, 1%F5100435 [20164F1
A15H, wl@idbaE %1 link

a) &Pk (201646 H3H) List of Active GAO Engagements Related
to DHS
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OB 2R SE, FEANERE L2 (DHS) KIART, F 22 iAe]
EATRE Al == 5h, AR SFaldill,

o RVEVFEIHS
1. RE S JE Fni BX W —http:/Avww. atlanticcouncil.org/publications/issue-

1. HELIRRZE WKL 2HESLE-https://iamthecavalry.org/5Sstar

2. FPE K E S -EPE Y % & https://iamthecavalry.org/oath
o TELAGHEEXY

1, Consumer Best Practices

o T AFKMEXE : http://www.iiconsortium.org/lISE.htm
o JFHGEIMEEN IR Z 2 (OWASP)


https://www.nist.gov/engineering-laboratory/smart-grid
https://pages.nist.gov/smartcitiesarchitecture/
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-183.pdf
https://www.nist.gov/news-events/news/2016/07/nists-network-things-model-builds-foundation-help-define-internet-things
http://www.commerce.senate.gov/public/index.cfm?p=Hearings&ContentRecord_id=d3e33bde-30fd-4899-b30d-906b47e117ca&ContentType_id=14f995b9-dfa5-407a-9d35-56cc7152a7ed&Group_id=b06c39af-e033-4cba-9221-de668ca1978a
http://www.commerce.senate.gov/public/index.cfm?p=Hearings&ContentRecord_id=d3e33bde-30fd-4899-b30d-906b47e117ca&ContentType_id=14f995b9-dfa5-407a-9d35-56cc7152a7ed&Group_id=b06c39af-e033-4cba-9221-de668ca1978a
https://www.congress.gov/114/bills/sres110/BILLS-114sres110ats.pdf
https://www.congress.gov/114/bills/sres110/BILLS-114sres110ats.pdf
http://energycommerce.house.gov/hearing/internet-things-exploring-next-technology-frontier
http://energycommerce.house.gov/hearing/internet-things-exploring-next-technology-frontier
http://energycommerce.house.gov/hearing/internet-things-exploring-next-technology-frontier
http://dhsconnect.dhs.gov/org/comp/cfo/gao_oig/Announcement%20Letters/Policies%20and%20Implications%20of%20the%20Internet%20of%20Things%20(IoT).PDF
http://dhsconnect.dhs.gov/org/comp/cfo/gao_oig/Documents/GAO%20Other%20Reports/Active%20GAO%20Engagements%20Related%20to%20DHS%20June%202016.pdf
http://dhsconnect.dhs.gov/org/comp/cfo/gao_oig/Documents/GAO%20Other%20Reports/Active%20GAO%20Engagements%20Related%20to%20DHS%20June%202016.pdf
http://dhsconnect.dhs.gov/org/comp/cfo/gao_oig/Documents/GAO%20Other%20Reports/Active%20GAO%20Engagements%20Related%20to%20DHS%20June%202016.pdf
http://www.atlanticcouncil.org/publications/issue-briefs/smart-homes-and-the-internet-of-things
http://www.atlanticcouncil.org/publications/issue-briefs/smart-homes-and-the-internet-of-things
http://www.atlanticcouncil.org/publications/issue-briefs/smart-homes-and-the-internet-of-things
https://iamthecavalry.org/5star
https://iamthecavalry.org/oath
https://otalliance.org/smarthome
http://www.iiconsortium.org/IISF.htm
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2. BRI AR
_ ) _ ity_Guid
e Safecode.org#f ATl i £ K Hewww.safecode.org
o SE[EAIFARATF

1, Exploring loT Security
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https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project
https://www.owasp.org/index.php/IoT_Security_Guidance
http://www.safecode.org/
https://www.business.att.com/cybersecurity/docs/exploringiotsecurity.pdf
https://www.symantec.com/content/dam/symantec/docs/white-papers/iot-security-reference-architecture-en.pdf
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