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New DDoS Attack Method Demands a Fresh Approach to
Amplification Assault Mitigation
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CACHE-CONTROL: max-age=1800\r\n
DATE: Thu, 06 Apr 2017 16:22:35 GMT\r\n

EXT:\r\n

» User Datagram Protocol, Src Port: 50931, Dst Port: 4041

LOCATION: http://192.168.1.1:49152/gatedesc.xml\r\n
OPT: "http://schemas.upnp.org/upnp/1/0/"; ns=01\r\n
01-NLS: eeaf8154-1dd1-11b2-9200-aa59b9efb462\r\n

1 0.000000 246.12 214 ubP 546 33346 - 4547 Len=500
2 0.000019 34.26 }.101 UubP 442 57443 - 10995 Len=396
3 0.000128 2.173 183 UDP 287 32770 -» 37677 Len=241
4 0.000307 1.173 64 ubP 401 56091 - 17675 Len=355
5 0.000329 .103 ). 240 UbP 429 40340 - 20349 Len=383
6 0.000061 31.38 226 ubP 430 60098 - 26026 Len=384
- 7 0.000118 50.103 1,131 SSDP 473 HTTP/1.1 200 OK
8 0.000137 38.197 152 ubP 376 56613 - 15838 Len=330
9 -0.000071 197 ).240 ubP 360 34372 - 12608 Len-314
» Internet Protocol Version 4, Src: 250.103, Dst: ,218.131
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curl -H 'Content-Type: text/xml' \

-H 'SOAPAction: "urn:schemas-upnp-
org:service:WANIPConnection:1#AddPortMapping""' \

-d @addportmapping -X POST http://172.16.145.136:35221/
WANIPCn.xml

<?xml version="1.0" ?>

<s:Envelope xmlns: s="http://schemas.xmlsoap.org/soap/
envelope/" s:encodingStyle="http://schemas.xmlsoap.org/soap/
encoding/">
<s:Body><u:AddPortMapping xmlns:u="urn:schemas-upnp-
service:WANIPConnection:1">
<NewRemoteHost></NewRemoteHost>
<NewExternalPort>2222</NewExternalPort>
<NewProtocol>TCP</NewProtocol>
<NewInternalPort>22</NewInternalPort>
<NewInternalClient>192.168.1.200</NewInternalClient>
<NewEnabled>1</NewEnabled>
<NewPortMappingDescription>LOLOLOLOLOLOL </
NewPortMappingDescription>

<NewLeaseDuration>@</NewLeaseDuration>

</u:AddPortMapping></s:Body>

</s:Envelope>nal-in
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Figure 4: SSDP Vulnerable Implementations by Country, May 2018
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ipv4 access-1list
permit udp any
permit udp any
permit udp any
permit udp any

!

ipv6 access-list
permit udp any
permit udp any
permit udp any

permit udp any
I

exploitable-ports
eq ntp any

eq 1900 any

eq 19 any

eq 11211 any

exploitable-ports-vé
eq ntp any

eq 1900 any

eq 19 any

eq 11211 any

class-map match-any exploitable-ports
match access-group ipv4 exploitable-ports

match access-group ipvée exploitable-ports-vé

policy-map ntt-external-in
class exploitable-ports
police rate percent 1
conform-action transmit
exceed-action drop
set precedence ©
set mpls experimental topmost ©
class class-default
set mpls experimental imposition ©
set precedence ©
!
interface Bundle-Etheril9
description Customer: the best customer
service-policy input ntt-external-in
!
interface Bundle-Ether20
service-policy input ntt-external-in
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