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▪ Examine analytic mistakes 

▪ Identify the root causes and cognitive biases

▪ Highlight successes

▪ Practical takeaways 

▪ Not: Naming and shaming
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▪ Overreliance on 

– Infrastructure Centric Analysis 

– Capability Centric Analysis 

– Victim Centric Analysis

▪ Cognitive biases in

– Adversary Analysis

▪ Lessons Learned

Adversary

Capability

Victim

Infrastructure
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Overestimating Uniqueness
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Cognitive Traps
Adversary

Capability
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▪ Anchoring Bias

Cognitive Traps
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Capability
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▪ Acknowledge limitations of data

▪ Acknowledge preexisting ideas

▪ Correct for analytic biases by 
gathering context about 
adversaries

Lessons Learned
Adversary

Capability

Victim

Infrastructure 



Thank You


