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About the Digital Cognition and
Democracy Initiative
Digital technology has become a fixture in everyday life. The digital technology landscape has
dramatically shifted, catering to individualized neurochemical reinforcement. Information
mediation is now fast-paced, high-volume, low-friction, and extra-sensorial, garnering increasing
concern about the impacts digital ubiquity is having on democracy.

Documented risks to the individual include impacts on mental health, particularly among young
people; the proliferation of false information; and an overreliance on outsourced information.
Impacts at the individual level cumulatively manifest in societal level concerns, such as affective
polarization–defined as the tendency to distrust people from the opposite end of the political
spectrum–and risks to public health as a consequence of disinformation campaigns. While
digital technologies are not the sole cause of these concerns, the role they play is significant. A
sound ability to update one’s beliefs and to engage in constructive discourse are key elements
of civic engagement and therefore healthy democracy. These skills rely on a concert of
cognitive processes that are now influenced by rapid and extensive technology proliferation. The
urgency of exploring this problem has grown as the risks to individual and societal well-being
have become more evident.

This literature review supports a series examining the effects digital technologies have on the
following cognitive processes: "Memory," "Attention," and "Reasoning." The broader report series
includes three additional papers looking at some of the society-level cognitive and democratic
impacts of technology, titled: "Modulating Trust," "Shortcutting Critical Thinking," and "Exploiting
Emotions." We have also compiled a capstone report, “Rewired: How Digital Technologies Shape
Cognition.”

A note on methods
The DCDI team built out this literature review to help clarify our goals for and approach to this
project. This review is not an exhaustive summary of the entire catalog of cognitive science;
rather, it is a selection of the research most relevant to the DCDI effort. It includes peer reviewed
articles published in academic and scientific journals, conference papers, reports, press
releases, expert commentaries, and books. Although this literature review focuses primarily on
work published over the past 15 years, it also includes older materials where necessary to build
a foundational understanding of the subject matter. Our earliest source was published in 1977,
while the most recent is from 2022. This report also only covers research published in English.
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The Literature on Digital Tools,
Cognition, and Democracy
For the purpose of the project, the DCDI team divided existing research into the following
fourteen buckets: Neuroscience/Development, Attention, Memory, Problem Solving, Decision
Making, Emotions, Trust, Critical Thinking, Metacognition, Addiction, Gamifying of Serious
Subjects, Cognitive Immunity/Inoculation, Human Augmentation, and Sleep. There is an
additional “Miscellaneous” section for research that does not fall into a specific category. The
chart below depicts the share of each of these categories. The largest segments include
neuroscience and neurological development; digital technologies and trust; addiction and
problematic technology use; and the interplay between emotions and digital technologies.

Publication Types

Of the literature reviewed, 64.1% originates from peer-reviewed sources, while the remaining
35.9% came from expert commentaries (22.4%), reports (3.6%), books (2.8%), conference
papers (1.8%), and press releases (1.4%).
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Publication Trends

This chart, displaying the amount of literature we analyzed, demonstrates an upward trend, with
a dramatic increase in 2007, and again in 2017. Since 2017, the number of publications per year
has more than doubled, with 2021 showing the greatest number of publications to date at 37.

Establishing a Relationship

With this data, it is possible to point to trends in the research. To appropriately highlight the
percentage of sources that indicated a degree of causation between technology and impacts on
human cognition, we first identified the percentage of our literature that specifically discussed
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this interaction, followed by the literature that specifically indicates that there is in fact a
relationship. 62.6% of the sources explicitly discussed the relationship between technology and
human cognition. Of the sources that specifically discussed the relationship between
technology and human cognition, nearly all indicated that technology is affecting cognition in
some way. The remaining 37.4% served a number of other purposes, including providing context
for, and information on, human cognitive processes, specific technologies, and democracy at
large.

Technology

It is common that conversations around technology and cognition focus largely on social media.
However, the literature reviewed here explores the impacts of a range of technologies on human
cognition. Forty-one different types of technology were mentioned at least once in the literature
review, alongside technology generally. While social media remains a focal point, it makes up
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just over a third of the discussion, with the Internet as a close second.

The above chart depicts the 12 most commonly mentioned technologies in the literature
reviewed. Additional mentions of the following technologies occurred at least once in our
research: artificial intelligence; algorithms; apps; assistive technology; automation;
brain-to-cloud interfaces; brain-to-brain interfaces; communication technologies; digital devices;
digital spaces; digital systems; digital technologies; digital tools; e-commerce; e-services;
interactive technologies; Internet technologies; mobile computing; mobile devices; magnetic
resonance imaging (MRI); nanotechnology; new media technologies; new technology;
organizational pervasive technologies; spirit tech; supercomputers; telecommunications
networks; Web2.0; Web3.0; and Web-based technology.

Cognitive Processes and Effects

Finally, we established trends around cognitive processes and secondary effects found in the
literature. While not every source we analyzed mentioned a specific cognitive process, the
literature indicates that technology affects a wide range of cognitive processes, especially
attention, judgment, memory, and decision making.
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The literature also highlighted a number of cognitive effects (separate from the cognitive
processes) that are influenced by technology. Of primary concern in the literature are
technology’s effects on trust, emotions, and the potential for addiction.
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The Themes in Review

Neuroscience and Cognitive Development

Research on technologies’ effects on cognitive development reaches a number of disparate
conclusions. Some studies indicate that interactive media like video games can require skills
associated with attention and processing gains.1 Other studies suggest that “addictive use of
the Internet is linked to functional brain changes involving parts of the prefrontal cortex,
accompanied by changes in other cortical (e.g., temporal) and subcortical (e.g., ventral striatum)
regions.”2 Not all the studies indicated a negative relationship. In “Media Use and Brain
Development During Adolescence,” the authors point to evidence that “the density of grey matter
volume in the amygdala, a structure associated with emotional processing” can be attributed to
both online and offline large social networks.3 Further, there is mixed evidence about the effects
of screen time on children.4 Overall, the sources indicated a need to be cautious about avoiding
bias and instantly branding technology as a negative for brain development, though the literature
indicated that there was sufficient evidence of concern, and that further research is critically

4 Daniel R. Anderson and Kaveri Subrahmanyam, "Digital Screen Media and Cognitive Development," Pediatrics 140, no.
Supplement_2 (2017): S57-S61, https://doi.org/10.1542/peds.2016-1758C

3 Eveline A. Crone and Elly A. Konijn, “Media Use and Brain Development During Adolescence,” Nat Commun 9, no. 588
(2018), https://doi.org/10.1038/s41467-018-03126-x.

2 Mattias Brand et al.,  "Prefrontal Control and Internet Addiction: A Theoretical Model and Review of
Neuropsychological and Neuroimaging Findings," Frontiers in Human Neuroscience (2014): 375,
https://doi.org/10.3389/fnhum.2014.00375

1 Daniel R. Anderson and Kaveri Subrahmanyam, "Digital Screen Media and Cognitive Development," Pediatrics 140, no.
Supplement_2 (2017): S57-S61, https://doi.org/10.1542/peds.2016-1758C.
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necessary.5 Francesca Gottschalk clearly states the challenges of researching the connection
between digital systems and cognition:

“Some of the main challenges in the available research… include:  Lack of quality
research and coherence across research – reanalysis of the same datasets has
produced very different results, or results are contested.  Reliability of brain
science for understanding behavioral issues – challenges in identifying functional
relevance of morphological differences/activation patterns; limitations in imaging
such as fMRI.  Study design issues – reliance on self-report data, small sample
sizes and results infer correlation not causation.  Chicken and egg dilemma – e.g.
do behavioural tendencies/problems predict more screen time, or does screen
time predict behavioural tendencies/problems?”6

— Francesca Gottschalk, “Impacts of Technology Use on Children: Exploring Literature on
the Brain, Cognition, and Well-Being.”

It is also worth noting that there is a growing body of work on such systems, with some
literature proposing them as ways to augment human cognition to better keep up with
technology and to better experience emerging technologies.7

Addiction/Problematic Use

Significant research has been done on the issue of problematic technology use, especially
regarding the intersection of youth cognitive development and technology addiction. Some
studies which analyze the effects of technology on adolescent brains have found that “too much
screen time damages the brain.”8 This research found adverse impacts of technology on the
brain, which affect core cognitive processes such as emotional processing, problem solving and
decision making, and judgment.9

9 Muhammed Hakan Aksu et al., "The Relationship between Social Problem Solving, Cognitive Factors and Social Media
Addiction in Young Adults: A Pilot Study," Journal of Cognitive Behavioral Psychotherapy and Research 8, no. 3 (2019):
164-169,
https://www.researchgate.net/publication/336205417_The_relationship_between_Social_Problem_Solving_Cognitive_F
actors_and_Social_Media_Addiction_in_Young_Adults_A_Pilot_Study;

8 Victoria L. Dunckley, "Gray Matters: Too Much Screen Time Damages the Brain," Psychology Today, February 27, 2014,
https://www.psychologytoday.com/us/blog/mental-wealth/201402/gray-matters-too-much-screen-time-damages-the-
brain.

7 Nuno RB Martins et al., "Human Brain/Cloud Interface," In Advances in Clinical Immunology, Medical Microbiology,
COVID-19, and Big Data (Singapore: Jenny Stanford Publishing, 2021): 485-538.

6 Ibid.

5 Francesca Gottschalk, "Impacts of Technology Use on Children: Exploring Literature on the Brain, Cognition and
Well-Being," OECD Education Working Papers (2019), https://doi.org/10.1787/19939019
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While most research focuses on adolescents and young adults, some studies have also
challenged the popular notion that technology addiction is only affecting young people. One
study conducted in 2018 found that American adults spent half their day (approximately 11
hours) consuming content of some kind, and that radio and television remain prominent in adult
media consumption.10 According to the market-research firm Nielsen, as of 2019, Americans
aged 65 and older spend more time looking at screens than millennials or Gen Z; and their data
confirms that television is the key reason for the difference in screen time between elderly and
young Americans.11

There is also a growing body of literature which focuses on treatments for Internet addiction.
Some research identifies evidence that Internet addiction has physical manifestations in the
brain similar to drug addiction. As a result, interventions for Internet addiction, or problematic
media use, have thus far focused primarily on ‘detox’-focused treatment centers and talk
therapy.12 Research as far back as 2007 found that Internet addiction can be treated with
cognitive behavioral therapy (CBT); treatment centers are opening around the world to deal
solely with Internet addiction.13 Additionally, preliminary investigations suggest that Internet
addiction may respond to pharmacological treatment.14 Aneta Przepiorka et al. found in 2014
that Internet addiction may respond to drugs, and that psychological and pharmacological
treatments working in tandem may be the most effective approach.15 However, more research is
needed to examine the long-term effects of such treatments.

15 Aneta Małgorzata Przepiorka et al., "Clinical Approaches to Treatment of Internet Addiction," Pharmacological Reports
66, no. 2 (2014): 187-191, https://doi.org/10.1016/j.pharep.2013.10.001.

14 J. Michael Bostwick and Jeffrey A. Bucci, "Internet Sex Addiction Treated with Naltrexone," in Mayo Clinic Proceedings,
vol. 83, no. 2 (Cambridge: Elsevier Academic Press, 2008): pp. 226-230; Doug Hyun Han et al., "Bupropion Sustained
Release Treatment Decreases Craving for Video Games and Cue-Induced Brain Activity in Patients with Internet Video
Game Addiction,” Psychology of Popular Media 1 (2011): 108, https://psycnet.apa.org/doi/10.1037/2160-4134.1.S.108.

13 Kimberly S. Young, "Cognitive Behavior Therapy with Internet Addicts: Treatment Outcomes and Implications,"
Cyberpsychology & Behavior 10, no. 5 (2007): 671-679, https://doi.org/10.1089/cpb.2007.9971; Michael Sullivan,
"Hooked on The Internet, South Korean Teens Go Into Digital Detox," NPR, August 13, 2019,
https://www.npr.org/2019/08/13/748299817/hooked-on-the-Internet-south-korean-teens-go-into-digital-detox.

12 M. Brand et al., "Prefrontal Control and Internet Addiction: A Theoretical Model and Review of Neuropsychological and
Neuroimaging Findings," Frontiers in Human Neuroscience (2014): 375, https://doi.org/10.3389/fnhum.2014.00375;
Jong-Un Kim, "The Effect of a R/T Group Counseling Program on the Internet Addiction Level and Self-Esteem of
Internet Addiction University Students," International Journal of Reality Therapy 27, no. 2 (2008); Chloe Sang-Hun, "South
Korea Expands Aid for Internet Addiction," The New York Times, May 28, 2010,
https://www.nytimes.com/2010/05/29/world/asia/29game.html; "South Korean Internet Addiction Camp: What Is Life
Like There?" BBC Newsround, July 8, 2019, https://www.bbc.co.uk/newsround/48855182.

11 Hillary Hoffower, "Millennials and Gen Z Love Their Technology — But American Seniors Are Actually Spending the
Most Time on Their Screens," Business Insider, August 15, 2019,
https://www.businessinsider.com/american-seniors-technologically-addiction-versus-millennials-gen-z-2019-8.

10 “Time Flies: US Adults Now Spent Nearly Half a Day Interacting with Media,” Nielsen, July 2018,
https://www.nielsen.com/us/en/insights/article/2018/time-flies-us-adults-now-spend-nearly-half-a-day-interacting-with
-media/.
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Gamification

The literature on gamification falls mainly into two categories: how digital gamification affects
cognition, and how gamification can be used to mitigate the negative externalities of digital
systems on cognition. The former includes literature on how digitally gamified play differs from
traditional play for children because it closes the design loop, introducing external validation,
and reducing self realization.16 There is also some literature about how the gamification of
online conspiracy theories, like QAnon, add to their addictive nature, with quests, lores, and
“characters” played online.17 Lastly, there is an increasing body of literature on the gamification
of investing apps like Robinhood, which use gamified interfaces to encourage users to trade.18

“At least part of Robinhood’s success appears to have been built on a Silicon Valley
playbook of behavioral nudges and push notifications, which has drawn
inexperienced investors into the riskiest trading.”19

— Nathaniel Popper, “Robinhood Has Lured Young Traders, Sometimes with Devastating
Results.”

Most of the literature on gamification focuses on the idea of cognitive inoculation. This idea,
illustrated in the well-known Roozenbeek and Van der Linden studies around games to fortify
resilience against disinformation, suggests that gamifying fake news detection, particularly
gamifying how fake news is made, helps users better insulate themselves against fake news
online.20 21 However, this is an emerging field of research, with more replication needed to
confirm the trends initially identified.22

22 Christoph Pimmer et al., "Fake News Resilience through Online Games? Tentative Findings from a Randomized
Controlled Trial in Higher Education," in Proceedings of the 17th International Conference on Cognition and Exploratory
Learning in the Digital Age (CELDA 2020) (Lisbon: IADIS Press, 2020)
https://www.researchgate.net/publication/343976604_Fake_news_resilience_through_online_games_Tentative_finding
s_from_a_randomized_controlled_trial_in_higher_education.

21 Jon Roozenbeek and Sander Van der Linden, "Fake News Game Confers Psychological Resistance against Online
Misinformation," Palgrave Communications 5, no. 1 (2019): 1-10,
https://www.nature.com/articles/s41599-019-0279-9.

20 Melisa Basol et al., "Good News about Bad News: Gamified Inoculation Boosts Confidence and Cognitive Immunity
against Fake News," Journal of Cognition 3, no. 1 (2020),
https://journals.sagepub.com/doi/full/10.1177/20539517211013868.

19 Ibid.

18 Nathaniel Popper,  "Robinhood Has Lured Young Traders, Sometimes with Devastating Results," The New York Times,
July 8, 2020,
https://www.nytimes.com/2020/07/08/technology/robinhood-risky-trading.html?referringSource=articleShare.

17 Chris O’Brien. "How Social Media and Gamification Fueled QAnon's 'Crowdsourced Cult,'" Venture Beat, October 9,
2020, https://venturebeat.com/2020/10/09/how-social-media-and-gamification-fueled-qanons-crowdsourced-cult/.

16 Beata Mostafavi, “Gamified Childhood: Are Digital Devices Replacing Traditional Playtime?” University of Michigan
Health Lab, October 24, 2019,
https://labblog.uofmhealth.org/health-tech/gamified-childhood-are-digital-devices-replacing-traditional-playtime.
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Emotions

The literature highlights that digital technologies heighten and exploit our emotions. Our
research indicates that the virality of fake news, for example, is a direct result of the
inflammatory language used. The emotionally arousing nature of sensational or outright fake
content–whether it appeals to negative emotions such as fear or anger, or positive emotions
such as joy or the feeling of being understood–overrides other cognitive processes such as
critical thinking, and can result in our trusting illogical or sensationalized information.23 The
literature also addresses the issue of echo chambers and in-group/out-group mentality. Some
research concludes that the moral-emotional expressions which are so popular on social media
platforms intensify existing social and political identities. As Bakir and McStay put it:

“The fake news situation is socially and democratically problematic on three
fronts: (1) its production of wrongly informed citizens, that (2) are likely to stay
wrongly informed in echo chambers and (3) be emotionally antagonized or
outraged given the affective and provocative nature of much fake news.”24

- Vian Bakir and Andrew McStay, “Fake News and the Economy of Emotions: Problems,
Causes, Solutions.”

There is also a growing body of literature on the importance of emotional appeals with regard to
online recruitment and radicalization. One study analyzed Occupy Wall Street’s recruitment via
Facebook, and found that the most successful recruiting tactics were those that used highly
emotional messages appealing to both positive and negative emotions.25 Another study on the
social influence factors that aid terrorists in recruitment shows that appeals to
in-group/out-group biases and the emotions that correlate with animosity towards the out-group
are extremely effective in online recruiting.26

Some of the literature also discusses the “economy of emotions,” which refers to the ways
“emotions are leveraged to generate attention and viewing time, which converts to advertising
revenue.”27 Social media platforms and other companies are thus incentivized to promote
increasingly emotional and sensational content, in order to bring in more views, clicks and

27 Vian Bakir and Andrew McStay, "Fake News and the Economy of Emotions: Problems, Causes, Solutions," Digital
Journalism 6, no. 2 (2018): 154-175, https://doi.org/10.1080/21670811.2017.1345645.

26 Rosanna E. Guadagno et al., "Social Influence in the Online Recruitment of Terrorists and Terrorist Sympathizers:
Implications for Social Psychology Research," Revue Internationale de Psychologie Sociale 23, no. 1 (2010): 25-56.

25 Sarah Gaby and Neal Caren, "Occupy Online: How Cute Old Men and Malcolm X Recruited 400,000 US Users to OWS
on Facebook," Social Movement Studies 11, no. 3-4 (2012): 367-374, https://doi.org/10.1080/14742837.2012.708858

24 Vian Bakir and Andrew McStay, "Fake News and the Economy of Emotions: Problems, Causes, Solutions," Digital
Journalism 6, no. 2 (2018): 154-175, https://doi.org/10.1080/21670811.2017.1345645.

23 Ullrich K.H. Ecker et al., "The Psychological Drivers of Misinformation Belief and Its Resistance to Correction," Nature
Reviews Psychology 1, no. 1 (2022): 13-29, https://www.nature.com/articles/s44159-021-00006-y.pdf.
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traffic, thereby increasing revenue.28 Algorithms developed by these platforms are thus geared
towards reinforcing content which is personally and emotionally targeted at users, resulting in
the increase and spread of mis- and dis-information.29

For additional information on how emotions are affected and manipulated by digital
technologies, a forthcoming IST paper will further delve into the issue and will be linked here
upon publication.

Critical Thinking

Much of the research examining digital technologies and critical thinking focuses on media
literacy or critical consumption of digital media.30, 31 Much of the literature emphasizes the
problems of mis- and dis-information in what some call the “Post Truth Era.”32 Other cited trends
that limit critical thinking include echo chambers, ambiguous information, biased reasoning, and
that in “the post-truth age, facts and objective evidence are less powerful in shaping public
opinion than personal beliefs, anecdotes, and popular views.”33

“[Critical information literacy] would facilitate the average Internet user’s ability to
seek, find, and use appropriate information, which in turn would facilitate more
thoughtful dialogues and learning. Such literacy skills would facilitate a shift from
the rote sharing and acceptance of information on the Internet to substantive
evaluation and purposeful usage of information.”34

– Kelly Y.L. Ku et al., “What Predicts Adolescents’ Critical Thinking about Real-Life News?
The Roles of Social Media News Consumption and News Media Literacy.”

34 Nicole A. Cooke, "Posttruth, Truthiness, and Alternative Facts: Information Behavior and Critical Information
Consumption for a New Age," The Library Quarterly 87, no. 3 (2017): 211-221.

33 Kelly Y.L. Ku et al., "What Predicts Adolescents’ Critical Thinking about Real-Life News? The Roles of Social Media
News Consumption and News Media Literacy,” Thinking Skills and Creativity 33 (2019): 100570,
https://www.sciencedirect.com/science/article/abs/pii/S1871187119300100.

32 Nicole A. Cooke, "Posttruth, Truthiness, and Alternative Facts: Information Behavior and Critical Information
Consumption for a New Age," The Library Quarterly 87, no. 3 (2017): 211-221.

31 Art Silverblatt, "Media Literacy and Critical Thinking," International Journal of Media and Information Literacy 3, no. 2
(2018): 66-71, https://cyberleninka.ru/article/n/media-literacy-and-critical-thinking/viewer.

30 Andrew Arnold, “How to Maintain Critical Thinking In The Modern World of New Media,” Forbes, February 27, 2018,
https://www.forbes.com/sites/andrewarnold/2018/02/27/how-to-maintain-critical-thinking-in-the-modern-world-of-new
-media/?sh=6f9eabc550e5.

29 Vian Bakir and Andrew McStay, "Fake News and the Economy of Emotions: Problems, Causes, Solutions," Digital
Journalism 6, no. 2 (2018): 154-175, https://doi.org/10.1080/21670811.2017.1345645.

28 Jonathan Haidt and Tobias Rose-Stockwell, “The Dark Psychology of Social Networks: Why it Feels like Everything is
Going Haywire,” The Atlantic, December 2019,
https://www.theatlantic.com/magazine/archive/2019/12/social-media-democracy/600763/.
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Recommendations for improving critical thinking with regards to digital media include verifying
the source, challenging bias, and using fact checkers.35

Metacognition

The literature on metacognition largely examines the phenomenon of overconfidence as a result
of our unconscious offloading of cognition to digital technologies. As Fisher and Oppenheimer
explain in, “Harder Than You Think: How Outside Assistance Leads to Overconfidence,” people
often do not recognize just how much they are relying on outside information, especially online
search engines, which in turn leads to an overconfidence in their own knowledge.36 By
off-loading cognition, people become more forgetful and demonstrate reduced effort and
altered memory strategies, all of which are offset by the external aid they receive.37 This
phenomenon is further explored in another article by the authors, which examines how
technology makes us believe we are more capable than we truly are.38 This psychological effect
is called the illusion of explanatory depth (IOED).39 The literature also explores the implications
of this phenomenon on civil society, namely voters. One survey revealed that there is a robust
IOED with voters during election seasons: Because Americans are inundated with vague,
superficial candidate ads, they believe that they have a more concrete understanding of
candidates’ policy positions than they truly do.40

In addition, the literature examines the role of metacognition in Internet addiction.41 One study
found a significant, positive relationship between the two. It found that the Internet and other
digital technologies cause unwanted effects, but argued that metacognitive processes can have
a “positive and mediating role on this relationship.”42 Another study found that positive

42 Ibid.

41 Fatemeh Bidi et al., "The Mediating Role of Metacognition in the Relationship Between Internet Addiction and General
Health," Addiction & Health 4, no. 1-2 (2012): 49.

40 Adam L. Alter et al., "Missing the Trees for the Forest: A Construal Level Account of the Illusion of Explanatory Depth,"
Journal of Personality and Social Psychology 99, no. 3 (2010): 436.

39 Adam L. Alter et al., "Missing the Trees for the Forest: A Construal Level Account of the Illusion of Explanatory Depth,"
Journal of Personality and Social Psychology 99, no. 3 (2010): 436; Nathaniel Rabb et al., "Individual Representation in a
Community of Knowledge,” Trends in Cognitive Sciences 23, no. 10 (2019): 891-902,
https://pubmed.ncbi.nlm.nih.gov/31477385/; Adrian F. Ward,  "People Mistake the Internet’s Knowledge for Their Own,”
Proceedings of the National Academy of Sciences 118, no. 43 (2021),
https://www.pnas.org/doi/10.1073/pnas.2105061118.

38 Matthew Fisher and Daniel M. Oppenheimer, "Who Knows What? Knowledge Misattribution in the Division of
Cognitive Labor," Journal of Experimental Psychology: Applied (2021),
https://cpb-us-w2.wpmucdn.com/campuspress.yale.edu/dist/c/259/files/2021/07/FisherOppenheimer21-Who-Knows-
What.pdf.

37 Ibid.

36 Matthew Fisher and Daniel M. Oppenheimer, "Harder Than You Think: How Outside Assistance Leads to
Overconfidence," Psychological Science 32, no. 4 (2021): 598-610,
https://cpb-us-w2.wpmucdn.com/campuspress.yale.edu/dist/c/259/files/2021/04/Fisher-Harder-Than-You-Think.pdf.

35 Andrew Arnold, “How to Maintain Critical Thinking In The Modern World of New Media,” Forbes, February 27, 2018,
https://www.forbes.com/sites/andrewarnold/2018/02/27/how-to-maintain-critical-thinking-in-the-modern-world-of-new
-media/?sh=6f9eabc550e5.
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metacognitions mediate the association between the fear of missing out (FOMO) and
problematic Internet use, which is cited as one of the most significant reasons for Internet
addiction.43 These findings suggest that metacognitive processes can potentially mediate the
negative effects of digital technologies on our cognition.

Memory

The cognitive science literature concludes that memory is flexible and shifts over time, and that
as a result, it can be exploited by digital influence.44 As more time passes between an event and
its recall, the memory is mixed with prior knowledge and becomes fuzzier and less precise.45

Some studies examine the ways in which false or biased information can influence memory,
even after credible corrections, because our pre-existing beliefs and values become attached to
certain memories.46

The literature also addresses the ways in which the omnipresence of technology in our lives
impacts our memory and recall. One study examines how media usage impairs our memory of
an experience if we use media to capture said experiences.47 As Sparrow, Liu, and Wegner show:

“The results of four studies suggest that when faced with difficult questions,
people are primed to think about computers and that when people expect to have
future access to information, they have lower rates of recall of the information
itself and enhanced recall instead for where to access it. The Internet has become
a primary form of external or transactive memory, where information is stored
collectively outside ourselves.”48

- Betsy Sparrow et al., “Google Effects on Memory: Cognitive Consequences of Having
Information at Our Fingertips.”

This sentiment is echoed in Adrian Ward’s “People Mistake the Internet’s Knowledge for Their
Own,” in which he conducts eight experiments to examine the possibility that when people use
Google to search for information, they cannot accurately distinguish between internal and

48 Betsy Sparrow et al., "Google Effects on Memory: Cognitive Consequences of Having Information at Our Fingertips,"
Science 333, no. 6043 (2011): 776-778, https://www.science.org/doi/10.1126/science.1207745.

47 Diana I. Tamir et al., "Media Usage Diminishes Memory for Experiences," Journal of Experimental Social Psychology 76
(2018): 161-168, https://doi.org/10.1016/j.jesp.2018.01.006.

46 Briony Swire et al., "Processing Political Misinformation: Comprehending the Trump Phenomenon," Royal Society
Open Science 4, no. 3 (2017): 160802, https://doi.org/10.1098/rsos.160802.

45 Ibid.

44 Eryn J. Newman and Elizabeth F. Loftus, "Updating Ebbinghaus on the Science of Memory," Europe’s Journal of
Psychology 8, no. 2 (2012): 209-216.

43 Silvia Casale, "Exploring the Role of Positive Metacognitions in Explaining the Association Between the Fear of
Missing Out and Social Media Addiction," Addictive Behaviors 85 (2018): 83-87,
https://pubmed.ncbi.nlm.nih.gov/29864680/.
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external knowledge.49 While more research is needed in this area, preliminary findings
demonstrate a worrisome trend towards a dependence on a “digital transactive memory
partner,” which weakens our internal memory in favor of an overreliance on what we assume will
always be accessible and correct.50

Trust

Much of the research examining the spread of fake news digs into the question of why people
believe and share mis- and disinformation.51 Many articles touch on in-group/out-group biases
and other cognitive biases, which cause us to believe information which aligns with our
previously held values and beliefs.52 It is extraordinarily easy for us to judge information based
on whether it “feels” right or wrong, instead of examining concrete evidence, and as the
literature notes, we tend to fall victim to our biases more often than not.53 Some articles address
the rise in conspiracy theories in American politics, as well as “the damage done to trust by the
normalization of untruth.”54 Social media platforms have become “hotspots for unsubstantiated
information,” making it incredibly difficult to remedy these issues.55

It should also be noted that while people are increasingly dependent on technology, especially in
light of the COVID-19 pandemic, there is also a rising distrust in technology worldwide.56 The
Edelman Trust Barometer found in a survey of 31,000 people in 27 countries that trust in
technology fell by six points in 2020, to 70 on a scale of 100.57 A further large-scale analysis of

57 Mike Allen and Ina Fried, “Exclusive: Trust in Tech Craters,” Axios, March 31, 2021,
https://www.axios.com/edelman-trust-barometer-tech-5787acea-8ef5-4d0b-9694-6e4f8eb006c4.html.

56 Bhaskar Chakravorti, “Trust in Digital Technology Will Be the Internet’s Next Frontier, for 2018 and beyond,” The
Conversation, January 3, 2018,
https://theconversation.com/trust-in-digital-technology-will-be-the-Internets-next-frontier-for-2018-and-beyond-87566.

55 Yannis Theocharis et al., "Does the Platform Matter? Social Media and COVID-19 Conspiracy Theory Beliefs in 17
Countries," New Media & Society (2021): 14614448211045666, https://doi.org/10.1177/14614448211045666.

54 Paul Musgrave, "Democracy Requires Trust. But Trump Is Making Us All Into Conspiracy Theorists," The Washington
Post, March 7, 2017,
https://www.washingtonpost.com/posteverything/wp/2017/03/07/democracy-requires-trust-but-trump-is-making-us-al
l-into-conspiracy-theorists/.

53   David Robson, "Why Are People So Incredibly Gullible?" BCC Future, March 24, 2016,
https://www.bbc.com/future/article/20160323-why-are-people-so-incredibly-gullible; Norbert Schwarz and E. J.
Newman, "How Does the Gut Know Truth," Psychological Science Agenda 31, no. 8 (2017),
https://www.researchgate.net/profile/Norbert-Schwarz-3/publication/319451271_How_does_the_gut_know_truth/data
/59ab20eaaca272f8a154eacb/17-APA-Schwarz-Newman-How-does-the-gut-know-truth-Science-Brief.pdf.

52 Andrew Hutchinson, "New Report Shows Universal Distrust in Social Media as a News Source," Social Media Today,
February 1, 2020,
https://www.socialmediatoday.com/news/new-report-shows-universal-distrust-in-social-media-as-a-news-source/5715
12/.

51 Rainer Greifeneder et al., The Psychology of Fake News: Accepting, Sharing, and Correcting Misinformation (London:
Routledge, 2021).

50 Adrian F. Ward, "Supernormal: How the Internet is Changing Our Memories and Our Minds,” Psychological Inquiry 24,
no. 4 (2013): 341-348.

49 Adrian F. Ward,  "People Mistake the Internet’s Knowledge for Their Own," Proceedings of the National Academy of
Sciences 118, no. 43 (2021), https://doi.org/10.1073/pnas.2105061118.
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trust in technology around the world found that digital trust is not monolithic; it is extremely
fragile, and varies geographically, with local contexts being essential to (re)building trust.58 A
2020 survey of 12,000+ US adults found that people distrust political information on social
media platforms far more than traditional news sources.59

“In recent years, almost no action was taken to actively reduce digital mistrust.
Instead, a series of scandals and poorly managed incidents have eroded the Digital
Trust that existed at the start of digital transformation. Governments face
push-back when rolling out digital services and technology companies face
unhappy employees, critical customers, and pushy regulators. Hence, the question
of how to reduce digital mistrust will not go away but only gain in importance in
the future.”60

— Swiss Digital Initiative, “Digital Trust Whitepaper.”

More research is needed to reconcile rising distrust in technology with the effects of
mis/disinformation spread on social media platforms.

60 “Digital Trust Whitepaper,” Swiss Digital Initiative, November 2021,
https://a.storyblok.com/f/72700/x/b481b921eb/digital-trust-final-forpublication.pdf.

59 Andrew Hutchinson, "New Report Shows Universal Distrust in Social Media as a News Source," Social Media Today,
February 1, 2020, https://www.socialmediatoday.com/news/new-report-shows-universal-distrust-in-social-media-as-a-
news-source/571512/.

58 Bhaskar Chakravortia et al., “How Digital Trust Varies Around the World,” Harvard Business Review, February 25, 2021,
https://hbr.org/2021/02/how-digital-trust-varies-around-the-world.

DCDI Literature Review |  October 2022 securityandtechnology.org 18

https://a.storyblok.com/f/72700/x/b481b921eb/digital-trust-final-forpublication.pdf
https://www.socialmediatoday.com/news/new-report-shows-universal-distrust-in-social-media-as-a-news-source/571512/
https://www.socialmediatoday.com/news/new-report-shows-universal-distrust-in-social-media-as-a-news-source/571512/
https://hbr.org/2021/02/how-digital-trust-varies-around-the-world
https://securityandtechnology.org/


Bibliography by Topic

Neuroscience and Cognitive Development
Allen, Ethan. "Why We Believe: Disinformation, Misinformation, and Neuroscience." Security

Nexus: Daniel K. Inouye Asia-Pacific Center for Security Studies, 21: 2020,
https://apcss.org/nexus_articles/why-we-believe-disinformation-misinformation-and-neu
roscience/.

Anderson, Daniel R., and Kaveri Subrahmanyam. "Digital Screen Media and Cognitive
Development." Pediatrics 140, no. Supplement_2 (2017): S57-S61.
https://doi.org/10.1542/peds.2016-1758C.

Atmaca, Murad. "A Case of Problematic Internet Use Successfully Treated with An
SSRI-Antipsychotic Combination." Progress in Neuro-Psychopharmacology & Biological
Psychiatry 31, no. 4 (2007): 961-962. https://doi.org/10.1016/j.pnpbp.2007.01.003.

Baek, Elisa C., Christin Scholz, Matthew Brook O’Donnell, and Emily B. Falk. "The Value of
Sharing Information: A Neural Account of Information Transmission." Psychological
Science 28, no. 7 (2017): 851-861. https://doi.org/10.1177/0956797617695073.

“Biogen and TheraPanacea Announce New Collaboration with the Potential to Advance Digital
Health for Personalized Medicine in Neuroscience.” Biogen, December 14, 2021,
http://newsroom.biogen.com/news-releases/news-release-details/biogen-and-therapan
acea-announce-new-collaboration-potential.

Bormann, Sarah. "Our Minds on Tech: How Technology Affects the Human Brain." Medium,
March 18, 2018,
https://medium.com/chmcore/our-minds-on-tech-how-technology-affects-the-human-br
ain-dd8a2ff7490d.

Bostwick, J. Michael, and Jeffrey A. Bucci. "Internet Sex Addiction Treated with Naltrexone." In
Mayo Clinic Proceedings, vol. 83, no. 2, 226-230. Cambridge: Elsevier, 2008.
https://doi.org/10.4065/83.2.226.

Brand, Matthias, Kimberly S. Young, and Christian Laier. "Prefrontal Control and Internet
Addiction: A Theoretical Model and Review of Neuropsychological and Neuroimaging
Findings." Frontiers in Human Neuroscience (2014): 375.
https://www.frontiersin.org/articles/10.3389/fnhum.2014.00375/full?utm_source=fit/pr
ograms/7621/ba-criminal-justiceutm_medium.

DCDI Literature Review |  October 2022 securityandtechnology.org 19

https://apcss.org/nexus_articles/why-we-believe-disinformation-misinformation-and-neuroscience/
https://apcss.org/nexus_articles/why-we-believe-disinformation-misinformation-and-neuroscience/
https://doi.org/10.1542/peds.2016-1758C
https://doi.org/10.1016/j.pnpbp.2007.01.003
https://doi.org/10.1177/0956797617695073
http://newsroom.biogen.com/news-releases/news-release-details/biogen-and-therapanacea-announce-new-collaboration-potential
http://newsroom.biogen.com/news-releases/news-release-details/biogen-and-therapanacea-announce-new-collaboration-potential
https://medium.com/chmcore/our-minds-on-tech-how-technology-affects-the-human-brain-dd8a2ff7490d
https://medium.com/chmcore/our-minds-on-tech-how-technology-affects-the-human-brain-dd8a2ff7490d
https://doi.org/10.4065/83.2.226
https://www.frontiersin.org/articles/10.3389/fnhum.2014.00375/full?utm_source=fit/programs/7621/ba-criminal-justiceutm_medium
https://www.frontiersin.org/articles/10.3389/fnhum.2014.00375/full?utm_source=fit/programs/7621/ba-criminal-justiceutm_medium
https://securityandtechnology.org/


Canton, James. "Toward our Neuro-Future: Challenges, Risks and Opportunities." In
Neurotechnology: Premises, Potential, and Problems, 233-241. San Francisco: Institute
for Global Futures, 2012).
https://www.globalfuturist.com/user/images/pdf/Neuro_Forward.pdf.

Crone, Evaline A., and Elly A. Konijn. “Media Use and Brain Development during Adolescence.”
Nat Commun 9, 588 (2018). https://doi.org/10.1038/s41467-018-03126-x.

Danovitch, Judith H. "Growing up with Google: How Children's Understanding and Use of
Internet‐Based Devices Relates to Cognitive Development." Human Behavior and
Emerging Technologies 1, no. 2 (2019): 81-90. https://doi.org/10.1002/hbe2.142

“DARPA and the Brain Initiative.” DARPA, accessed August 2022.
https://www.darpa.mil/program/our-research/darpa-and-the-brain-initiative.

Dunckley, Victoria L. "Gray Matters: Too Much Screen Time Damages the Brain." Psychology
Today, February 27, 2014,
https://www.psychologytoday.com/us/blog/mental-wealth/201402/gray-matters-too-mu
ch-screen-time-damages-the-brain.

Ecker, Ullrich K.H., Stephan Lewandowsky, John Cook, Philipp Schmid, Lisa K. Fazio, Nadia
Brashier, Panayiota Kendeou, Emily K. Vraga, and Michelle A. Amazeen. "The
Psychological Drivers of Misinformation Belief and Its Resistance to Correction." Nature
Reviews Psychology 1, no. 1 (2022): 13-29.
https://www.nature.com/articles/s44159-021-00006-y.pdf.

Firth, Joseph, John Torous, Brendon Stubbs, Josh A. Firth, Genevieve Z. Steiner, Lee Smith,
Mario Alvarez‐Jimenez et al. "The “Online Brain”: How the Internet May Be Changing Our
Cognition." World Psychiatry 18, no. 2 (2019): 119-129.
https://doi.org/10.1002/wps.20617.

Georgia Institute of Technology. "Technology’s Impact on Worker Well-Being." ScienceDaily.
ScienceDaily, October 28, 2021.
https://www.sciencedaily.com/releases/2021/10/211028174510.htm.

Gottschalk, Francesca. "Impacts of Technology Use on Children: Exploring Literature on the
Brain, Cognition and Well-Being." OECD Education Working Papers, 2019.
https://doi.org/10.1787/19939019.

Greenwood, Veronica. “Neural Noise Shows the Uncertainty of Our Memories.” Wired, February
27, 2022,
https://www.wired.com/story/neural-noise-shows-the-uncertainty-of-our-memories.

DCDI Literature Review |  October 2022 securityandtechnology.org 20

https://www.globalfuturist.com/user/images/pdf/Neuro_Forward.pdf
https://doi.org/10.1038/s41467-018-03126-x
https://doi.org/10.1002/hbe2.142
https://www.darpa.mil/program/our-research/darpa-and-the-brain-initiative
https://www.psychologytoday.com/us/blog/mental-wealth/201402/gray-matters-too-much-screen-time-damages-the-brain
https://www.psychologytoday.com/us/blog/mental-wealth/201402/gray-matters-too-much-screen-time-damages-the-brain
https://www.nature.com/articles/s44159-021-00006-y.pdf
https://doi.org/10.1002/wps.20617
https://www.sciencedaily.com/releases/2021/10/211028174510.htm
https://doi.org/10.1787/19939019
https://www.wired.com/story/neural-noise-shows-the-uncertainty-of-our-memories
https://securityandtechnology.org/


Hamilton, Isobel Asher. “Elon Musk Said Neuralink Hopes to Start Implanting Its Brain Chips in
Humans in 2022, Later Than He Anticipated.” Business Insider, December 7, 2021,
https://www.businessinsider.com/elon-musk-neuralink-hopes-to-start-human-testing-20
22-2021-12.

Han, Doug Hyun, Jun Won Hwang, and Perry F. Renshaw. "Bupropion Sustained Release
Treatment Decreases Craving for Video games and cue-induced brain activity in patients
with Internet video game addiction." Psychology of Popular Media 1 (2011): 108-117.
https://psycnet.apa.org/doiLanding?doi=10.1037%2F2160-4134.1.S.108.

Hill, David, Nusheen Ameenuddin, Yolanda Linda Reid Chassiakos, Corinn Cross, Jeffrey
Hutchinson, Alanna Levine, Rhea Boyd, Robert Mendelson, Megan Moreno, and Wendy
Sue Swanson. "Media and Young Minds." Pediatrics 138, no. 5 (2016).
https://doi.org/10.1542/peds.2016-2591.

Horvath, Andi. "How Does Technology Affect Our Brains." University of Melbourne. Voice 6
(2005): 7.

Immordino-Yang, M. H. “Our Brain’s Development in a Technological World.” February 15, 2018,
https://computerhistory.org/events/our-brains-development-technological/.

Jiang, Linxing, Andrea Stocco, Darby M. Losey, Justin A. Abernethy, Chantel S. Prat, and Rajesh
PN Rao. "BrainNet: A multi-Person Brain-To-Brain Interface for Direct Collaboration
between Brains." Scientific Reports 9, no. 1 (2019): 1-11.
https://doi.org/10.1038/s41598-019-41895-7/.

Jorgenson, Lyric A., William T. Newsome, David J. Anderson, Cornelia I. Bargmann, Emery N.
Brown, Karl Deisseroth, John P. Donoghue et al. "The BRAIN Initiative: Developing
Technology to Catalyse Neuroscience Discovery." Philosophical Transactions of the Royal
Society B: Biological Sciences 370, no. 1668 (2015): 20140164.
https://doi.org/10.1098/rstb.2014.0164.

Korte, Martin. "The Impact of the Digital Revolution on Human Brain and Behavior: Where Do We
Stand?" Dialogues in Clinical Neuroscience (2022).
https://doi.org/10.31887/DCNS.2020.22.2/mkorte.

Kotabe, Hiroki. "Merging With Machines: A Look at Emerging Neuroscience Technologies."
Technology Networks, October 22, 2019,
https://www.technologynetworks.com/neuroscience/articles/merging-with-machines-a-l
ook-at-emerging-neuroscience-technologies-324859.

Lin, Fuchun, Yan Zhou, Yasong Du, Lindi Qin, Zhimin Zhao, Jianrong Xu, and Hao Lei. "Abnormal
White Matter Integrity in Adolescents with Internet Addiction Disorder: A Tract-Based

DCDI Literature Review |  October 2022 securityandtechnology.org 21

https://www.businessinsider.com/elon-musk-neuralink-hopes-to-start-human-testing-2022-2021-12
https://www.businessinsider.com/elon-musk-neuralink-hopes-to-start-human-testing-2022-2021-12
https://psycnet.apa.org/doiLanding?doi=10.1037%2F2160-4134.1.S.108
https://doi.org/10.1542/peds.2016-2591
https://computerhistory.org/events/our-brains-development-technological/
https://doi.org/10.1038/s41598-019-41895-7/
https://doi.org/10.1098/rstb.2014.0164
https://doi.org/10.31887/DCNS.2020.22.2/mkorte
https://www.technologynetworks.com/neuroscience/articles/merging-with-machines-a-look-at-emerging-neuroscience-technologies-324859
https://www.technologynetworks.com/neuroscience/articles/merging-with-machines-a-look-at-emerging-neuroscience-technologies-324859
https://securityandtechnology.org/


Spatial Statistics Study." PloS One 7, no. 1 (2012): e30253.
https://doi.org/10.1371/journal.pone.0030253.

Loh, K. K., and R. Kanai. "How Has the Internet Reshaped Human Cognition?” The Neuroscientist
22 no. 5, (2016): 506-520. https://doi.org/10.1177%2F1073858415595005.

Long, Janet H., and Guo-Ming Chen. "The Impact of Internet Usage on Adolescent Self-Identity
Development.” China Media Research 3, no. 1 (2007): 99-109.
https://digitalcommons.uri.edu/com_facpubs/1/.

Martí, Louis, Francis Mollica, Steven Piantadosi, and Celeste Kidd. "Certainty Is Primarily
Determined by Past Performance During Concept Learning." Open Mind 2, no. 2 (2018):
47-60. https://doi.org/10.1162/opmi_a_00017.

Martins, Nuno RB, Amara Angelica, Krishnan Chakravarthy, Yuriy Svidinenko, Frank J. Boehm,
Ioan Opris, Mikhail A. Lebedev et al. "Human Brain/Cloud Interface." In Advances in
Clinical Immunology, Medical Microbiology, COVID-19, and Big Data, 485-538. Singapore:
Jenny Stanford Publishing, 2021.
https://www.frontiersin.org/articles/10.3389/fnins.2019.00112/full.

Pasquinelli, Elena. “Are Digital Devices Altering Our Brains?” Scientific American, September 11,
2018.
https://www.scientificamerican.com/article/are-digital-devices-altering-our-brains/.

Pava, Matthew. “Restoring Active Memory (RAM).” DARPA, accessed August 2022,
https://www.darpa.mil/program/restoring-active-memory.

Pava, Matthew. “Targeted Neuroplasticity Training (TNT).” DARPA, accessed August 2022,
https://www.darpa.mil/program/targeted-neuroplasticity-training.

Resnick, Brian, Julia Belluz, and Eliza Barclay. "Is Our Constant Use of Digital Technologies
Affecting Our Brain Health? We Asked 11 Experts." Vox, February 26, 2019,
https://www.vox.com/science-and-health/2018/11/28/18102745/cellphone-distraction-
brain-health-screens-kids.

Samuel, Sigal. "New Technologies Are Promising a Shortcut to Enlightenment." Vox, November 1,
2021,
https://www.vox.com/future-perfect/22727109/enlightenment-technology-neurofeedbac
k-brain-stimulation-psychedelics.

Savage, Neil. "How AI and Neuroscience Drive Each Other Forwards." Nature 571, no. 7766
(2019): S15-S15.

DCDI Literature Review |  October 2022 securityandtechnology.org 22

https://doi.org/10.1371/journal.pone.0030253
https://doi.org/10.1177%2F1073858415595005
https://digitalcommons.uri.edu/com_facpubs/1/
https://doi.org/10.1162/opmi_a_00017
https://www.frontiersin.org/articles/10.3389/fnins.2019.00112/full
https://www.scientificamerican.com/article/are-digital-devices-altering-our-brains/
https://www.darpa.mil/program/restoring-active-memory
https://www.darpa.mil/program/targeted-neuroplasticity-training
https://www.vox.com/science-and-health/2018/11/28/18102745/cellphone-distraction-brain-health-screens-kids
https://www.vox.com/science-and-health/2018/11/28/18102745/cellphone-distraction-brain-health-screens-kids
https://www.vox.com/future-perfect/22727109/enlightenment-technology-neurofeedback-brain-stimulation-psychedelics
https://www.vox.com/future-perfect/22727109/enlightenment-technology-neurofeedback-brain-stimulation-psychedelics
https://securityandtechnology.org/


https://go.gale.com/ps/i.do?id=GALE%7CA594456957&sid=googleScholar&v=2.1&it=r&l
inkaccess=abs&issn=00280836&p=AONE&sw=w&userGroupName=anon%7E87b51af8.

Small, Gary W., Jooyeon Lee, Aaron Kaufman, Jason Jalil, Prabha Siddarth, Himaja Gaddipati,
Teena D. Moody, and Susan Y. Bookheimer. "Brain Health Consequences of Digital
Technology Use." Dialogues in Clinical Neuroscience 22, no. 2 (2022).
https://doi.org/10.31887/DCNS.2020.22.2/gsmall.

Smith, Briana M., Madison Thomasson, Yuxue Cher Yang, Catherine Sibert, and Andrea Stocco.
"When Fear Shrinks the Brain: A Computational Model of the Effects of Posttraumatic
Stress on Hippocampal Volume." Topics in Cognitive Science 13, no. 3 (2021): 499-514.
https://doi.org/10.1111/tops.12537.

Stocco, Andrea, Chantel S. Prat, Darby M. Losey, Jeneva A. Cronin, Joseph Wu, Justin A.
Abernethy, and Rajesh P.N. Rao. "Playing 20 Questions with the Mind: Collaborative
Problem Solving by Humans Using a Brain-To-Brain Interface." PloS One 10, no. 9 (2015):
e0137303. https://doi.org/10.1371/journal.pone.0137303.

Strawhacker, A., D. Portelance, M. Lee, and M. U. Bers. "Designing Tools for Developing Minds:
The Role of Child Development in Educational Technology." In Proceedings of the 14th
International Conference on Interaction Design and Children. Medford: Tufts University
Developmental Technologies Research Group, 2015.
https://sites.tufts.edu/devtech/files/2018/02/devtech-position-idc2015.pdf.

Tuarez, Jaimar. "How are Neuroscience and Technology Interrelated?" NeuroTray, October 25,
2020, https://neurotray.com/how-are-neuroscience-and-technology-interrelated/.

Zak, Paul J. “The Neuroscience of Trust.” Harvard Business Review, January-February 2017,
https://hbr.org/2017/01/the-neuroscience-of-trust.

Ziegler, David A., Jyoti Mishra, and Adam Gazzaley. "The Acute and Chronic Impact of
Technology on Our Brain." The Wiley Handbook of Psychology, Technology, and Society
(2015): 3-19.
https://medien.ubitweb.de/pdfzentrale/978/111/877/Leseprobe_l_9781118772027.pdf.

Addiction/Problematic Use
Aksu, Muhammed Hakan, F. Yığman, Hasan Ünver, and Kadir Özdel. "The Relationship between

Social Problem Solving, Cognitive Factors and Social Media Addiction in Young Adults: A
Pilot Study." Journal of Cognitive Behavioral Psychotherapy and Research 8, no. 3 (2019):
164-169. https://www.jcbpr.org/fulltext/77-1559341051.pdf.

DCDI Literature Review |  October 2022 securityandtechnology.org 23

https://go.gale.com/ps/i.do?id=GALE%7CA594456957&sid=googleScholar&v=2.1&it=r&linkaccess=abs&issn=00280836&p=AONE&sw=w&userGroupName=anon%7E87b51af8
https://go.gale.com/ps/i.do?id=GALE%7CA594456957&sid=googleScholar&v=2.1&it=r&linkaccess=abs&issn=00280836&p=AONE&sw=w&userGroupName=anon%7E87b51af8
https://doi.org/10.31887/DCNS.2020.22.2/gsmall
https://doi.org/10.1111/tops.12537
https://doi.org/10.1371/journal.pone.0137303
https://sites.tufts.edu/devtech/files/2018/02/devtech-position-idc2015.pdf
https://neurotray.com/how-are-neuroscience-and-technology-interrelated/
https://hbr.org/2017/01/the-neuroscience-of-trust
https://medien.ubitweb.de/pdfzentrale/978/111/877/Leseprobe_l_9781118772027.pdf
https://www.jcbpr.org/fulltext/77-1559341051.pdf
https://securityandtechnology.org/


Baskaran, Aiswarya. “The Role of Technology Companies in Technology Addiction.” Sustain
Analytics, July 16, 2019,
https://www.sustainalytics.com/esg-research/resource/investors-esg-blog/the-role-of-te
chnology-companies-in-technology-addiction.

Bromwich, Jonah Engel. "Generation X More Addicted to Social Media Than Millennials, Report
Finds." The New York Times, January 27, 2017,
https://www.nytimes.com/2017/01/27/technology/millennial-social-media-usage.html.

Du, Ya-song, Wenqing Jiang, and Alasdair Vance. "Longer Term Effect of Randomized, Controlled
Group Cognitive Behavioural Therapy for Internet Addiction in Adolescent Students in
Shanghai." Australian & New Zealand Journal of Psychiatry 44, no. 2 (2010): 129-134.
https://doi.org/10.3109%2F00048670903282725.

Duke, Éilish, and Christian Montag. "Smartphone Addiction, Daily Interruptions and Self-Reported
Productivity." Addictive Behaviors Reports 6 (2017): 90-95.
https://doi.org/10.1016/j.abrep.2017.07.002.

Girish, Devika. “‘The Social Dilemma’ Review: Unplug and Run.” The New York Times, September
9, 2020, https://www.nytimes.com/2020/09/09/movies/the-social-dilemma-review.html.

Gonzalez, Robbie. "It's Time For a Serious Talk About the Science of Tech "Addiction."" Wired,
February 1, 2018,
https://www.wired.com/story/its-time-for-a-serious-talk-about-the-science-of-tech-addict
ion/.

Heo, Jongho, Juhwan Oh, S. V. Subramanian, Yoon Kim, and Ichiro Kawachi. "Addictive Internet
Use among Korean Adolescents: A National Survey." PloS One 9, no. 2 (2014): e87819.
https://doi.org/10.1371/journal.pone.0087819.

Hoffower, Hillary. "Millennials and Gen Z Love Their Technology — But American Seniors Are
Actually Spending the Most Time on Their Screens." Business Insider, August 15, 2019,
https://www.businessinsider.com/american-seniors-technologically-addiction-versus-mil
lennials-gen-z-2019-8.

Indrakanti, Ananth, Milan Chutake, Stephen Prouty, Venkat Sundaranatha, and Vinod Koverkathu.
"Gadget Addiction." Berkeley: Sutardja Center for Entrepreneurship & Technology, 2021,
https://scet.berkeley.edu/reports/gadget-addiction/.

Kim, Jong-Un. "The Effect of a R/T Group Counseling Program on the Internet Addiction Level
and Self-Esteem of Internet Addiction University Students." International Journal of
Reality Therapy 27, no. 2 (2008). https://psycnet.apa.org/record/2008-05320-002/.

DCDI Literature Review |  October 2022 securityandtechnology.org 24

https://www.sustainalytics.com/esg-research/resource/investors-esg-blog/the-role-of-technology-companies-in-technology-addiction
https://www.sustainalytics.com/esg-research/resource/investors-esg-blog/the-role-of-technology-companies-in-technology-addiction
https://www.nytimes.com/2017/01/27/technology/millennial-social-media-usage.html
https://doi.org/10.3109%2F00048670903282725
https://doi.org/10.1016/j.abrep.2017.07.002
https://www.nytimes.com/2020/09/09/movies/the-social-dilemma-review.html
https://www.wired.com/story/its-time-for-a-serious-talk-about-the-science-of-tech-addiction/
https://www.wired.com/story/its-time-for-a-serious-talk-about-the-science-of-tech-addiction/
https://doi.org/10.1371/journal.pone.0087819
https://www.businessinsider.com/american-seniors-technologically-addiction-versus-millennials-gen-z-2019-8
https://www.businessinsider.com/american-seniors-technologically-addiction-versus-millennials-gen-z-2019-8
https://scet.berkeley.edu/reports/gadget-addiction/
https://psycnet.apa.org/record/2008-05320-002/
https://securityandtechnology.org/


Kim, Max S. "Video Games are Dividing South Korea." MIT Technology Review, December 23,
2019,
https://www.technologyreview.com/2019/12/23/238190/video-games-national-crisis-ad
diction-south-korea/.

Lin, Fuchun, Yan Zhou, Yasong Du, Lindi Qin, Zhimin Zhao, Jianrong Xu, and Hao Lei. "Abnormal
White Matter Integrity in Adolescents with Internet Addiction Disorder: A Tract-Based
Spatial Statistics Study." PloS One 7, no. 1 (2012): e30253.
https://doi.org/10.1371/journal.pone.0030253.

Manjoo, Farhad. "Even the Tech Elite Are Worrying About Tech Addiction." The New York Times,
February 9, 2018,
https://www.nytimes.com/interactive/2018/02/09/technology/the-addiction-wrought-by-
techies.html?mtrref=undefined&gwh=C7210BC2A9D361C186B85E7E3905BA38&gwt=p
ay&assetType=PAYWALL.

Przepiorka, Aneta Małgorzata, Agata Blachnio, Barbara Miziak, and Stanisław Jerzy Czuczwar.
"Clinical Approaches to Treatment of Internet Addiction." Pharmacological Reports 66,
no. 2 (2014): 187-191. https://doi.org/10.1016/j.pharep.2013.10.001.

Sang-Hun, Chloe. "South Korea Expands Aid for Internet Addiction." The New York Times, May
28, 2010, https://www.nytimes.com/2010/05/29/world/asia/29game.html.

Seki, Tomokazu, Kei Hamazaki, Takashi Natori, and Hidekuni Inadera. "Relationship between
Internet Addiction and Depression among Japanese University Students." Journal of
Affective Disorders 256 (2019): 668-672. https://doi.org/10.1016/j.jad.2019.06.055.

Shrivastava, Apoorva, Manoj Kumar Sharma, and Palaniappan Marimuthu. "Internet Addiction at
Workplace and Its Implication for Workers Lifestyle: Exploration from Southern India."
Asian Journal of Psychiatry 32 (2018): 151-155.
https://doi.org/10.1016/j.ajp.2017.11.014.

"South Korean Internet Addiction Camp: What is Life Like There?" BBC Newsround, July 8, 2019,
https://www.bbc.co.uk/newsround/48855182.

Sullivan, Michael. "Hooked on The Internet, South Korean Teens Go Into Digital Detox." NPR,
August 13, 2019,
https://www.npr.org/2019/08/13/748299817/hooked-on-the-Internet-south-korean-teen
s-go-into-digital-detox.

Tsukayama, Hayley. "This Dark Side of the Internet Is Costing Young People Their Jobs and
Social Lives." The Washington Post, May 20, 2016,
https://www.washingtonpost.com/business/economy/for-many-young-americans-comp

DCDI Literature Review |  October 2022 securityandtechnology.org 25

https://www.technologyreview.com/2019/12/23/238190/video-games-national-crisis-addiction-south-korea/
https://www.technologyreview.com/2019/12/23/238190/video-games-national-crisis-addiction-south-korea/
https://doi.org/10.1371/journal.pone.0030253
https://www.nytimes.com/interactive/2018/02/09/technology/the-addiction-wrought-by-techies.html?mtrref=undefined&gwh=C7210BC2A9D361C186B85E7E3905BA38&gwt=pay&assetType=PAYWALL
https://www.nytimes.com/interactive/2018/02/09/technology/the-addiction-wrought-by-techies.html?mtrref=undefined&gwh=C7210BC2A9D361C186B85E7E3905BA38&gwt=pay&assetType=PAYWALL
https://www.nytimes.com/interactive/2018/02/09/technology/the-addiction-wrought-by-techies.html?mtrref=undefined&gwh=C7210BC2A9D361C186B85E7E3905BA38&gwt=pay&assetType=PAYWALL
https://doi.org/10.1016/j.pharep.2013.10.001
https://doi.org/10.1016/j.jad.2019.06.055
https://doi.org/10.1016/j.ajp.2017.11.014
https://www.bbc.co.uk/newsround/48855182
https://www.npr.org/2019/08/13/748299817/hooked-on-the-internet-south-korean-teens-go-into-digital-detox
https://www.npr.org/2019/08/13/748299817/hooked-on-the-internet-south-korean-teens-go-into-digital-detox
https://www.washingtonpost.com/business/economy/for-many-young-americans-compulsive-internet-use-is-a-very-very-real-struggle/2016/05/20/be637a24-130d-11e6-8967-7ac733c56f12_story.html
https://securityandtechnology.org/


ulsive-Internet-use-is-a-very-very-real-struggle/2016/05/20/be637a24-130d-11e6-8967-7
ac733c56f12_story.html.

Turel, Ofir, Alexander Serenko, and Nick Bontis. "Family and Work-Related Consequences of
Addiction to Organizational Pervasive Technologies." Information & Management 48, no.
2-3 (2011): 88-95. https://doi.org/10.1016/j.im.2011.01.004.

Vogels, Emily A. "Millennials Stand Out for Their Technology Use, but Older Generations Also
Embrace Digital Life." Pew Research Center, September 9, 2019,
https://www.pewresearch.org/fact-tank/2019/09/09/us-generations-technology-use/.

Winkler, Alexander, Beate Dörsing, Winfried Rief, Yuhui Shen, and Julia A. Glombiewski.
"Treatment of Internet Addiction: A Meta-Analysis." Clinical Psychology Review 33, no. 2
(2013): 317-329. https://doi.org/10.1016/j.cpr.2012.12.005.

Young, Kimberly S. "Cognitive Behavior Therapy with Internet Addicts: Treatment Outcomes and
Implications." Cyberpsychology & Behavior 10, no. 5 (2007): 671-679.
https://doi.org/10.1089/cpb.2007.9971.

Attention
Baumgartner, Susanne E., Wouter D. Weeda, Lisa L. van der Heijden, and Mariëtte Huizinga. "The

Relationship between Media Multitasking and Executive Function in Early Adolescents."
The Journal of Early Adolescence 34, no. 8 (2014): 1120-1144.
https://doi.org/10.1177%2F0272431614523133.

Mitchell, Amy, Mark Jurkowitz, J. Baxter Oliphant, and Elisa Shearer. “Americans Who Mainly Get
Their News on Social Media Are Less Engaged, Less Knowledgeable.” Pew Research
Center, July 30, 2020,
https://www.pewresearch.org/journalism/2020/07/30/americans-who-mainly-get-their-n
ews-on-social-media-are-less-engaged-less-knowledgeable/.

Radesky, Jenny, Alison L. Miller, Katherine L. Rosenblum, Danielle Appugliese, Niko Kaciroti, and
Julie C. Lumeng. "Maternal Mobile Device Use During a Structured Parent–Child
Interaction Task." Academic Pediatrics 15, no. 2 (2015): 238-244.
https://doi.org/10.1016/j.acap.2014.10.001.

“Time Flies: US Adults Now Spend Nearly Half a Day Interacting with Media.” Nielsen, July 2018,
https://www.nielsen.com/us/en/insights/article/2018/time-flies-us-adults-now-spend-ne
arly-half-a-day-interacting-with-media/.

Ward, Adrian F., Kristen Duke, Ayelet Gneezy, and Maarten W. Bos. "Brain Drain: The Mere
Presence of One’s Own Smartphone Reduces Available Cognitive Capacity." Journal of

DCDI Literature Review |  October 2022 securityandtechnology.org 26

https://www.washingtonpost.com/business/economy/for-many-young-americans-compulsive-internet-use-is-a-very-very-real-struggle/2016/05/20/be637a24-130d-11e6-8967-7ac733c56f12_story.html
https://www.washingtonpost.com/business/economy/for-many-young-americans-compulsive-internet-use-is-a-very-very-real-struggle/2016/05/20/be637a24-130d-11e6-8967-7ac733c56f12_story.html
https://doi.org/10.1016/j.im.2011.01.004
https://www.pewresearch.org/fact-tank/2019/09/09/us-generations-technology-use/
https://doi.org/10.1016/j.cpr.2012.12.005
https://doi.org/10.1089/cpb.2007.9971
https://doi.org/10.1177%2F0272431614523133
https://www.pewresearch.org/journalism/2020/07/30/americans-who-mainly-get-their-news-on-social-media-are-less-engaged-less-knowledgeable/
https://www.pewresearch.org/journalism/2020/07/30/americans-who-mainly-get-their-news-on-social-media-are-less-engaged-less-knowledgeable/
https://doi.org/10.1016/j.acap.2014.10.001
https://www.nielsen.com/us/en/insights/article/2018/time-flies-us-adults-now-spend-nearly-half-a-day-interacting-with-media/
https://www.nielsen.com/us/en/insights/article/2018/time-flies-us-adults-now-spend-nearly-half-a-day-interacting-with-media/
https://securityandtechnology.org/


the Association for Consumer Research 2, no. 2 (2017): 140-154.
https://www.journals.uchicago.edu/doi/full/10.1086/691462.

Emotions
Bakir, Vian, and Andrew McStay. "Fake News and the Economy of Emotions: Problems, Causes,

Solutions." Digital Journalism 6, no. 2 (2018): 154-175.
https://doi.org/10.1080/21670811.2017.1345645.

Banks, Antoine, Ernesto Calvo, David Karol, and Shibley Telhami. "#polarizedfeeds: Three
Experiments on Polarization, Framing, and Social Media." The International Journal of
Press/Politics 26, no. 3 (2021): 609-634.
https://doi.org/10.1177%2F1940161220940964.

Bayer, Joseph B., Nicole B. Ellison, Sarita Y. Schoenebeck, and Emily B. Falk. "Sharing the Small
Moments: Ephemeral Social Interaction on Snapchat." Information, Communication &
Society 19, no. 7 (2016): 956-977. https://doi.org/10.1080/1369118X.2015.1084349.

Brady, William J., Julian A. Wills, John T. Jost, Joshua A. Tucker, and Jay J. Van Bavel. "Emotion
Shapes the Diffusion of Moralized Content in Social Networks." Proceedings of the
National Academy of Sciences 114, no. 28 (2017): 7313-7318.
https://doi.org/10.1073/pnas.1618923114.

Brady, William J., Molly J. Crockett, and Jay J. Van Bavel. "The MAD Model of Moral Contagion:
The Role of Motivation, Attention, and Design in the Spread of Moralized Content Online."
Perspectives on Psychological Science 15, no. 4 (2020): 978-1010.
https://doi.org/10.1177%2F1745691620917336.

Crockett, Molly J. "Moral Outrage in the Digital Age." Nature Human Behaviour 1, no. 11 (2017):
769-771. https://www.nature.com/articles/s41562-017-0213-3.

de León, Ernesto, and Damian Trilling. "A Sadness Bias in Political News Sharing? The Role of
Discrete Emotions in the Engagement and Dissemination of Political News on
Facebook." Social Media + Society 7, no. 4 (2021): 20563051211059710.
https://doi.org/10.1177%2F20563051211059710.

Frimer, Jeremy A., Harinder Aujla, Matthew Feinberg, Linda J. Skitka, Karl Aquino, Johannes C.
Eichstaedt, and Robb Willer. "Incivility is Rising among American Politicians on Twitter."
Social Psychological and Personality Science (2022): 19485506221083811.
https://doi.org/10.1177%2F19485506221083811.

DCDI Literature Review |  October 2022 securityandtechnology.org 27

https://www.journals.uchicago.edu/doi/full/10.1086/691462
https://doi.org/10.1080/21670811.2017.1345645
https://doi.org/10.1177%2F1940161220940964
https://doi.org/10.1080/1369118X.2015.1084349
https://doi.org/10.1073/pnas.1618923114
https://doi.org/10.1177%2F1745691620917336
https://www.nature.com/articles/s41562-017-0213-3
https://doi.org/10.1177%2F20563051211059710
https://doi.org/10.1177%2F19485506221083811
https://securityandtechnology.org/


Gaby, Sarah, and Neal Caren. "Occupy Online: How Cute Old Men and Malcolm X Recruited
400,000 US Users to OWS on Facebook." Social Movement Studies 11, no. 3-4 (2012):
367-374. https://doi.org/10.1080/14742837.2012.708858.

Goyanes, Manuel, Porismita Borah, and Homero Gil de Zúñiga. "Social Media Filtering and
Democracy: Effects of Social Media News Use and Uncivil Political Discussions on
Social Media Unfriending." Computers in Human Behavior 120 (2021): 106759.
https://doi.org/10.1016/j.chb.2021.106759.

Haidt, Jonathan and Tobias Rose-Stockwell. “The Dark Psychology of Social Networks: Why It
Feels like Everything Is Going Haywire.” The Atlantic, December 2019,
https://www.theatlantic.com/magazine/archive/2019/12/social-media-democracy/6007
63/.

Jones, Philip Edward, Lindsay H. Hoffman, and Dannagal G. Young. "Online Emotional Appeals
and Political Participation: The Effect of Candidate Affect on Mass Behavior." New Media
& Society 15, no. 7 (2013): 1132-1150. https://doi.org/10.1177%2F1461444812466717.

Makhortykh, Mykola, and Juan Manuel González Aguilar. "Memory, Politics and Emotions:
Internet Memes and Protests in Venezuela and Ukraine." Continuum 34, no. 3 (2020):
342-362. https://doi.org/10.1080/10304312.2020.1764782.

Martel, Cameron, Gordon Pennycook, and David G. Rand. "Reliance on Emotion Promotes Belief
in Fake News." Cognitive Research: Principles and Implications 5, no. 1 (2020): 1-20.
https://doi.org/10.1186/s41235-020-00252-3.

Rathje, Steve, Jay J. Van Bavel, and Sander Van Der Linden. "Out-Group Animosity Drives
Engagement on Social Media." Proceedings of the National Academy of Sciences 118, no.
26 (2021): e2024292118. https://doi.org/10.1073/pnas.2024292118.

Rosas, Omar V., and Javier Serrano-Puche. "News Media and The Emotional Public
Sphere—Introduction." International Journal of Communication 12 (2018): 9.
https://ijoc.org/index.php/ijoc/article/view/6785.

Rosenzweig, Leah R., Bence Bago, Adam J. Berinsky, and David G. Rand. "Happiness and
Surprise are Associated with Worse Truth Discernment of COVID-19 Headlines among
Social Media Users in Nigeria." Harvard Kennedy School Misinformation Review (2021).
https://misinforeview.hks.harvard.edu/article/happiness-and-surprise-are-associated-wit
h-worse-truth-discernment-of-covid-19-headlines-among-social-media-users-in-nigeria/.

Serrano-Puche, Javier. "Internet and Emotions: New Trends in an Emerging Field of Research."
Comunicar. Media Education Research Journal 24, no. 1 (2016).
https://www.scipedia.com/public/Serrano-Puche_2016a.

DCDI Literature Review |  October 2022 securityandtechnology.org 28

https://doi.org/10.1080/14742837.2012.708858
https://doi.org/10.1016/j.chb.2021.106759
https://www.theatlantic.com/magazine/archive/2019/12/social-media-democracy/600763/
https://www.theatlantic.com/magazine/archive/2019/12/social-media-democracy/600763/
https://doi.org/10.1177%2F1461444812466717
https://doi.org/10.1080/10304312.2020.1764782
https://doi.org/10.1186/s41235-020-00252-3
https://doi.org/10.1073/pnas.2024292118
https://ijoc.org/index.php/ijoc/article/view/6785
https://misinforeview.hks.harvard.edu/article/happiness-and-surprise-are-associated-with-worse-truth-discernment-of-covid-19-headlines-among-social-media-users-in-nigeria/
https://misinforeview.hks.harvard.edu/article/happiness-and-surprise-are-associated-with-worse-truth-discernment-of-covid-19-headlines-among-social-media-users-in-nigeria/
https://www.scipedia.com/public/Serrano-Puche_2016a
https://securityandtechnology.org/


Smith, Briana M., Madison Thomasson, Yuxue Cher Yang, Catherine Sibert, and Andrea Stocco.
"When Fear Shrinks the Brain: A Computational Model of the Effects of Posttraumatic
Stress on Hippocampal Volume." Topics in Cognitive Science 13, no. 3 (2021): 499-514.
https://doi.org/10.1111/tops.12537.

Stieglitz, Stefan, and Linh Dang-Xuan. "Emotions and Information Diffusion in Social
Media—Sentiment of Microblogs and Sharing Behavior." Journal of Management
Information Systems 29, no. 4 (2013): 217-248.
https://doi.org/10.2753/MIS0742-1222290408.

Taddicken, Monika, and Laura Wolff. "‘Fake News’ in Science Communication: Emotions and
Strategies of Coping with Dissonance Online." Media and Communication 8, no. 1 (2020):
206-217. https://www.cogitatiopress.com/mediaandcommunication/article/view/2495.

Toubiana, Madeline, and Charlene Zietsma. "The Message Is on The Wall? Emotions, Social
Media and The Dynamics of Institutional Complexity." Academy of Management Journal
60, no. 3 (2017): 922-953. https://doi.org/10.5465/amj.2014.0208.

Valentino, Nicholas A., Ted Brader, Eric W. Groenendyk, Krysha Gregorowicz, and Vincent L.
Hutchings. "Election Night’s Alright for Fighting: The Role of Emotions in Political
Participation." The Journal of Politics 73, no. 1 (2011): 156-170.
https://www.journals.uchicago.edu/doi/abs/10.1017/S0022381610000939.

Valentino, Nicholas A., Vincent L. Hutchings, Antoine J. Banks, and Anne K. Davis. "Is A Worried
Citizen A Good Citizen? Emotions, Political Information Seeking, and Learning Via the
Internet." Political Psychology 29, no. 2 (2008): 247-273.
https://doi.org/10.1111/j.1467-9221.2008.00625.x.

Van Bavel, Jay J., and Andrea Pereira. "The Partisan Brain: An Identity-Based Model of Political
Belief." Trends in Cognitive Sciences 22, no. 3 (2018): 213-224.
https://doi.org/10.1016/j.tics.2018.01.004.

Wolters, Heather, Kasey Stricklin, Neil Carey, and Megan K. McBride. "U) The Psychology of (Dis)
information: A Primer on Key Psychological Mechanisms." CNA, September 27, 2021,
https://www.cna.org/archive/CNA_Files/pdf/the%20psychology-of-(dis)information-a-pri
mer-on-key-psychological-mechanisms.pdf.

Zhang, Xueyao, Juan Cao, Xirong Li, Qiang Sheng, Lei Zhong, and Kai Shu. "Mining Dual Emotion
for Fake News Detection." In Proceedings of the Web Conference, 3465-3476. New York:
Association for Computing Machinery, 2021. https://doi.org/10.1145/3442381.3450004.

Zollo, Fabiana, Petra Kralj Novak, Michela Del Vicario, Alessandro Bessi, Igor Mozetič, Antonio
Scala, Guido Caldarelli, and Walter Quattrociocchi. "Emotional Dynamics in The Age of

DCDI Literature Review |  October 2022 securityandtechnology.org 29

https://doi.org/10.1111/tops.12537
https://doi.org/10.2753/MIS0742-1222290408
https://www.cogitatiopress.com/mediaandcommunication/article/view/2495
https://doi.org/10.5465/amj.2014.0208
https://www.journals.uchicago.edu/doi/abs/10.1017/S0022381610000939
https://doi.org/10.1111/j.1467-9221.2008.00625.x
https://doi.org/10.1016/j.tics.2018.01.004
https://www.cna.org/archive/CNA_Files/pdf/the%20psychology-of-(dis)information-a-primer-on-key-psychological-mechanisms.pdf
https://www.cna.org/archive/CNA_Files/pdf/the%20psychology-of-(dis)information-a-primer-on-key-psychological-mechanisms.pdf
https://doi.org/10.1145/3442381.3450004
https://securityandtechnology.org/


Misinformation." PloS One 10, no. 9 (2015): e0138740.
https://doi.org/10.1371/journal.pone.0138740.

Gamification
Basol, Melisa, Jon Roozenbeek, and Sander van der Linden. "Good News about Bad News:

Gamified Inoculation Boosts Confidence and Cognitive Immunity against Fake News."
Journal of Cognition 3, no. 1 (2020). https://doi.org/10.5334%2Fjoc.91.

Mostafavi, Beata. “Gamified Childhood: Are Digital Devices Replacing Traditional Playtime?”
University of Michigan Health Lab, October 24, 2019,
https://labblog.uofmhealth.org/health-tech/gamified-childhood-are-digital-devices-replac
ing-traditional-playtime.

O'Brien, Chris. "How Social Media and Gamification Fueled QAnon's 'Crowdsourced Cult.'"
Venture Beat, October 9, 2020,
https://venturebeat.com/2020/10/09/how-social-media-and-gamification-fueled-qanons
-crowdsourced-cult/.

Pimmer, Christoph, Christoph Eisemann, and Magdalena Mateescu. "Fake News Resilience
through Online Games? Tentative Findings from a Randomized Controlled Trial in Higher
Education." In Proceedings of the 17th International Conference on Cognition and
Exploratory Learning in the Digital Age (CELDA 2020). Lisbon: IADIS Press, 2020.
https://www.researchgate.net/profile/Christoph-Pimmer/publication/343976604_Fake_n
ews_resilience_through_online_games_Tentative_findings_from_a_randomized_controlle
d_trial_in_higher_education/links/5f4b9000a6fdcc14c5e831d1/Fake-news-resilience-thr
ough-online-games-Tentative-findings-from-a-randomized-controlled-trial-in-higher-educa
tion.pdf.

Popper, Nathaniel. "Robinhood Has Lured Young Traders, Sometimes With Devastating Results."
The New York Times, July 8, 2020,
https://www.nytimes.com/2020/07/08/technology/robinhood-risky-trading.html?referrin
gSource=articleShare.

Roozenbeek, Jon, and Sander Van der Linden. "Fake News Game Confers Psychological
Resistance Against Online Misinformation." Palgrave Communications 5, no. 1 (2019):
1-10. https://www.nature.com/articles/s41599-019-0279-9.

Swisher, Kara. "A Suicide, an App and a Time for a Reckoning." The New York Times, June 25,
2020, https://www.nytimes.com/2020/06/25/opinion/robinhood-suicide-trading.html.

DCDI Literature Review |  October 2022 securityandtechnology.org 30

https://doi.org/10.1371/journal.pone.0138740
https://doi.org/10.5334%2Fjoc.91
https://labblog.uofmhealth.org/health-tech/gamified-childhood-are-digital-devices-replacing-traditional-playtime
https://labblog.uofmhealth.org/health-tech/gamified-childhood-are-digital-devices-replacing-traditional-playtime
https://venturebeat.com/2020/10/09/how-social-media-and-gamification-fueled-qanons-crowdsourced-cult/
https://venturebeat.com/2020/10/09/how-social-media-and-gamification-fueled-qanons-crowdsourced-cult/
https://www.researchgate.net/profile/Christoph-Pimmer/publication/343976604_Fake_news_resilience_through_online_games_Tentative_findings_from_a_randomized_controlled_trial_in_higher_education/links/5f4b9000a6fdcc14c5e831d1/Fake-news-resilience-through-online-games-Tentative-findings-from-a-randomized-controlled-trial-in-higher-education.pdf
https://www.researchgate.net/profile/Christoph-Pimmer/publication/343976604_Fake_news_resilience_through_online_games_Tentative_findings_from_a_randomized_controlled_trial_in_higher_education/links/5f4b9000a6fdcc14c5e831d1/Fake-news-resilience-through-online-games-Tentative-findings-from-a-randomized-controlled-trial-in-higher-education.pdf
https://www.researchgate.net/profile/Christoph-Pimmer/publication/343976604_Fake_news_resilience_through_online_games_Tentative_findings_from_a_randomized_controlled_trial_in_higher_education/links/5f4b9000a6fdcc14c5e831d1/Fake-news-resilience-through-online-games-Tentative-findings-from-a-randomized-controlled-trial-in-higher-education.pdf
https://www.researchgate.net/profile/Christoph-Pimmer/publication/343976604_Fake_news_resilience_through_online_games_Tentative_findings_from_a_randomized_controlled_trial_in_higher_education/links/5f4b9000a6fdcc14c5e831d1/Fake-news-resilience-through-online-games-Tentative-findings-from-a-randomized-controlled-trial-in-higher-education.pdf
https://www.researchgate.net/profile/Christoph-Pimmer/publication/343976604_Fake_news_resilience_through_online_games_Tentative_findings_from_a_randomized_controlled_trial_in_higher_education/links/5f4b9000a6fdcc14c5e831d1/Fake-news-resilience-through-online-games-Tentative-findings-from-a-randomized-controlled-trial-in-higher-education.pdf
https://www.nytimes.com/2020/07/08/technology/robinhood-risky-trading.html?referringSource=articleShare
https://www.nytimes.com/2020/07/08/technology/robinhood-risky-trading.html?referringSource=articleShare
https://www.nature.com/articles/s41599-019-0279-9
https://www.nytimes.com/2020/06/25/opinion/robinhood-suicide-trading.html
https://securityandtechnology.org/


Warzel, Charlie. “Is QAnon the Most Dangerous Conspiracy Theory of the 21st Century?” New
York Times, August 4, 2020,
https://www.nytimes.com/2020/08/04/opinion/qanon-conspiracy-theory-arg.html.

Zeitchik, Steven. "What Will the World Look Like When You Can Be Whoever You Want in The
Metaverse?" The Washington Post, November 5, 2021,
https://www.washingtonpost.com/technology/2021/11/05/metarverse-future-innovatio
ns-proteus-effect/.

Critical Thinking
Alter, Adam L., Daniel M. Oppenheimer, and Jeffrey C. Zemla. "Missing The Trees for The Forest:

A Construal Level Account of the Illusion of Explanatory Depth." Journal of Personality
and Social Psychology 99, no. 3 (2010): 436.
https://psycnet.apa.org/fulltext/2010-15349-001.html.

Arnold, Andrew. “How to Maintain Critical Thinking In The Modern World of New Media.” Forbes,
February 27, 2018,
https://www.forbes.com/sites/andrewarnold/2018/02/27/how-to-maintain-critical-thinki
ng-in-the-modern-world-of-new-media/?sh=6f9eabc550e5.

Cooke, Nicole A. "Posttruth, Truthiness, and Alternative Facts: Information Behavior and Critical
Information Consumption for a New Age." The Library Quarterly 87, no. 3 (2017):
211-221. https://www.journals.uchicago.edu/doi/abs/10.1086/692298.

Eshet-Alkalai, Yoram, and Nitza Geri. "Does the Medium Affect the Message? The Influence of
Text Representation Format on Critical Thinking." Human Systems Management 26, no. 4
(2007): 269-279.
https://content.iospress.com/articles/human-systems-management/hsm665.

Gaozhao, Dongfang. "Flagging Fake News on Social Media: An Experimental Study of Media
Consumers' Identification of Fake News." Government Information Quarterly 38, no. 3
(2021): 101591. https://doi.org/10.1016/j.giq.2021.101591.

Guadagno, Rosanna E., Adam Lankford, Nicole L. Muscanell, Bradley M. Okdie, and Debra M.
McCallum. "Social Influence in the Online Recruitment of Terrorists and Terrorist
Sympathizers: Implications for Social Psychology Research." Revue Internationale de
Psychologie Sociale 23, no. 1 (2010): 25-56.
https://www.cairn.info/revue-internationale-de-psychologie-sociale-2010-1-page-25.htm.

Ku, Kelly YL, Qiuyi Kong, Yunya Song, Lipeng Deng, Yi Kang, and Aihua Hu. "What Predicts
Adolescents’ Critical Thinking about Real-Life News? The Roles of Social Media News

DCDI Literature Review |  October 2022 securityandtechnology.org 31

https://www.nytimes.com/2020/08/04/opinion/qanon-conspiracy-theory-arg.html
https://www.washingtonpost.com/technology/2021/11/05/metarverse-future-innovations-proteus-effect/
https://www.washingtonpost.com/technology/2021/11/05/metarverse-future-innovations-proteus-effect/
https://psycnet.apa.org/fulltext/2010-15349-001.html
https://www.forbes.com/sites/andrewarnold/2018/02/27/how-to-maintain-critical-thinking-in-the-modern-world-of-new-media/?sh=6f9eabc550e5
https://www.forbes.com/sites/andrewarnold/2018/02/27/how-to-maintain-critical-thinking-in-the-modern-world-of-new-media/?sh=6f9eabc550e5
https://www.journals.uchicago.edu/doi/abs/10.1086/692298
https://content.iospress.com/articles/human-systems-management/hsm665
https://doi.org/10.1016/j.giq.2021.101591
https://www.cairn.info/revue-internationale-de-psychologie-sociale-2010-1-page-25.htm
https://securityandtechnology.org/


Consumption and News Media literacy." Thinking Skills and Creativity 33 (2019): 100570.
https://doi.org/10.1016/j.tsc.2019.05.004.

Newman, Eryn J., Maryanne Garry, Christian Unkelbach, Daniel M. Bernstein, D. Stephen Lindsay,
and Robert A. Nash. "Truthiness and Falsiness of Trivia Claims Depend on Judgmental
Contexts." Journal of Experimental Psychology: Learning, Memory, and Cognition 41, no. 5
(2015): 1337. https://psycnet.apa.org/buy/2015-13956-001.

Newman, Eryn J., Maryanne Garry, Daniel M. Bernstein, Justin Kantner, and D. Stephen Lindsay.
"Nonprobative Photographs (or Words) Inflate Truthiness." Psychonomic Bulletin &
Review 19, no. 5 (2012): 969-974.
  https://link.springer.com/article/10.3758/s13423-012-0292-0.

Newman, Eryn J., Mevagh Sanson, Emily K. Miller, Adele Quigley-McBride, Jeffrey L. Foster,
Daniel M. Bernstein, and Maryanne Garry. "People with Easier to Pronounce Names
Promote Truthiness of Claims." PloS One 9, no. 2 (2014): e88671.
https://doi.org/10.1371/journal.pone.0088671.

Newman, Eryn J., Tanjeem Azad, D. Stephen Lindsay, and Maryanne Garry. "Evidence that Photos
Promote Rosiness for Claims about the Future." Memory & Cognition 46, no. 8 (2018):
1223-1233. https://link.springer.com/article/10.3758/s13421-016-0652-5.

Plencner, Alexander. "Critical Thinking and the Challenges of Internet." Communication Today 5,
no. 2 (2014): 4-19. https://www.ceeol.com/search/article-detail?id=73524.

Scott, Elfy. "Something As Simple As A Photo Can Trick You Into Believing Fake News." Buzzfeed
News, November 21, 2018,
https://www.buzzfeed.com/elfyscott/we-are-really-easily-fooled-by-fake-news-according-
to.

Silverblatt, Art. "Media Literacy and Critical Thinking." International Journal of Media and
Information Literacy 3, no. 2 (2018): 66-71.
https://cyberleninka.ru/article/n/media-literacy-and-critical-thinking.

Vavreck, Lynn. "A Superhero Power for Our Time: How to Handle The Truth." The New York
Times, June 20, 2017,
https://www.nytimes.com/2017/06/20/upshot/a-superhero-power-for-our-time-how-to-h
andle-the-truth.html?_r=0.

Wolpert, Stuart. "Is Technology Producing a Decline in Critical Thinking and Analysis." UCLA
Newsroom 27 (2009).
https://newsroom.ucla.edu/releases/is-technology-producing-a-decline-79127.

DCDI Literature Review |  October 2022 securityandtechnology.org 32

https://doi.org/10.1016/j.tsc.2019.05.004
https://psycnet.apa.org/buy/2015-13956-001
https://link.springer.com/article/10.3758/s13423-012-0292-0
https://doi.org/10.1371/journal.pone.0088671
https://link.springer.com/article/10.3758/s13421-016-0652-5
https://www.ceeol.com/search/article-detail?id=73524
https://www.buzzfeed.com/elfyscott/we-are-really-easily-fooled-by-fake-news-according-to
https://www.buzzfeed.com/elfyscott/we-are-really-easily-fooled-by-fake-news-according-to
https://cyberleninka.ru/article/n/media-literacy-and-critical-thinking
https://www.nytimes.com/2017/06/20/upshot/a-superhero-power-for-our-time-how-to-handle-the-truth.html?_r=0
https://www.nytimes.com/2017/06/20/upshot/a-superhero-power-for-our-time-how-to-handle-the-truth.html?_r=0
https://newsroom.ucla.edu/releases/is-technology-producing-a-decline-79127
https://securityandtechnology.org/


Metacognition
Balıkçı, Kuzeymen, Orkun Aydın, İpek Sönmez, Bengü Kalo, and Pınar Ünal‐Aydın. "The

Relationship between Dysfunctional Metacognitive Beliefs and Problematic Social
Networking Sites Use." Scandinavian Journal of Psychology 61, no. 5 (2020): 593-598.
https://doi.org/10.1111/sjop.12634.

Bidi, Fatemeh, Mahdi Namdari-Pejman, Hossein Kareshki, and Hadi Ahmadnia. "The Mediating
Role of Metacognition in The Relationship between Internet Addiction and General
Health." Addiction & Health 4, no. 1-2 (2012): 49.
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3905550/.

Cardwell, Brittany A., Eryn J. Newman, Maryanne Garry, Antonia Mantonakis, and Randi Beckett.
"Photos that Increase Feelings of Learning Promote Positive Evaluations." Journal of
Experimental Psychology: Learning, Memory, and Cognition 43, no. 6 (2017): 944.
https://psycnet.apa.org/doi/10.1037/xlm0000358.

Cardwell, Brittany A., Linda A. Henkel, Maryanne Garry, Eryn J. Newman, and Jeffrey L. Foster.
"Nonprobative Photos Rapidly Lead People to Believe Claims about Their Own (And
Other People’s) Pasts." Memory & Cognition 44, no. 6 (2016): 883-896.
https://link.springer.com/article/10.3758/s13421-016-0603-1.

Casale, Silvia, Laura Rugai, and Giulia Fioravanti. "Exploring the Role of Positive Metacognitions
in Explaining the Association between The Fear of Missing Out and Social Media
Addiction." Addictive Behaviors 85 (2018): 83-87.
https://doi.org/10.1016/j.addbeh.2018.05.020.

Fisher, Matthew, and Daniel M. Oppenheimer. "Harder Than You Think: How Outside Assistance
Leads to Overconfidence." Psychological Science 32, no. 4 (2021): 598-610.
https://doi.org/10.1177%2F0956797620975779.

Fisher, Matthew, and Daniel M. Oppenheimer. "Who Knows What? Knowledge Misattribution in
The Division of Cognitive Labor." Journal of Experimental Psychology: Applied (2021).
https://psycnet.apa.org/doi/10.1037/xap0000310.

Jalbert, Madeline, Eryn Newman, and Norbert Schwarz. "Only Half of What I’ll Tell You Is True:
Expecting to Encounter Falsehoods Reduces Illusory Truth." Journal of Applied Research
in Memory and Cognition 9, no. 4 (2020): 602-613.
https://doi.org/10.1016/j.jarmac.2020.08.010.

Mason, Lucia, Angela Boldrin, and Nicola Ariasi. "Epistemic Metacognition in Context: Evaluating
and Learning Online Information." Metacognition and Learning 5, no. 1 (2010): 67-90.
https://link.springer.com/article/10.1007/s11409-009-9048-2.

DCDI Literature Review |  October 2022 securityandtechnology.org 33

https://doi.org/10.1111/sjop.12634
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3905550/
https://psycnet.apa.org/doi/10.1037/xlm0000358
https://link.springer.com/article/10.3758/s13421-016-0603-1
https://doi.org/10.1016/j.addbeh.2018.05.020
https://doi.org/10.1177%2F0956797620975779
https://psycnet.apa.org/doi/10.1037/xap0000310
https://doi.org/10.1016/j.jarmac.2020.08.010
https://link.springer.com/article/10.1007/s11409-009-9048-2
https://securityandtechnology.org/


Milla, Katherine A. "Crossing the Digital Divide: Metacognition for Learning in the Digital Age." In
Cases on Digital Learning and Teaching Transformations in Higher Education, 35-51.
Hershey: IGI Global, 2019.
https://www.igi-global.com/chapter/crossing-the-digital-divide/232536.

Nisbett, Richard E. and Timothy DeCamp Wilson. “Telling More Than We Can Know: Verbal
Reports on Mental Processes.” Psychological Review 84, no. 3 (1977): 231-259.
https://psycnet.apa.org/doi/10.1037/0033-295X.84.3.231.

Rabb, Nathaniel, Philip M. Fernbach, and Steven A. Sloman. "Individual Representation in a
Community of Knowledge." Trends in Cognitive Sciences 23, no. 10 (2019): 891-902.
https://doi.org/10.1016/j.tics.2019.07.011.

Ward, Adrian F. "People mistake the Internet’s knowledge for their own." Proceedings of the
National Academy of Sciences 118, no. 43 (2021).
https://doi.org/10.1073/pnas.2105061118.

Ward, Adrian F. "Supernormal: How the Internet is Changing Our Memories and Our Minds."
Psychological Inquiry 24, no. 4 (2013): 341-348.
https://doi.org/10.1080/1047840X.2013.850148.

Memory
Aguilar, Paloma, and Carsten Humlebaek. "Collective Memory and National Identity in the

Spanish Democracy: The Legacies of Francoism and the Civil War." History & Memory 14,
no. 1-2 (2002): 121-164. https://muse.jhu.edu/article/12779.

Berthiaume, Gu. “Digital Technology, the Need for Connection, and the Role of National Memory
Institutions.” October 2, 2015,
https://www.canada.ca/en/library-archives/news/2015/10/digital-technology-the-need-f
or-connection-and-the-role-of-national-memory-institutions.html/.

Fenn, Elise, Eryn J. Newman, Kathy Pezdek, and Maryanne Garry. "The Effect of Nonprobative
Photographs on Truthiness Persists over Time." Acta Psychologica 144, no. 1 (2013):
207-211. https://doi.org/10.1016/j.actpsy.2013.06.004.

Greenwood, Veronica. “Neural Noise Shows the Uncertainty of Our Memories.” Wired, February
27, 2022,
https://www.wired.com/story/neural-noise-shows-the-uncertainty-of-our-memories.

Jelin, Elizabeth. "The Politics of Memory: The Human Rights Movement and the Construction of
Democracy in Argentina." Latin American Perspectives 21, no. 2 (1994): 38-58.
https://doi.org/10.1177%2F0094582X9402100204.

DCDI Literature Review |  October 2022 securityandtechnology.org 34

https://www.igi-global.com/chapter/crossing-the-digital-divide/232536
https://psycnet.apa.org/doi/10.1037/0033-295X.84.3.231
https://doi.org/10.1016/j.tics.2019.07.011
https://doi.org/10.1073/pnas.2105061118
https://doi.org/10.1080/1047840X.2013.850148
https://muse.jhu.edu/article/12779
https://www.canada.ca/en/library-archives/news/2015/10/digital-technology-the-need-for-connection-and-the-role-of-national-memory-institutions.html/
https://www.canada.ca/en/library-archives/news/2015/10/digital-technology-the-need-for-connection-and-the-role-of-national-memory-institutions.html/
https://doi.org/10.1016/j.actpsy.2013.06.004
https://www.wired.com/story/neural-noise-shows-the-uncertainty-of-our-memories
https://doi.org/10.1177%2F0094582X9402100204
https://securityandtechnology.org/


Lamont, Tom. “Can We Escape from Information Overload?” The Economist, April 29, 2020,
https://www.economist.com/1843/2020/04/29/can-we-escape-from-information-overlo
ad.

Lindsay, D. Stephen, and Eryn J. Newman. "False Memories: What the Hell Are They For?"
Applied Cognitive Psychology 23 (2009): 1105-1121. https://doi.org/10.1002/acp.1613.

Makhortykh, Mykola, and Juan Manuel González Aguilar. "Memory, Politics and Emotions:
Internet Memes and Protests in Venezuela and Ukraine." Continuum 34, no. 3 (2020):
342-362. https://doi.org/10.1080/10304312.2020.1764782.

Newman, Eryn J., and Elizabeth F. Loftus. "Updating Ebbinghaus on the Science of Memory."
Europe’s Journal of Psychology 8, no. 2 (2012): 209-216.
https://doi.org/10.5964/ejop.v8i2.453/.

Olson, Curtis A. "Focused Search and Retrieval: The Impact of Technology on Our Brains."
Journal of Continuing Education in the Health Professions 32, no. 1 (2012): 1-3.
https://doi.org/10.1002/chp.21117.

Ophir, Eyal, and Clifford Nass. “Cognitive Control in Media Multitaskers.” Proceedings of the
National Academy of Sciences 106, no. 37 (2009): 15583-15587.
https://doi.org/10.1073/pnas.0903620106.

Sparrow, Betsy, Jenny Liu, and Daniel M. Wegner. "Google Effects on Memory: Cognitive
Consequences of Having Information at Our Fingertips." Science 333, no. 6043 (2011):
776-778. https://www.science.org/doi/10.1126/science.1207745.

Tamir, Diana I., Emma M. Templeton, Adrian F. Ward, and Jamil Zaki. "Media Usage Diminishes
Memory for Experiences." Journal of Experimental Social Psychology 76 (2018): 161-168.
https://doi.org/10.1016/j.jesp.2018.01.006.

Walsh, Colleen. "Are Google and Smartphones Degrading Our Memories?" The Harvard Gazette,
October 21, 2021,
https://news.harvard.edu/gazette/story/2021/10/are-google-and-smartphones-degradin
g-our-memories/.

Trust
Allen, Mike and Ina Fried. “Exclusive: Trust in Tech Craters.” Axios, March 31, 2021,

https://www.axios.com/edelman-trust-barometer-tech-5787acea-8ef5-4d0b-9694-6e4f8
eb006c4.html.

DCDI Literature Review |  October 2022 securityandtechnology.org 35

https://www.economist.com/1843/2020/04/29/can-we-escape-from-information-overload
https://www.economist.com/1843/2020/04/29/can-we-escape-from-information-overload
https://doi.org/10.1002/acp.1613
https://doi.org/10.1080/10304312.2020.1764782
https://doi.org/10.5964/ejop.v8i2.453/
https://doi.org/10.1002/chp.21117
https://doi.org/10.1073/pnas.0903620106
https://www.science.org/doi/10.1126/science.1207745
https://doi.org/10.1016/j.jesp.2018.01.006
https://news.harvard.edu/gazette/story/2021/10/are-google-and-smartphones-degrading-our-memories/
https://news.harvard.edu/gazette/story/2021/10/are-google-and-smartphones-degrading-our-memories/
https://www.axios.com/edelman-trust-barometer-tech-5787acea-8ef5-4d0b-9694-6e4f8eb006c4.html
https://www.axios.com/edelman-trust-barometer-tech-5787acea-8ef5-4d0b-9694-6e4f8eb006c4.html
https://securityandtechnology.org/


Alter, Charlotte. “How Conspiracy Theories Are Shaping the 2020 Election—and Shaking the
Foundation of American Democracy.” TIME, September 21, 2020,
https://time.com/5887437/conspiracy-theories-2020-election/.

Belanche, Daniel, Luis V. Casaló, Carlos Flavián, and Jeroen Schepers. "Trust Transfer in the
Continued Usage of Public E-Services." Information & Management 51, no. 6 (2014):
627-640. https://doi.org/10.1016/j.im.2014.05.016.

Chakravorti, Bhaskar, et al. “How Digital Trust Varies Around the World.” Harvard Business
Review, February 25, 2021,
https://hbr.org/2021/02/how-digital-trust-varies-around-the-world.

Chakravorti, Bhaskar. “Trust in Digital Technology Will be the Internet’s Next frontier, for 2018
and beyond.” The Conversation, January 3, 2018,
https://theconversation.com/trust-in-digital-technology-will-be-the-Internets-next-frontier
-for-2018-and-beyond-87566.

Chen, Xiayu, Qian Huang, Robert M. Davison, and Zhongsheng Hua. "What Drives Trust Transfer?
The Moderating Roles of Seller-Specific and General Institutional Mechanisms."
International Journal of Electronic Commerce 20, no. 2 (2015): 261-289.
https://doi.org/10.1080/10864415.2016.1087828.

Cheng, Xusen, Fei Guo, Jin Chen, Kejiang Li, Yihui Zhang, and Peng Gao. "Exploring the Trust
Influencing Mechanism of Robo-Advisor Service: A Mixed Method Approach."
Sustainability 11, no. 18 (2019): 4917. https://www.mdpi.com/2071-1050/11/18/4917.

“Criteria for Security and Trust in Telecommunications Networks and Services.” CSIS, May 2020,
https://www.csis.org/analysis/criteria-security-and-trust-telecommunications-networks-
and-services.

Derksen, Daniel G., Megan E. Giroux, Deborah A. Connolly, Eryn J. Newman, and Daniel M.
Bernstein. "Truthiness and Law: Nonprobative Photos Bias Perceived Credibility in
Forensic Contexts." Applied Cognitive Psychology 34, no. 6 (2020): 1335-1344.
https://doi.org/10.1002/acp.3709.

Desai, Munjal, Poornima Kaniarasu, Mikhail Medvedev, Aaron Steinfeld, and Holly Yanco. "Impact
of Robot Failures and Feedback on Real-Time Trust." In 2013 8th ACM/IEEE International
Conference on Human-Robot Interaction (HRI), 251-258. Tokyo: IEEE, 2013.
https://ieeexplore.ieee.org/abstract/document/6483596.

“Digital Trust Whitepaper.” Swiss Digital Initiative, November 2021.
https://a.storyblok.com/f/72700/x/b481b921eb/digital-trust-final-forpublication.pdf.

DCDI Literature Review |  October 2022 securityandtechnology.org 36

https://time.com/5887437/conspiracy-theories-2020-election/
https://doi.org/10.1016/j.im.2014.05.016
https://hbr.org/2021/02/how-digital-trust-varies-around-the-world
https://theconversation.com/trust-in-digital-technology-will-be-the-internets-next-frontier-for-2018-and-beyond-87566
https://theconversation.com/trust-in-digital-technology-will-be-the-internets-next-frontier-for-2018-and-beyond-87566
https://doi.org/10.1080/10864415.2016.1087828
https://www.mdpi.com/2071-1050/11/18/4917
https://www.csis.org/analysis/criteria-security-and-trust-telecommunications-networks-and-services
https://www.csis.org/analysis/criteria-security-and-trust-telecommunications-networks-and-services
https://doi.org/10.1002/acp.3709
https://ieeexplore.ieee.org/abstract/document/6483596
https://a.storyblok.com/f/72700/x/b481b921eb/digital-trust-final-forpublication.pdf
https://securityandtechnology.org/


Greifeneder, Rainer, Mariela E. Jaffé, Eryn J. Newman, and Norbert Schwarz. “What is New and
True about Fake News.” In Greifeneder, R., Jaffé, M., Newman E.J., & Schwarz, N. (Eds.)
The Psychology of Fake News: Accepting, Sharing, and Correcting Misinformation.
London: Psychology Press, 2020.
https://www.taylorfrancis.com/chapters/oa-edit/10.4324/9780429295379-1/new-true-1-
fake-news-rainer-greifeneder-mariela-jaff%C3%A9-eryn-newman-norbert-schwarz.

Greifeneder, Rainer, Mariela E. Jaffe, Eryn Newman, and Norbert Schwarz, eds. The Psychology
of Fake News: Accepting, Sharing, and Correcting Misinformation. London: Psychology
Press, 2021. https://library.oapen.org/handle/20.500.12657/46921.

Hancock, Peter A., Deborah R. Billings, Kristin E. Schaefer, Jessie YC Chen, Ewart J. De Visser,
and Raja Parasuraman. "A Meta-Analysis of Factors Affecting Trust in Human-Robot
Interaction." Human Factors 53, no. 5 (2011): 517-527.
https://doi.org/10.1177%2F0018720811417254.

Hutchinson, Andrew. "New Report Shows Universal Distrust in Social Media as a News Source."
Social Media Today, February 1, 2020,
https://www.socialmediatoday.com/news/new-report-shows-universal-distrust-in-social-
media-as-a-news-source/571512/.

Kirdemir, Baris. “Hostile Influence and Emerging Threats in Cyberspace.” Center for Economics
and Foreign Policy Studies, November 2019,
https://edam.org.tr/wp-content/uploads/2019/12/Hostile-Influence-Emerging-Cognitive-
Threats-in-Cyberspace-by-Baris-Kirdemir.pdf.

Klein, Elad, and Joshua Robison. "Like, Post, and Distrust? How Social Media Use Affects Trust
in Government." Political Communication 37, no. 1 (2020): 46-64.
https://doi.org/10.1080/10584609.2019.1661891.

Liu, Linlin, Matthew KO Lee, Renjing Liu, and Jiawen Chen. "Trust Transfer in Social Media Brand
Communities: The Role of Consumer Engagement." International Journal of Information
Management 41 (2018): 1-13. https://doi.org/10.1016/j.ijinfomgt.2018.02.006/.

Musgrave, Paul. "Democracy Requires Trust. But Trump Is Making Us All into Conspiracy
Theorists." The Washington Post, March 7, 2017,
https://www.washingtonpost.com/posteverything/wp/2017/03/07/democracy-requires-t
rust-but-trump-is-making-us-all-into-conspiracy-theorists/.

Norwich, Kenneth, and Paul J. Zak. “The Neuroscience in Building High Performance Trust
Cultures.” Chief Learning Officer, February 9, 2017,
https://www.chieflearningofficer.com/2017/02/09/neuroscience-building-trust-cultures/.

DCDI Literature Review |  October 2022 securityandtechnology.org 37

https://www.taylorfrancis.com/chapters/oa-edit/10.4324/9780429295379-1/new-true-1-fake-news-rainer-greifeneder-mariela-jaff%C3%A9-eryn-newman-norbert-schwarz
https://www.taylorfrancis.com/chapters/oa-edit/10.4324/9780429295379-1/new-true-1-fake-news-rainer-greifeneder-mariela-jaff%C3%A9-eryn-newman-norbert-schwarz
https://library.oapen.org/handle/20.500.12657/46921
https://doi.org/10.1177%2F0018720811417254
https://www.socialmediatoday.com/news/new-report-shows-universal-distrust-in-social-media-as-a-news-source/571512/
https://www.socialmediatoday.com/news/new-report-shows-universal-distrust-in-social-media-as-a-news-source/571512/
https://edam.org.tr/wp-content/uploads/2019/12/Hostile-Influence-Emerging-Cognitive-Threats-in-Cyberspace-by-Baris-Kirdemir.pdf
https://edam.org.tr/wp-content/uploads/2019/12/Hostile-Influence-Emerging-Cognitive-Threats-in-Cyberspace-by-Baris-Kirdemir.pdf
https://doi.org/10.1080/10584609.2019.1661891
https://doi.org/10.1016/j.ijinfomgt.2018.02.006/
https://www.washingtonpost.com/posteverything/wp/2017/03/07/democracy-requires-trust-but-trump-is-making-us-all-into-conspiracy-theorists/
https://www.washingtonpost.com/posteverything/wp/2017/03/07/democracy-requires-trust-but-trump-is-making-us-all-into-conspiracy-theorists/
https://www.chieflearningofficer.com/2017/02/09/neuroscience-building-trust-cultures/
https://securityandtechnology.org/


Pak, Richard, Ericka Rovira, Anne Collins McLaughlin, and Natalee Baldwin. "Does the Domain of
Technology Impact User Trust? Investigating Trust in Automation across Different
Consumer-Oriented Domains in Young Adults, Military, and Older Adults." Theoretical
Issues in Ergonomics Science 18, no. 3 (2017): 199-220.
https://doi.org/10.1080/1463922X.2016.1175523.

Park, Sora, Caroline Fisher, Terry Flew, and Uwe Dulleck. "Global Mistrust in News: The Impact of
Social Media on Trust." International Journal on Media Management 22, no. 2 (2020):
83-96. https://doi.org/10.1080/14241277.2020.1799794.

Robinette, Paul, Wenchen Li, Robert Allen, Ayanna M. Howard, and Alan R. Wagner. "Overtrust of
Robots in Emergency Evacuation Scenarios." In 2016 11th ACM/IEEE International
Conference on human-Robot Interaction (HRI), 101-108. Christchurch: IEEE, 2016.
https://ieeexplore.ieee.org/abstract/document/7451740.

  Robson, David. "Why are People So Incredibly Gullible?" BCC Future, March 24, 2016,
https://www.bbc.com/future/article/20160323-why-are-people-so-incredibly-gullible.

Sabatini, Fabio, and Francesco Sarracino. "Online Social Networks and Trust." Social Indicators
Research 142, no. 1 (2019): 229-260.
https://link.springer.com/article/10.1007/s11205-018-1887-2.

Schwarz, Norbert, and E. J. Newman. "How Does the Gut Know Truth." Psychological Science
Agenda 31, no. 8 (2017).
https://www.researchgate.net/profile/Norbert-Schwarz-3/publication/317543805_How_
does_the_gut_know_truth_The_psychology_of_truthiness/links/5bd287eb92851c6b278f
3772/How-does-the-gut-know-truth-The-psychology-of-truthiness.pdf.

Silva, Rita R., Nina Chrobot, Eryn Newman, Norbert Schwarz, and Sascha Topolinski. "Make It
Short and Easy: Username Complexity Determines Trustworthiness above and beyond
Objective Reputation." Frontiers in Psychology 8 (2017): 2200.
https://www.frontiersin.org/articles/10.3389/fpsyg.2017.02200/full.

Stewart, Katherine J. "Trust Transfer on the World Wide Web." Organization Science 14, no. 1
(2003): 5-17. https://doi.org/10.1287/orsc.14.1.5.12810.

Theocharis, Yannis, Ana Cardenal, Soyeon Jin, Toril Aalberg, David Nicolas Hopmann, Jesper
Strömbäck, Laia Castro et al. "Does the Platform Matter? Social Media and COVID-19
Conspiracy Theory Beliefs in 17 Countries." New Media & Society (2021):
14614448211045666. https://doi.org/10.1177%2F14614448211045666.

DCDI Literature Review |  October 2022 securityandtechnology.org 38

https://doi.org/10.1080/1463922X.2016.1175523
https://doi.org/10.1080/14241277.2020.1799794
https://ieeexplore.ieee.org/abstract/document/7451740
https://www.bbc.com/future/article/20160323-why-are-people-so-incredibly-gullible
https://link.springer.com/article/10.1007/s11205-018-1887-2
https://www.researchgate.net/profile/Norbert-Schwarz-3/publication/317543805_How_does_the_gut_know_truth_The_psychology_of_truthiness/links/5bd287eb92851c6b278f3772/How-does-the-gut-know-truth-The-psychology-of-truthiness.pdf
https://www.researchgate.net/profile/Norbert-Schwarz-3/publication/317543805_How_does_the_gut_know_truth_The_psychology_of_truthiness/links/5bd287eb92851c6b278f3772/How-does-the-gut-know-truth-The-psychology-of-truthiness.pdf
https://www.researchgate.net/profile/Norbert-Schwarz-3/publication/317543805_How_does_the_gut_know_truth_The_psychology_of_truthiness/links/5bd287eb92851c6b278f3772/How-does-the-gut-know-truth-The-psychology-of-truthiness.pdf
https://www.frontiersin.org/articles/10.3389/fpsyg.2017.02200/full
https://doi.org/10.1287/orsc.14.1.5.12810
https://doi.org/10.1177%2F14614448211045666
https://securityandtechnology.org/


University of Georgia. "People May Trust Computers More Than Humans: New Research Shows
That People Are More Likely to Rely on Algorithms." ScienceDaily, April 13, 2021.
www.sciencedaily.com/releases/2021/04/210413114040.htm.

Ward, Stephen J.A. ""Digital Reliance": Public Confidence in Media in a Digital Era." Georgetown
Journal of International Affairs 18, no. 3 (2017): 3-10.
https://doi.org/10.1353/gia.2017.0031.

“‘Who Shared It?’: How Americans Decide What News to Trust on Social Media.” American Press
Institute, 2017,
https://www.americanpressinstitute.org/publications/reports/survey-research/trust-soci
al-media/.

Zak, Paul J. “The Neuroscience of Trust.” Harvard Business Review, January-February 2017,
https://hbr.org/2017/01/the-neuroscience-of-trust.

Judgment/ Decision-Making/ Problem Solving
Altay, Sacha, Emma de Araujo, and Hugo Mercier. "“If This account Is True, It Is Most Enormously

Wonderful”: Interestingness-If-True and The Sharing of True and False News." Digital
Journalism 10, no. 3 (2022): 373-394. https://doi.org/10.31234/osf.io/tdfh5.

Aronson, Elliot and Carol Tavris. "The Role of Cognitive Dissonance in the Pandemic." The
Atlantic, July 12, 2020,
https://www.theatlantic.com/ideas/archive/2020/07/role-cognitive-dissonance-pandemi
c/614074/.

Hoffman, Lindsay H., Philip Edward Jones, and Dannagal Goldthwaite Young. "Does My
Comment Count? Perceptions of Political Participation in An Online Environment."
Computers in Human Behavior 29, no. 6 (2013): 2248-2256.
https://doi.org/10.1016/j.chb.2013.05.010.

Kushin, Matthew James, and Masahiro Yamamoto. "Did Social Media Really Matter? College
Students' Use of Online Media and Political Decision Making in The 2008 Election." Mass
Communication and Society 13, no. 5 (2010): 608-630.
https://www.taylorfrancis.com/chapters/edit/10.4324/9781315872650-8/social-media-r
eally-matter-college-students-use-online-media-political-decision-making-2008-election-
matthew-james-kushin-masahiro-yamamoto/.

Lewandowsky, Stephan, Laura Smillie, David Garcia, Ralph Hertwig, Jim Weatherall, Stefanie
Egidy, Ronald E. Robertson et al. "Technology and Democracy: Understanding The
Influence of Online Technologies on Political Behaviour and Decision-Making."

DCDI Literature Review |  October 2022 securityandtechnology.org 39

http://www.sciencedaily.com/releases/2021/04/210413114040.htm
https://doi.org/10.1353/gia.2017.0031
https://www.americanpressinstitute.org/publications/reports/survey-research/trust-social-media/
https://www.americanpressinstitute.org/publications/reports/survey-research/trust-social-media/
https://hbr.org/2017/01/the-neuroscience-of-trust
https://doi.org/10.31234/osf.io/tdfh5
https://www.theatlantic.com/ideas/archive/2020/07/role-cognitive-dissonance-pandemic/614074/
https://www.theatlantic.com/ideas/archive/2020/07/role-cognitive-dissonance-pandemic/614074/
https://doi.org/10.1016/j.chb.2013.05.010
https://www.taylorfrancis.com/chapters/edit/10.4324/9781315872650-8/social-media-really-matter-college-students-use-online-media-political-decision-making-2008-election-matthew-james-kushin-masahiro-yamamoto/
https://www.taylorfrancis.com/chapters/edit/10.4324/9781315872650-8/social-media-really-matter-college-students-use-online-media-political-decision-making-2008-election-matthew-james-kushin-masahiro-yamamoto/
https://www.taylorfrancis.com/chapters/edit/10.4324/9781315872650-8/social-media-really-matter-college-students-use-online-media-political-decision-making-2008-election-matthew-james-kushin-masahiro-yamamoto/
https://securityandtechnology.org/


Luxembourg: Publications Office of the European Union, 2020.
https://pure.mpg.de/rest/items/item_3277241/component/file_3277242/content.

Ma, Xiaofen, Yuren Qin, Zhuo Chen, and Hichang Cho. "Perceived Ephemerality, Privacy Calculus,
and The Privacy Settings of an Ephemeral Social Media Site." Computers in Human
Behavior 124 (2021): 106928. https://doi.org/10.1016/j.chb.2021.106928.

Melumad, Shiri, Rhonda Hadi, Christian Hildebrand, and Adrian F. Ward. "Technology-Augmented
Choice: How Digital Innovations Are Transforming Consumer Decision Processes."
Customer Needs and Solutions 7, no. 3 (2020): 90-101.
https://link.springer.com/article/10.1007/s40547-020-00107-4.

Mosleh, Mohsen, Gordon Pennycook, Antonio A. Arechar, and David G. Rand. "Cognitive
Reflection Correlates with Behavior on Twitter." Nature Communications 12, no. 1 (2021):
1-10. https://doi.org/10.1038/s41467-020-20043-0.

Noveck, Beth Simone. "Five Hacks for Digital Democracy." Nature 544, no. 7650 (2017): 287-289.
https://www.nature.com/articles/544287a.

Old, Rosalyn. "How Digital Tools Can Keep Democracy Thriving During Lockdown." The
Conversation, April 28, 2020,
https://theconversation.com/how-digital-tools-can-keep-democracy-thriving-during-lockd
own-136547.

Pehlivanoglu, Didem, Tian Lin, Farha Deceus, Amber Heemskerk, Natalie C. Ebner, and Brian S.
Cahill. "The Role of Analytical Reasoning and Source Credibility on The Evaluation of Real
and Fake Full-Length News Articles." Cognitive Research: Principles and Implications 6,
no. 1 (2021): 1-12. https://doi.org/10.1186/s41235-021-00292-3.

Pennycook, Gordon, and David G. Rand. "Lazy, Not Biased: Susceptibility to Partisan Fake News
Is Better Explained by Lack of Reasoning Than by Motivated Reasoning." Cognition 188
(2019): 39-50. https://doi.org/10.1016/j.cognition.2018.06.011.

Power, Daniel J., and Gloria Phillips-Wren. "Impact of Social Media and Web 2.0 on
Decision-Making." Journal of Decision Systems 20, no. 3 (2011): 249-261.
https://doi.org/10.3166/jds.20.249-261.

Sgueo, Gianluca. "Digital Democracy: Is the Future of Civic Engagement Online?” Strasbourg:
European Parliamentary Research Service, 2020.
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2020)646161.

DCDI Literature Review |  October 2022 securityandtechnology.org 40

https://pure.mpg.de/rest/items/item_3277241/component/file_3277242/content
https://doi.org/10.1016/j.chb.2021.106928
https://link.springer.com/article/10.1007/s40547-020-00107-4
https://doi.org/10.1038/s41467-020-20043-0
https://www.nature.com/articles/544287a
https://theconversation.com/how-digital-tools-can-keep-democracy-thriving-during-lockdown-136547
https://theconversation.com/how-digital-tools-can-keep-democracy-thriving-during-lockdown-136547
https://doi.org/10.1186/s41235-021-00292-3
https://doi.org/10.1016/j.cognition.2018.06.011
https://doi.org/10.3166/jds.20.249-261
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2020)646161
https://securityandtechnology.org/


Stocco, Andrea, Chantel S. Prat, and Lauren K. Graham. "Individual Differences in Reward‐Based
Learning Predict Fluid Reasoning Abilities." Cognitive Science 45, no. 2 (2021): e12941.
https://doi.org/10.1111/cogs.12941.

Stroud, Natalie-Jomini, Emily Thorson, and Dannagal Young. "Making Sense of Information and
Judging its Credibility." In Understanding and Addressing the Disinformation Ecosystem,
45-50. Philadelphia: Annenberg School for Communication, First Draft, Knight
Foundation, 2017.
https://firstdraftnews.org/wp-content/uploads/2018/03/The-Disinformation-Ecosystem-
20180207-v3.pdf.

Swire, Briony, Adam J. Berinsky, Stephan Lewandowsky, and Ullrich KH Ecker. "Processing
Political Misinformation: Comprehending the Trump Phenomenon." Royal Society Open
Science 4, no. 3 (2017): 160802. https://doi.org/10.1098/rsos.160802.

Tappin, Ben M., Gordon Pennycook, and David G. Rand. "Rethinking the Link between Cognitive
Sophistication and Politically Motivated Reasoning." Journal of Experimental Psychology:
General (2020). https://doi.org/10.1037/xge0000974.

Wegner, Daniel M., and Adrian F. Ward. "How Google is Changing Your Brain." Scientific American
309, no. 6 (2013): 58-61. https://www.jstor.org/stable/26018230.

Wolters, Heather, Kasey Stricklin, Neil Carey, and Megan K. McBride. "U) The Psychology of (Dis)
information: A Primer on Key Psychological Mechanisms." The Center for Naval Analyses,
September 27, 2021,
https://www.cna.org/archive/CNA_Files/pdf/the%20psychology-of-(dis)information-a-pri
mer-on-key-psychological-mechanisms.pdf.

Zhang, Lynn, Eryn J. Newman, and Norbert Schwarz. "When Photos Backfire: Truthiness and
Falsiness Effects in Comparative Judgments." Journal of Experimental Social Psychology
92 (2021): 104054. https://doi.org/10.1016/j.jesp.2020.104054/.

Cognitive Immunity/ Inoculation
Bjola, Corneliu, and Krysianna Papadakis. "Digital Propaganda, Counterpublics and the

Disruption of the Public Sphere: the Finnish Approach to Building Digital Resilience."
Cambridge Review of International Affairs 33, no. 5 (2020): 638-666.
https://doi.org/10.1080/09557571.2019.1704221.

Brandtzaeg, Petter Bae, Asbjørn Følstad, and Maria Ángeles Chaparro Domínguez. "How
Journalists and Social Media Users Perceive Online Fact-Checking and Verification

DCDI Literature Review |  October 2022 securityandtechnology.org 41

https://doi.org/10.1111/cogs.12941
https://firstdraftnews.org/wp-content/uploads/2018/03/The-Disinformation-Ecosystem-20180207-v3.pdf
https://firstdraftnews.org/wp-content/uploads/2018/03/The-Disinformation-Ecosystem-20180207-v3.pdf
https://doi.org/10.1098/rsos.160802
https://doi.org/10.1037/xge0000974
https://www.jstor.org/stable/26018230
https://www.cna.org/archive/CNA_Files/pdf/the%20psychology-of-(dis)information-a-primer-on-key-psychological-mechanisms.pdf
https://www.cna.org/archive/CNA_Files/pdf/the%20psychology-of-(dis)information-a-primer-on-key-psychological-mechanisms.pdf
https://doi.org/10.1016/j.jesp.2020.104054/
https://doi.org/10.1080/09557571.2019.1704221
https://securityandtechnology.org/


Services." Journalism Practice 12, no. 9 (2018): 1109-1129.
https://doi.org/10.1080/17512786.2017.1363657.

Coddington, Mark, Logan Molyneux, and Regina G. Lawrence. "Fact Checking the Campaign:
How Political Reporters Use Twitter to Set the Record Straight (Or Not)." The International
Journal of Press/Politics 19, no. 4 (2014): 391-409.
https://doi.org/10.1177%2F1940161214540942.

El Fertasi, Nadja. "Three Ways to Leverage Emotional Intelligence and Minimize Cyber Risk
Through Human Vulnerability." Global Cyber Alliance, November 10, 2020,
https://www.globalcyberalliance.org/three-ways-to-leverage-emotional-intelligence-and-
minimize-cyber-risk-through-human-vulnerability/.

Gorbis, Marina, Katie Josseff, David Pescovitz, and Mark Frauenfelder. “Building a Healthy
Cognitive Immune System,” Institute for the Future, 2019,
https://www.iftf.org/fileadmin/user_upload/downloads/ourwork/IFTF_ODNI_Cognitive_I
mmunity_Map__2019.pdf.

Humprecht, Edda, Frank Esser, and Peter Van Aelst. "Resilience to Online Disinformation: A
Framework for Cross-National Comparative Research." The International Journal of
Press/Politics 25, no. 3 (2020): 493-516.

Kozyreva, Anastasia, Stephan Lewandowsky, and Ralph Hertwig. "Citizens Versus the Internet:
Confronting Digital Challenges with Cognitive Tools." Psychological Science in the Public
Interest 21, no. 3 (2020): 103-156. https://doi.org/10.1177%2F1529100620946707.

Lewandowsky, Stephan, and Muhsin Yesilada. "Inoculating Against the Spread of Islamophobic
and Radical-Islamist Disinformation." Cognitive Research: Principles and Implications 6,
no. 1 (2021): 1-15. https://link.springer.com/article/10.1186/s41235-021-00323-z.

Morford, Stacy. "Digital Devices and Technologies Can Enhance the Way We Learn and Work.
Your Smartphone Is Not Making You Dumber — Digital Tech Can Enhance Our Cognitive
Abilities." The Conversation, August 30, 2021,
https://theconversation.com/your-smartphone-is-not-making-you-dumber-digital-tech-ca
n-enhance-our-cognitive-abilities-164485.

Purian, Ronit, Shuyuan Mary Ho, and Dov Te'Eni. "Resilience of Society to Recognize
Disinformation: Human and/or Machine Intelligence." In Proceedings of the UKAIS The
25th UK Academy for Information Systems International Conference, Oxford: UK Academy
for Information Systems, 2020. https://core.ac.uk/download/pdf/351022068.pdf.

DCDI Literature Review |  October 2022 securityandtechnology.org 42

https://doi.org/10.1080/17512786.2017.1363657
https://doi.org/10.1177%2F1940161214540942
https://www.globalcyberalliance.org/three-ways-to-leverage-emotional-intelligence-and-minimize-cyber-risk-through-human-vulnerability/
https://www.globalcyberalliance.org/three-ways-to-leverage-emotional-intelligence-and-minimize-cyber-risk-through-human-vulnerability/
https://www.iftf.org/fileadmin/user_upload/downloads/ourwork/IFTF_ODNI_Cognitive_Immunity_Map__2019.pdf
https://www.iftf.org/fileadmin/user_upload/downloads/ourwork/IFTF_ODNI_Cognitive_Immunity_Map__2019.pdf
https://doi.org/10.1177%2F1529100620946707
https://link.springer.com/article/10.1186/s41235-021-00323-z
https://theconversation.com/your-smartphone-is-not-making-you-dumber-digital-tech-can-enhance-our-cognitive-abilities-164485
https://theconversation.com/your-smartphone-is-not-making-you-dumber-digital-tech-can-enhance-our-cognitive-abilities-164485
https://core.ac.uk/download/pdf/351022068.pdf
https://securityandtechnology.org/


Schwarz, Norbert, Eryn Newman, and William Leach. "Making the Truth Stick & the Myths Fade:
Lessons from Cognitive Psychology." Behavioral Science & Policy 2, no. 1 (2016): 85-95.
https://doi.org/10.1353/bsp.2016.0009.

van der Linden, Sander, Jon Roozenbeek, Rakoen Maertens, Melisa Basol, Ondřej Kácha, Steve
Rathje, and Cecilie Steenbuch Traberg. "How Can Psychological Science Help Counter
the Spread of Fake news?” The Spanish Journal of Psychology, 24 (2021).
https://doi.org/10.1017/SJP.2021.23.

Human Augmentation
Grau, Carles, Romuald Ginhoux, Alejandro Riera, Thanh Lam Nguyen, Hubert Chauvat, Michel

Berg, Julià L. Amengual, Alvaro Pascual-Leone, and Giulio Ruffini. "Conscious
Brain-to-Brain Communication in Humans Using Non-Invasive Technologies." PLOS One
9, no. 8 (2014): e105225. https://doi.org/10.1371/journal.pone.0105225.

Rao, Rajesh PN, Andrea Stocco, Matthew Bryan, Devapratim Sarma, Tiffany M. Youngquist,
Joseph Wu, and Chantel S. Prat. "A Direct Brain-to-Brain Interface in Humans." PLOS One
9, no. 11 (2014): e111332. https://doi.org/10.1371/journal.pone.0111332.

Regalado, Antonio. "Brain Implants Could Be the Next Computer Mouse." MIT Technology
Review, October 27, 2021,
https://www.technologyreview.com/2021/10/27/1036821/brain-computer-interface-impl
ant-mouse/.

Schwarzlose, Rebecca. “Op-Ed: Why We Should Worry about Big Tech’s Investment in New Brain
Technology.” Los Angeles Times, September 21, 2021,
https://www.latimes.com/opinion/story/2021-09-12/big-tech-dangerous-interest-brain-te
chnology-help.

Cognitive Security
Guo, Bin, Yasan Ding, Yueheng Sun, Shuai Ma, Ke Li, and Zhiwen Yu. "The Mass, Fake News, and

Cognition Security." Frontiers of Computer Science 15, no. 3 (2021): 1-13.
https://link.springer.com/article/10.1007/s11704-020-9256-0.

Schmit, Todd. “Options for the U.S. to Wage Conflict in the Cognitive Domain.” Eunomia Journal,
June 22, 2020,
https://www-civilaffairsassoc-org.cdn.ampproject.org/c/s/www.civilaffairsassoc.org/a
mp/options-for-the-u-s-to-wage-conflict-in-the-cognitive-domain.

DCDI Literature Review |  October 2022 securityandtechnology.org 43

https://doi.org/10.1353/bsp.2016.0009
https://doi.org/10.1017/SJP.2021.23
https://doi.org/10.1371/journal.pone.0105225
https://doi.org/10.1371/journal.pone.0111332
https://www.technologyreview.com/2021/10/27/1036821/brain-computer-interface-implant-mouse/
https://www.technologyreview.com/2021/10/27/1036821/brain-computer-interface-implant-mouse/
https://www.latimes.com/opinion/story/2021-09-12/big-tech-dangerous-interest-brain-technology-help
https://www.latimes.com/opinion/story/2021-09-12/big-tech-dangerous-interest-brain-technology-help
https://link.springer.com/article/10.1007/s11704-020-9256-0
https://www-civilaffairsassoc-org.cdn.ampproject.org/c/s/www.civilaffairsassoc.org/amp/options-for-the-u-s-to-wage-conflict-in-the-cognitive-domain
https://www-civilaffairsassoc-org.cdn.ampproject.org/c/s/www.civilaffairsassoc.org/amp/options-for-the-u-s-to-wage-conflict-in-the-cognitive-domain
https://securityandtechnology.org/


Waltzman, Rand. “The Weaponization of Information: The Need for Cognitive Security.” RAND,
2017, https://www.rand.org/pubs/testimonies/CT473.html.

Miscellaneous

Adair, Bill. “FactScream App Now Shows Latest Fact-Checks from Post, FactCheck.org and
PolitiFact.” Reporters’ Lab, October 7, 2018,
https://reporterslab.org/factstream-app-now-shows-latest-fact-checks-from-post-factch
eck-org-and-politifact/.

Adair, Bill. "What we Learned During Our Experiment with Live Fact-Checking." Reporters’ Lab,
February 1, 2018, https://reporterslab.org/factstream-live-fact-checking-app-feedback/.

Bail, Christopher A., Lisa P. Argyle, Taylor W. Brown, John P. Bumpus, Haohan Chen, MB Fallin
Hunzaker, Jaemin Lee, Marcus Mann, Friedolin Merhout, and Alexander Volfovsky.
"Exposure to Opposing Views on Social Media Can Increase Political Polarization."
Proceedings of the National Academy of Sciences 115, no. 37 (2018): 9216-9221.
https://doi.org/10.1073/pnas.1804840115.

Barnidge, Matthew. "Exposure to Political Disagreement in Social Media Versus Face-to-Face
and Anonymous Online Settings." Political Communication 34, no. 2 (2017): 302-321.
https://doi.org/10.1080/10584609.2016.1235639.

Barojan, Donara. "Building Digital Resilience Ahead of Elections and Beyond." In Disinformation
and Fake News, pp. 61-73. Palgrave Macmillan, Singapore, 2021.
https://link.springer.com/chapter/10.1007/978-981-15-5876-4_5.

Batailler, Cédric, Skylar M. Brannon, Paul E. Teas, and Bertram Gawronski. "A Signal Detection
Approach to Understanding the Identification of Fake News." Perspectives on
Psychological Science 17, no. 1 (2022): 78-98.
https://doi.org/10.1177%2F1745691620986135.

Chang, Jonathan P., Justin Cheng, and Cristian Danescu-Niculescu-Mizil. "Don’t Let Me Be
Misunderstood: Comparing Intentions and Perceptions in Online Discussions."
Proceedings of the Web Conference 2020, pp. 2066-2077. 2020.
https://doi.org/10.1145/3366423.3380273.

Cinelli, Matteo, Gianmarco De Francisci Morales, Alessandro Galeazzi, Walter Quattrociocchi,
and Michele Starnini. "The Echo Chamber Effect on Social Media." Proceedings of the
National Academy of Sciences 118, no. 9 (2021): e2023301118.
https://doi.org/10.1073/pnas.2023301118.

DCDI Literature Review |  October 2022 securityandtechnology.org 44

https://www.rand.org/pubs/testimonies/CT473.html
https://reporterslab.org/factstream-app-now-shows-latest-fact-checks-from-post-factcheck-org-and-politifact/
https://reporterslab.org/factstream-app-now-shows-latest-fact-checks-from-post-factcheck-org-and-politifact/
https://reporterslab.org/factstream-live-fact-checking-app-feedback/
https://doi.org/10.1073/pnas.1804840115
https://doi.org/10.1080/10584609.2016.1235639
https://link.springer.com/chapter/10.1007/978-981-15-5876-4_5
https://doi.org/10.1177%2F1745691620986135
https://doi.org/10.1145/3366423.3380273
https://doi.org/10.1073/pnas.2023301118
https://securityandtechnology.org/


Craig, Tobin. "Citizen Forums Against Technocracy? The Challenge of Science to Democratic
Decision Making." Perspectives on Political Science 43, no. 1 (2014): 31-40.
https://doi.org/10.1080/10457097.2012.720836.

Deb, Anamitra, Stacy Donohue, and Tom Glaisyer. "Is Social Media a Threat to Democracy?"
(2017).
https://fronteirasxxi.pt/wp-content/uploads/2017/11/Social-Media-and-Democracy-Octo
ber-5-2017.pdf.

Enders, Adam M., Joseph E. Uscinski, Michelle I. Seelig, Casey A. Klofstad, Stefan Wuchty, John
R. Funchion, Manohar N. Murthi, Kamal Premaratne, and Justin Stoler. "The Relationship
between Social Media Use and Beliefs in Conspiracy Theories and Misinformation."
Political Behavior (2021): 1-24.
https://link.springer.com/article/10.1007/s11109-021-09734-6.

Halberstam, Yosh, and Brian Knight. "Homophily, Group Size, and the Diffusion of Political
Information in Social Networks: Evidence from Twitter." Journal of Public Economics 143
(2016): 73-88. https://doi.org/10.1016/j.jpubeco.2016.08.011.

Harris, Tristan. "Our Brains Are No Match for Our Technology." The New York Times, December 5,
2019, https://www.nytimes.com/2019/12/05/opinion/digital-technology-brain.html.

Hoffman, Lindsay H., and Dannagal G. Young. "Satire, Punch Lines, and the Nightly News:
Untangling Media Effects on Political Participation." Communication Research Reports
28, no. 2 (2011): 159-168. https://doi.org/10.1080/08824096.2011.565278.

Jiang, Shan, and Christo Wilson. "Linguistic Signals Under Misinformation and Fact-Checking:
Evidence from User Comments on Social Media." Proceedings of the ACM on
Human-Computer Interaction 2, no. CSCW (2018): 1-23.
https://doi.org/10.1145/3274351.

Kaufman, Scott Barry. "What Collective Narcissism Does to Society." The Atlantic, November 6,
2021, https://www.theatlantic.com/family/archive/2021/11/group-narcissism/620632/.

Khoo, Shuna Shiann, and Hwajin Yang. "Social Media Use Improves Executive Functions in
Middle-Aged and Older Adults: A Structural Equation Modeling Analysis." Computers in
Human Behavior 111 (2020): 106388. https://doi.org/10.1016/j.chb.2020.106388.

Koponen, Jarno M. "Forget User Experience. AI Must Focus on 'Citizen Experience.'" Venture
Beat, January 31, 2021,
https://venturebeat.com/2021/01/31/forget-user-experience-ai-must-focus-on-citizen-ex
perience/.

DCDI Literature Review |  October 2022 securityandtechnology.org 45

https://doi.org/10.1080/10457097.2012.720836
https://fronteirasxxi.pt/wp-content/uploads/2017/11/Social-Media-and-Democracy-October-5-2017.pdf
https://fronteirasxxi.pt/wp-content/uploads/2017/11/Social-Media-and-Democracy-October-5-2017.pdf
https://link.springer.com/article/10.1007/s11109-021-09734-6
https://doi.org/10.1016/j.jpubeco.2016.08.011
https://www.nytimes.com/2019/12/05/opinion/digital-technology-brain.html
https://doi.org/10.1080/08824096.2011.565278
https://doi.org/10.1145/3274351
https://www.theatlantic.com/family/archive/2021/11/group-narcissism/620632/
https://doi.org/10.1016/j.chb.2020.106388
https://venturebeat.com/2021/01/31/forget-user-experience-ai-must-focus-on-citizen-experience/
https://venturebeat.com/2021/01/31/forget-user-experience-ai-must-focus-on-citizen-experience/
https://securityandtechnology.org/


Lane, Mira. “Responsible Innovation: The Next Wave of Design Thinking.” Medium, May 19, 2020,
  https://medium.com/microsoft-design/responsible-innovation-the-next-wave-of-design-t
hinking-86bc9e9a8ae8.

Levy, Ro'ee. "Social Media, News Consumption, and Polarization: Evidence from a Field
Experiment." American Economic Review 111, no. 3 (2021): 831-70.
https://www.aeaweb.org/articles?id=10.1257/aer.20191777.

Lorenz-Spreen, Philipp, Stephan Lewandowsky, Cass R. Sunstein, and Ralph Hertwig. "How
Behavioural Sciences Can Promote Truth, Autonomy and Democratic Discourse Online."
Nature Human Behaviour 4, no. 11 (2020): 1102-1109.
https://doi.org/10.1038/s41562-020-0889-7.

Matthews, David. “Time is Running Out to Regulate Neurotechnology.” Science Business
December 9, 2021,
https://sciencebusiness.net/news/time-running-out-regulate-neurotechnology.

Michael, Robert B., Eryn J. Newman, Matti Vuorre, Geoff Cumming, and Maryanne Garry. "On the
(Non) Persuasive Power of a Brain Image." Psychonomic Bulletin & Review 20, no. 4
(2013): 720-725. https://link.springer.com/article/10.3758/s13423-013-0391-6.

Miller, Katharine. "Democracy and the Digital Transformation of Our LIves." Human-Centered
Artificial Intelligence, February 2, 2021,
https://hai.stanford.edu/news/democracy-and-digital-transformation-our-lives.

Papacharissi, Zizi. Affective Publics: Sentiment, Technology, and Politics. Oxford: Oxford
University Press, 2015.
https://oxford.universitypressscholarship.com/view/10.1093/acprof:oso/978019999973
6.001.0001/acprof-9780199999736.

Penney, Joel. "Social Media and Symbolic Action: Exploring Participation in the Facebook Red
Equal Sign Profile Picture Campaign." Journal of Computer-Mediated Communication 20,
no. 1 (2015): 52-66. https://doi.org/10.1111/jcc4.12092.

Raskin, Jef. The Humane Interface: New Directions for Designing Interactive Systems. Boston:
Addison-Wesley Professional, 2000.

Repucci, Sarah. “Freedom in the World 2020.” Freedom House, February 2020,
https://freedomhouse.org/sites/default/files/2020-02/FIW_2020_REPORT_BOOKLET_Fi
nal.pdf.

Scholz, Christin, Elisa C. Baek, Matthew Brook O’Donnell, Hyun Suk Kim, Joseph N. Cappella, and
Emily B. Falk. "A Neural Model of Valuation and Information Virality." Proceedings of the

DCDI Literature Review |  October 2022 securityandtechnology.org 46

https://medium.com/microsoft-design/responsible-innovation-the-next-wave-of-design-thinking-86bc9e9a8ae8
https://medium.com/microsoft-design/responsible-innovation-the-next-wave-of-design-thinking-86bc9e9a8ae8
https://www.aeaweb.org/articles?id=10.1257/aer.20191777
https://doi.org/10.1038/s41562-020-0889-7
https://sciencebusiness.net/news/time-running-out-regulate-neurotechnology
https://link.springer.com/article/10.3758/s13423-013-0391-6
https://hai.stanford.edu/news/democracy-and-digital-transformation-our-lives
https://oxford.universitypressscholarship.com/view/10.1093/acprof:oso/9780199999736.001.0001/acprof-9780199999736
https://oxford.universitypressscholarship.com/view/10.1093/acprof:oso/9780199999736.001.0001/acprof-9780199999736
https://doi.org/10.1111/jcc4.12092
https://freedomhouse.org/sites/default/files/2020-02/FIW_2020_REPORT_BOOKLET_Final.pdf
https://freedomhouse.org/sites/default/files/2020-02/FIW_2020_REPORT_BOOKLET_Final.pdf
https://securityandtechnology.org/


National Academy of Sciences 114, no. 11 (2017): 2881-2886.
https://doi.org/10.1073/pnas.1615259114.

Schüll, Natasha. "Devices and Selves: From Self-Exit to Self-Fashioning." Digital Anthropology
(2021): 137-156.
https://www.taylorfrancis.com/chapters/edit/10.4324/9781003087885-10/devices-selv
es-natasha-sch%C3%BCll.

Schüll, Natasha Dow. "Digital Containment and Its Discontents." History and Anthropology 29, no.
1 (2018): 42-48. https://doi.org/10.1080/02757206.2017.1397654.

Schüll, Natasha D. "The Data-Based Self: Self-Quantification and the Data-Driven (Good) Life."
Social Research: An International Quarterly 86, no. 4 (2019): 909-930.

Shin, Jieun, and Kjerstin Thorson. "Partisan Selective Sharing: The Biased Diffusion of
Fact-Checking Messages on Social Media." Journal of Communication 67, no. 2 (2017):
233-255. https://doi.org/10.1111/jcom.12284.

Swant, Marty. “Senator Kirsten Gillibrand Introduces Bill To Create A Data Protection Agency.”
Forbes, February 14, 2020,
https://www.forbes.com/sites/martyswant/2020/02/14/us-sen-gillibrand-introduces-bill-
to-create-a-data-privacy-agency/?sh=13f9874953c6.

Tamir, Diana, and Adrian F. Ward. “Old Desires, New Media,” in The Psychology of Desire,
Hofmann, Wilhelm, and Loran F. Nordgren, eds. New York: Guilford Publications, 2015.
http://www.dianatamir.com/Tamir-MediaDesires.pdf.

Teo, Alan R., Michael D. Fetters, Kyle Stufflebam, Masaru Tateno, Yatan Balhara, Tae Young Choi,
Shigenobu Kanba, Carol A. Mathews, and Takahiro A. Kato. "Identification of the
Hikikomori Syndrome of Social Withdrawal: Psychosocial Features and Treatment
Preferences in Four Countries." International Journal of Social Psychiatry 61, no. 1 (2015):
64-72. https://doi.org/10.1177%2F0020764014535758.

Van Bavel, Jay J., Elizabeth A. Harris, Philip Pärnamets, Steve Rathje, Kimberly C. Doell, and
Joshua A. Tucker. "Political Psychology in the Digital (Mis) Information Age: A Model of
News Belief and Sharing." Social Issues and Policy Review 15, no. 1 (2021): 84-113.
https://doi.org/10.1111/sipr.12077.

Van Bavel, Jay J., Steve Rathje, Elizabeth Harris, Claire Robertson, and Anni Sternisko. "How
Social Media Shapes Polarization." Trends in Cognitive Sciences 25, no. 11 (2021):
913-916. https://doi.org/10.1016/j.tics.2021.07.013.

DCDI Literature Review |  October 2022 securityandtechnology.org 47

https://doi.org/10.1073/pnas.1615259114
https://www.taylorfrancis.com/chapters/edit/10.4324/9781003087885-10/devices-selves-natasha-sch%C3%BCll
https://www.taylorfrancis.com/chapters/edit/10.4324/9781003087885-10/devices-selves-natasha-sch%C3%BCll
https://doi.org/10.1080/02757206.2017.1397654
https://doi.org/10.1111/jcom.12284
https://www.forbes.com/sites/martyswant/2020/02/14/us-sen-gillibrand-introduces-bill-to-create-a-data-privacy-agency/?sh=13f9874953c6
https://www.forbes.com/sites/martyswant/2020/02/14/us-sen-gillibrand-introduces-bill-to-create-a-data-privacy-agency/?sh=13f9874953c6
http://www.dianatamir.com/Tamir-MediaDesires.pdf
https://doi.org/10.1177%2F0020764014535758
https://doi.org/10.1111/sipr.12077
https://doi.org/10.1016/j.tics.2021.07.013
https://securityandtechnology.org/


von Behr, Ines, Anais Reding, Charlie Edwards, and Luke Gribbon. “Radicalisation in the Digital
Era: The Use of the Internet in 15 Cases of Terrorism and Extremism.” Santa Monica:
RAND Corporation, 2013. https://www.rand.org/pubs/research_reports/RR453.html.

Yesilada, Muhsin, and Stephan Lewandowsky. "A Systematic Review: The YouTube
Recommender System and Pathways to Problematic Content." PsyArXiv, 2021,
https://psyarxiv.com/6pv5c/.

DCDI Literature Review |  October 2022 securityandtechnology.org 48

https://www.rand.org/pubs/research_reports/RR453.html
https://psyarxiv.com/6pv5c/
https://securityandtechnology.org/


Alphabetical Bibliography
Adair, Bill. "What we Learned During Our Experiment with Live Fact-Checking." Reporters’ Lab,

February 1, 2018, https://reporterslab.org/factstream-live-fact-checking-app-feedback/.

Adair, Bill. “FactScream App Now Shows Latest Fact-Checks from Post, FactCheck.org and
PolitiFact.” Reporters’ Lab, October 7, 2018,
https://reporterslab.org/factstream-app-now-shows-latest-fact-checks-from-post-factch
eck-org-and-politifact/.

Aguilar, Paloma, and Carsten Humlebaek. "Collective Memory and National Identity in the
Spanish Democracy: The Legacies of Francoism and the Civil War." History & Memory 14,
no. 1-2 (2002): 121-164. https://muse.jhu.edu/article/12779.

Aksu, Muhammed Hakan, F. Yığman, Hasan Ünver, and Kadir Özdel. "The Relationship between
Social Problem Solving, Cognitive Factors and Social Media Addiction in Young Adults: A
Pilot Study." Journal of Cognitive Behavioral Psychotherapy and Research 8, no. 3 (2019):
164-169. https://www.jcbpr.org/fulltext/77-1559341051.pdf.

Allen, Ethan. "Why We Believe: Disinformation, Misinformation, and Neuroscience." Security
Nexus: Daniel K. Inouye Asia-Pacific Center for Security Studies, 21: 2020,
https://apcss.org/nexus_articles/why-we-believe-disinformation-misinformation-and-neu
roscience/.

Allen, Mike and Ina Fried. “Exclusive: Trust in Tech Craters.” Axios, March 31, 2021,
https://www.axios.com/edelman-trust-barometer-tech-5787acea-8ef5-4d0b-9694-6e4f8
eb006c4.html.

Altay, Sacha, Emma de Araujo, and Hugo Mercier. "“If This account Is True, It Is Most Enormously
Wonderful”: Interestingness-If-True and The Sharing of True and False News." Digital
Journalism 10, no. 3 (2022): 373-394. https://doi.org/10.31234/osf.io/tdfh5.

Alter, Adam L., Daniel M. Oppenheimer, and Jeffrey C. Zemla. "Missing The Trees for The Forest:
A Construal Level Account of the Illusion of Explanatory Depth." Journal of Personality
and Social Psychology 99, no. 3 (2010): 436.
https://psycnet.apa.org/fulltext/2010-15349-001.html.

Alter, Charlotte. “How Conspiracy Theories Are Shaping the 2020 Election—and Shaking the
Foundation of American Democracy.” TIME, September 21, 2020,
https://time.com/5887437/conspiracy-theories-2020-election/.

DCDI Literature Review |  October 2022 securityandtechnology.org 49

https://reporterslab.org/factstream-live-fact-checking-app-feedback/
https://reporterslab.org/factstream-app-now-shows-latest-fact-checks-from-post-factcheck-org-and-politifact/
https://reporterslab.org/factstream-app-now-shows-latest-fact-checks-from-post-factcheck-org-and-politifact/
https://reporterslab.org/factstream-app-now-shows-latest-fact-checks-from-post-factcheck-org-and-politifact/
https://muse.jhu.edu/article/12779
https://www.jcbpr.org/fulltext/77-1559341051.pdf
https://apcss.org/nexus_articles/why-we-believe-disinformation-misinformation-and-neuroscience/
https://apcss.org/nexus_articles/why-we-believe-disinformation-misinformation-and-neuroscience/
https://apcss.org/nexus_articles/why-we-believe-disinformation-misinformation-and-neuroscience/
https://www.axios.com/edelman-trust-barometer-tech-5787acea-8ef5-4d0b-9694-6e4f8eb006c4.html
https://www.axios.com/edelman-trust-barometer-tech-5787acea-8ef5-4d0b-9694-6e4f8eb006c4.html
https://www.axios.com/edelman-trust-barometer-tech-5787acea-8ef5-4d0b-9694-6e4f8eb006c4.html
https://doi.org/10.31234/osf.io/tdfh5
https://psycnet.apa.org/fulltext/2010-15349-001.html
https://psycnet.apa.org/fulltext/2010-15349-001.html
https://time.com/5887437/conspiracy-theories-2020-election/
https://time.com/5887437/conspiracy-theories-2020-election/
https://securityandtechnology.org/


Anderson, Daniel R., and Kaveri Subrahmanyam. "Digital Screen Media and Cognitive
Development." Pediatrics 140, no. Supplement_2 (2017): S57-S61.
https://doi.org/10.1542/peds.2016-1758C.

Arnold, Andrew. “How to Maintain Critical Thinking In The Modern World of New Media.” Forbes,
February 27, 2018,
https://www.forbes.com/sites/andrewarnold/2018/02/27/how-to-maintain-critical-thinki
ng-in-the-modern-world-of-new-media/?sh=6f9eabc550e5.

Aronson, Elliot and Carol Tavris. "The Role of Cognitive Dissonance in the Pandemic." The
Atlantic, July 12, 2020,
https://www.theatlantic.com/ideas/archive/2020/07/role-cognitive-dissonance-pandemi
c/614074/.

Atmaca, Murad. "A Case of Problematic Internet Use Successfully Treated with An
SSRI-Antipsychotic Combination." Progress in Neuro-Psychopharmacology & Biological
Psychiatry 31, no. 4 (2007): 961-962. https://doi.org/10.1016/j.pnpbp.2007.01.003.

Baek, Elisa C., Christin Scholz, Matthew Brook O’Donnell, and Emily B. Falk. "The Value of
Sharing Information: A Neural Account of Information Transmission." Psychological
Science 28, no. 7 (2017): 851-861. https://doi.org/10.1177/0956797617695073.

Bail, Christopher A., Lisa P. Argyle, Taylor W. Brown, John P. Bumpus, Haohan Chen, MB Fallin
Hunzaker, Jaemin Lee, Marcus Mann, Friedolin Merhout, and Alexander Volfovsky.
"Exposure to Opposing Views on Social Media Can Increase Political Polarization."
Proceedings of the National Academy of Sciences 115, no. 37 (2018): 9216-9221.
https://doi.org/10.1073/pnas.1804840115.

Bakir, Vian, and Andrew McStay. "Fake News and the Economy of Emotions: Problems, Causes,
Solutions." Digital Journalism 6, no. 2 (2018): 154-175.
https://doi.org/10.1080/21670811.2017.1345645.

Balıkçı, Kuzeymen, Orkun Aydın, İpek Sönmez, Bengü Kalo, and Pınar Ünal‐Aydın. "The
Relationship between Dysfunctional Metacognitive Beliefs and Problematic Social
Networking Sites Use." Scandinavian Journal of Psychology 61, no. 5 (2020): 593-598.
https://doi.org/10.1111/sjop.12634.

Banks, Antoine, Ernesto Calvo, David Karol, and Shibley Telhami. "#polarizedfeeds: Three
Experiments on Polarization, Framing, and Social Media." The International Journal of
Press/Politics 26, no. 3 (2021): 609-634.
https://doi.org/10.1177%2F1940161220940964.

DCDI Literature Review |  October 2022 securityandtechnology.org 50

https://doi.org/10.1542/peds.2016-1758C
https://doi.org/10.1542/peds.2016-1758C
https://www.forbes.com/sites/andrewarnold/2018/02/27/how-to-maintain-critical-thinking-in-the-modern-world-of-new-media/?sh=6f9eabc550e5
https://www.forbes.com/sites/andrewarnold/2018/02/27/how-to-maintain-critical-thinking-in-the-modern-world-of-new-media/?sh=6f9eabc550e5
https://www.forbes.com/sites/andrewarnold/2018/02/27/how-to-maintain-critical-thinking-in-the-modern-world-of-new-media/?sh=6f9eabc550e5
https://www.theatlantic.com/ideas/archive/2020/07/role-cognitive-dissonance-pandemic/614074/
https://www.theatlantic.com/ideas/archive/2020/07/role-cognitive-dissonance-pandemic/614074/
https://www.theatlantic.com/ideas/archive/2020/07/role-cognitive-dissonance-pandemic/614074/
https://doi.org/10.1016/j.pnpbp.2007.01.003
https://doi.org/10.1177/0956797617695073
https://doi.org/10.1073/pnas.1804840115
https://doi.org/10.1073/pnas.1804840115
https://doi.org/10.1080/21670811.2017.1345645
https://doi.org/10.1080/21670811.2017.1345645
https://doi.org/10.1111/sjop.12634
https://doi.org/10.1111/sjop.12634
https://doi.org/10.1177%2F1940161220940964
https://doi.org/10.1177%2F1940161220940964
https://securityandtechnology.org/


Barnidge, Matthew. "Exposure to Political Disagreement in Social Media Versus Face-to-Face
and Anonymous Online Settings." Political Communication 34, no. 2 (2017): 302-321.
https://doi.org/10.1080/10584609.2016.1235639.

Barojan, Donara. "Building Digital Resilience Ahead of Elections and Beyond." In Disinformation
and Fake News, pp. 61-73. Palgrave Macmillan, Singapore, 2021.
https://link.springer.com/chapter/10.1007/978-981-15-5876-4_5.

Baskaran, Aiswarya. “The Role of Technology Companies in Technology Addiction.” Sustain
Analytics, July 16, 2019,
https://www.sustainalytics.com/esg-research/resource/investors-esg-blog/the-role-of-te
chnology-companies-in-technology-addiction.

Basol, Melisa, Jon Roozenbeek, and Sander van der Linden. "Good News about Bad News:
Gamified Inoculation Boosts Confidence and Cognitive Immunity against Fake News."
Journal of Cognition 3, no. 1 (2020). https://doi.org/10.5334%2Fjoc.91.

Batailler, Cédric, Skylar M. Brannon, Paul E. Teas, and Bertram Gawronski. "A Signal Detection
Approach to Understanding the Identification of Fake News." Perspectives on
Psychological Science 17, no. 1 (2022): 78-98.
https://doi.org/10.1177%2F1745691620986135.

Baumgartner, Susanne E., Wouter D. Weeda, Lisa L. van der Heijden, and Mariëtte Huizinga. "The
Relationship between Media Multitasking and Executive Function in Early Adolescents."
The Journal of Early Adolescence 34, no. 8 (2014): 1120-1144.
https://doi.org/10.1177%2F0272431614523133.

Bayer, Joseph B., Nicole B. Ellison, Sarita Y. Schoenebeck, and Emily B. Falk. "Sharing the Small
Moments: Ephemeral Social Interaction on Snapchat." Information, Communication &
Society 19, no. 7 (2016): 956-977. https://doi.org/10.1080/1369118X.2015.1084349.

Belanche, Daniel, Luis V. Casaló, Carlos Flavián, and Jeroen Schepers. "Trust Transfer in the
Continued Usage of Public E-Services." Information & Management 51, no. 6 (2014):
627-640. https://doi.org/10.1016/j.im.2014.05.016.

Berthiaume, Gu. “Digital Technology, the Need for Connection, and the Role of National Memory
Institutions.” October 2, 2015,
https://www.canada.ca/en/library-archives/news/2015/10/digital-technology-the-need-f
or-connection-and-the-role-of-national-memory-institutions.html/.

Bidi, Fatemeh, Mahdi Namdari-Pejman, Hossein Kareshki, and Hadi Ahmadnia. "The Mediating
Role of Metacognition in The Relationship between Internet Addiction and General

DCDI Literature Review |  October 2022 securityandtechnology.org 51

https://doi.org/10.1080/10584609.2016.1235639
https://doi.org/10.1080/10584609.2016.1235639
https://link.springer.com/chapter/10.1007/978-981-15-5876-4_5
https://link.springer.com/chapter/10.1007/978-981-15-5876-4_5
https://www.sustainalytics.com/esg-research/resource/investors-esg-blog/the-role-of-technology-companies-in-technology-addiction
https://www.sustainalytics.com/esg-research/resource/investors-esg-blog/the-role-of-technology-companies-in-technology-addiction
https://www.sustainalytics.com/esg-research/resource/investors-esg-blog/the-role-of-technology-companies-in-technology-addiction
https://doi.org/10.5334%2Fjoc.91
https://doi.org/10.1177%2F1745691620986135
https://doi.org/10.1177%2F1745691620986135
https://doi.org/10.1177%2F0272431614523133
https://doi.org/10.1177%2F0272431614523133
https://doi.org/10.1080/1369118X.2015.1084349
https://doi.org/10.1016/j.im.2014.05.016
https://www.canada.ca/en/library-archives/news/2015/10/digital-technology-the-need-for-connection-and-the-role-of-national-memory-institutions.html/
https://www.canada.ca/en/library-archives/news/2015/10/digital-technology-the-need-for-connection-and-the-role-of-national-memory-institutions.html/
https://www.canada.ca/en/library-archives/news/2015/10/digital-technology-the-need-for-connection-and-the-role-of-national-memory-institutions.html/
https://securityandtechnology.org/


Health." Addiction & Health 4, no. 1-2 (2012): 49.
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3905550/.

“Biogen and TheraPanacea Announce New Collaboration with the Potential to Advance Digital
Health for Personalized Medicine in Neuroscience.” Biogen, December 14, 2021,
http://newsroom.biogen.com/news-releases/news-release-details/biogen-and-therapan
acea-announce-new-collaboration-potential.

Bjola, Corneliu, and Krysianna Papadakis. "Digital Propaganda, Counterpublics and the
Disruption of the Public Sphere: the Finnish Approach to Building Digital Resilience."
Cambridge Review of International Affairs 33, no. 5 (2020): 638-666.
https://doi.org/10.1080/09557571.2019.1704221.

Bormann, Sarah. "Our Minds on Tech: How Technology Affects the Human Brain." Medium,
March 18, 2018,
https://medium.com/chmcore/our-minds-on-tech-how-technology-affects-the-human-br
ain-dd8a2ff7490d.

Bostwick, J. Michael, and Jeffrey A. Bucci. "Internet Sex Addiction Treated with Naltrexone." In
Mayo Clinic Proceedings, vol. 83, no. 2, 226-230. Cambridge: Elsevier, 2008.
https://doi.org/10.4065/83.2.226.

Brady, William J., Julian A. Wills, John T. Jost, Joshua A. Tucker, and Jay J. Van Bavel. "Emotion
Shapes the Diffusion of Moralized Content in Social Networks." Proceedings of the
National Academy of Sciences 114, no. 28 (2017): 7313-7318.
https://doi.org/10.1073/pnas.1618923114.

Brady, William J., Molly J. Crockett, and Jay J. Van Bavel. "The MAD Model of Moral Contagion:
The Role of Motivation, Attention, and Design in the Spread of Moralized Content Online."
Perspectives on Psychological Science 15, no. 4 (2020): 978-1010.
https://doi.org/10.1177%2F1745691620917336.

Brand, Matthias, Kimberly S. Young, and Christian Laier. "Prefrontal Control and Internet
Addiction: A Theoretical Model and Review of Neuropsychological and Neuroimaging
Findings." Frontiers in Human Neuroscience (2014): 375.
https://www.frontiersin.org/articles/10.3389/fnhum.2014.00375/full?utm_source=fit/pr
ograms/7621/ba-criminal-justiceutm_medium.

Brandtzaeg, Petter Bae, Asbjørn Følstad, and Maria Ángeles Chaparro Domínguez. "How
Journalists and Social Media Users Perceive Online Fact-Checking and Verification
Services." Journalism Practice 12, no. 9 (2018): 1109-1129.
https://doi.org/10.1080/17512786.2017.1363657.

DCDI Literature Review |  October 2022 securityandtechnology.org 52

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3905550/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3905550/
http://newsroom.biogen.com/news-releases/news-release-details/biogen-and-therapanacea-announce-new-collaboration-potential
http://newsroom.biogen.com/news-releases/news-release-details/biogen-and-therapanacea-announce-new-collaboration-potential
http://newsroom.biogen.com/news-releases/news-release-details/biogen-and-therapanacea-announce-new-collaboration-potential
https://doi.org/10.1080/09557571.2019.1704221
https://doi.org/10.1080/09557571.2019.1704221
https://medium.com/chmcore/our-minds-on-tech-how-technology-affects-the-human-brain-dd8a2ff7490d
https://medium.com/chmcore/our-minds-on-tech-how-technology-affects-the-human-brain-dd8a2ff7490d
https://medium.com/chmcore/our-minds-on-tech-how-technology-affects-the-human-brain-dd8a2ff7490d
https://doi.org/10.4065/83.2.226
https://doi.org/10.4065/83.2.226
https://doi.org/10.1073/pnas.1618923114
https://doi.org/10.1073/pnas.1618923114
https://doi.org/10.1177%2F1745691620917336
https://doi.org/10.1177%2F1745691620917336
https://www.frontiersin.org/articles/10.3389/fnhum.2014.00375/full?utm_source=fit/programs/7621/ba-criminal-justiceutm_medium
https://www.frontiersin.org/articles/10.3389/fnhum.2014.00375/full?utm_source=fit/programs/7621/ba-criminal-justiceutm_medium
https://www.frontiersin.org/articles/10.3389/fnhum.2014.00375/full?utm_source=fit/programs/7621/ba-criminal-justiceutm_medium
https://doi.org/10.1080/17512786.2017.1363657
https://doi.org/10.1080/17512786.2017.1363657
https://securityandtechnology.org/


Bromwich, Jonah Engel. "Generation X More Addicted to Social Media Than Millennials, Report
Finds." The New York Times, January 27, 2017,
https://www.nytimes.com/2017/01/27/technology/millennial-social-media-usage.html.

Canton, James. "Toward our Neuro-Future: Challenges, Risks and Opportunities." In
Neurotechnology: Premises, Potential, and Problems, 233-241. San Francisco: Institute
for Global Futures, 2012).
https://www.globalfuturist.com/user/images/pdf/Neuro_Forward.pdf.

Cardwell, Brittany A., Eryn J. Newman, Maryanne Garry, Antonia Mantonakis, and Randi Beckett.
"Photos that Increase Feelings of Learning Promote Positive Evaluations." Journal of
Experimental Psychology: Learning, Memory, and Cognition 43, no. 6 (2017): 944.
https://psycnet.apa.org/doi/10.1037/xlm0000358.

Cardwell, Brittany A., Linda A. Henkel, Maryanne Garry, Eryn J. Newman, and Jeffrey L. Foster.
"Nonprobative Photos Rapidly Lead People to Believe Claims about Their Own (And
Other People’s) Pasts." Memory & Cognition 44, no. 6 (2016): 883-896.
https://link.springer.com/article/10.3758/s13421-016-0603-1.

Casale, Silvia, Laura Rugai, and Giulia Fioravanti. "Exploring the Role of Positive Metacognitions
in Explaining the Association between The Fear of Missing Out and Social Media
Addiction." Addictive Behaviors 85 (2018): 83-87.
https://doi.org/10.1016/j.addbeh.2018.05.020.

Chakravorti, Bhaskar, et al. “How Digital Trust Varies Around the World.” Harvard Business
Review, February 25, 2021,
https://hbr.org/2021/02/how-digital-trust-varies-around-the-world.

Chakravorti, Bhaskar. “Trust in Digital Technology Will be the Internet’s Next frontier, for 2018
and beyond.” The Conversation, January 3, 2018,
https://theconversation.com/trust-in-digital-technology-will-be-the-Internets-next-frontier
-for-2018-and-beyond-87566.

Chang, Jonathan P., Justin Cheng, and Cristian Danescu-Niculescu-Mizil. "Don’t Let Me Be
Misunderstood: Comparing Intentions and Perceptions in Online Discussions."
Proceedings of the Web Conference 2020, pp. 2066-2077. 2020.
https://doi.org/10.1145/3366423.3380273.

Chen, Xiayu, Qian Huang, Robert M. Davison, and Zhongsheng Hua. "What Drives Trust Transfer?
The Moderating Roles of Seller-Specific and General Institutional Mechanisms."
International Journal of Electronic Commerce 20, no. 2 (2015): 261-289.
https://doi.org/10.1080/10864415.2016.1087828.

DCDI Literature Review |  October 2022 securityandtechnology.org 53

https://www.nytimes.com/2017/01/27/technology/millennial-social-media-usage.html
https://www.nytimes.com/2017/01/27/technology/millennial-social-media-usage.html
https://www.globalfuturist.com/user/images/pdf/Neuro_Forward.pdf
https://www.globalfuturist.com/user/images/pdf/Neuro_Forward.pdf
https://psycnet.apa.org/doi/10.1037/xlm0000358
https://psycnet.apa.org/doi/10.1037/xlm0000358
https://link.springer.com/article/10.3758/s13421-016-0603-1
https://link.springer.com/article/10.3758/s13421-016-0603-1
https://doi.org/10.1016/j.addbeh.2018.05.020
https://doi.org/10.1016/j.addbeh.2018.05.020
https://hbr.org/2021/02/how-digital-trust-varies-around-the-world
https://hbr.org/2021/02/how-digital-trust-varies-around-the-world
https://theconversation.com/trust-in-digital-technology-will-be-the-internets-next-frontier-for-2018-and-beyond-87566
https://theconversation.com/trust-in-digital-technology-will-be-the-internets-next-frontier-for-2018-and-beyond-87566
https://theconversation.com/trust-in-digital-technology-will-be-the-internets-next-frontier-for-2018-and-beyond-87566
https://doi.org/10.1145/3366423.3380273
https://doi.org/10.1145/3366423.3380273
https://doi.org/10.1080/10864415.2016.1087828
https://doi.org/10.1080/10864415.2016.1087828
https://securityandtechnology.org/


Cheng, Xusen, Fei Guo, Jin Chen, Kejiang Li, Yihui Zhang, and Peng Gao. "Exploring the Trust
Influencing Mechanism of Robo-Advisor Service: A Mixed Method Approach."
Sustainability 11, no. 18 (2019): 4917. https://www.mdpi.com/2071-1050/11/18/4917.

Cinelli, Matteo, Gianmarco De Francisci Morales, Alessandro Galeazzi, Walter Quattrociocchi,
and Michele Starnini. "The Echo Chamber Effect on Social Media." Proceedings of the
National Academy of Sciences 118, no. 9 (2021): e2023301118.
https://doi.org/10.1073/pnas.2023301118.

Coddington, Mark, Logan Molyneux, and Regina G. Lawrence. "Fact Checking the Campaign:
How Political Reporters Use Twitter to Set the Record Straight (Or Not)." The International
Journal of Press/Politics 19, no. 4 (2014): 391-409.
https://doi.org/10.1177%2F1940161214540942.

Cooke, Nicole A. "Posttruth, Truthiness, and Alternative Facts: Information Behavior and Critical
Information Consumption for a New Age." The Library Quarterly 87, no. 3 (2017):
211-221. https://www.journals.uchicago.edu/doi/abs/10.1086/692298.

Craig, Tobin. "Citizen Forums Against Technocracy? The Challenge of Science to Democratic
Decision Making." Perspectives on Political Science 43, no. 1 (2014): 31-40.
https://doi.org/10.1080/10457097.2012.720836.

“Criteria for Security and Trust in Telecommunications Networks and Services.” CSIS, May 2020,
https://www.csis.org/analysis/criteria-security-and-trust-telecommunications-networks-
and-services.

Crockett, Molly J. "Moral Outrage in the Digital Age." Nature Human Behaviour 1, no. 11 (2017):
769-771. https://www.nature.com/articles/s41562-017-0213-3.

Crone, Evaline A., and Elly A. Konijn. “Media Use and Brain Development during Adolescence.”
Nat Commun 9, 588 (2018). https://doi.org/10.1038/s41467-018-03126-x.

Danovitch, Judith H. "Growing up with Google: How Children's Understanding and Use of
Internet‐Based Devices Relates to Cognitive Development." Human Behavior and
Emerging Technologies 1, no. 2 (2019): 81-90. https://doi.org/10.1002/hbe2.142

“DARPA and the Brain Initiative.” DARPA, accessed August 2022.
https://www.darpa.mil/program/our-research/darpa-and-the-brain-initiative.

de León, Ernesto, and Damian Trilling. "A Sadness Bias in Political News Sharing? The Role of
Discrete Emotions in the Engagement and Dissemination of Political News on
Facebook." Social Media + Society 7, no. 4 (2021): 20563051211059710.
https://doi.org/10.1177%2F20563051211059710.

DCDI Literature Review |  October 2022 securityandtechnology.org 54

https://www.mdpi.com/2071-1050/11/18/4917
https://doi.org/10.1073/pnas.2023301118
https://doi.org/10.1073/pnas.2023301118
https://doi.org/10.1177%2F1940161214540942
https://doi.org/10.1177%2F1940161214540942
https://www.journals.uchicago.edu/doi/abs/10.1086/692298
https://doi.org/10.1080/10457097.2012.720836
https://doi.org/10.1080/10457097.2012.720836
https://www.csis.org/analysis/criteria-security-and-trust-telecommunications-networks-and-services
https://www.csis.org/analysis/criteria-security-and-trust-telecommunications-networks-and-services
https://www.csis.org/analysis/criteria-security-and-trust-telecommunications-networks-and-services
https://www.nature.com/articles/s41562-017-0213-3
https://doi.org/10.1038/s41467-018-03126-x
https://doi.org/10.1002/hbe2.142
https://www.darpa.mil/program/our-research/darpa-and-the-brain-initiative
https://www.darpa.mil/program/our-research/darpa-and-the-brain-initiative
https://doi.org/10.1177%2F20563051211059710
https://doi.org/10.1177%2F20563051211059710
https://securityandtechnology.org/


Deb, Anamitra, Stacy Donohue, and Tom Glaisyer. "Is Social Media a Threat to Democracy?"
(2017).
https://fronteirasxxi.pt/wp-content/uploads/2017/11/Social-Media-and-Democracy-Octo
ber-5-2017.pdf.

Derksen, Daniel G., Megan E. Giroux, Deborah A. Connolly, Eryn J. Newman, and Daniel M.
Bernstein. "Truthiness and Law: Nonprobative Photos Bias Perceived Credibility in
Forensic Contexts." Applied Cognitive Psychology 34, no. 6 (2020): 1335-1344.
https://doi.org/10.1002/acp.3709.

Desai, Munjal, Poornima Kaniarasu, Mikhail Medvedev, Aaron Steinfeld, and Holly Yanco. "Impact
of Robot Failures and Feedback on Real-Time Trust." In 2013 8th ACM/IEEE International
Conference on Human-Robot Interaction (HRI), 251-258. Tokyo: IEEE, 2013.
https://ieeexplore.ieee.org/abstract/document/6483596.

“Digital Trust Whitepaper.” Swiss Digital Initiative, November 2021.
https://a.storyblok.com/f/72700/x/b481b921eb/digital-trust-final-forpublication.pdf.

Du, Ya-song, Wenqing Jiang, and Alasdair Vance. "Longer Term Effect of Randomized, Controlled
Group Cognitive Behavioural Therapy for Internet Addiction in Adolescent Students in
Shanghai." Australian & New Zealand Journal of Psychiatry 44, no. 2 (2010): 129-134.
https://doi.org/10.3109%2F00048670903282725.

Duke, Éilish, and Christian Montag. "Smartphone Addiction, Daily Interruptions and Self-Reported
Productivity." Addictive Behaviors Reports 6 (2017): 90-95.
https://doi.org/10.1016/j.abrep.2017.07.002.

Dunckley, Victoria L. "Gray Matters: Too Much Screen Time Damages the Brain." Psychology
Today, February 27, 2014,
https://www.psychologytoday.com/us/blog/mental-wealth/201402/gray-matters-too-mu
ch-screen-time-damages-the-brain.

Ecker, Ullrich K.H., Stephan Lewandowsky, John Cook, Philipp Schmid, Lisa K. Fazio, Nadia
Brashier, Panayiota Kendeou, Emily K. Vraga, and Michelle A. Amazeen. "The
Psychological Drivers of Misinformation Belief and Its Resistance to Correction." Nature
Reviews Psychology 1, no. 1 (2022): 13-29.
https://www.nature.com/articles/s44159-021-00006-y.pdf.

El Fertasi, Nadja. "Three Ways to Leverage Emotional Intelligence and Minimize Cyber Risk
Through Human Vulnerability." Global Cyber Alliance, November 10, 2020,
https://www.globalcyberalliance.org/three-ways-to-leverage-emotional-intelligence-and-
minimize-cyber-risk-through-human-vulnerability/.

DCDI Literature Review |  October 2022 securityandtechnology.org 55

https://fronteirasxxi.pt/wp-content/uploads/2017/11/Social-Media-and-Democracy-October-5-2017.pdf
https://fronteirasxxi.pt/wp-content/uploads/2017/11/Social-Media-and-Democracy-October-5-2017.pdf
https://fronteirasxxi.pt/wp-content/uploads/2017/11/Social-Media-and-Democracy-October-5-2017.pdf
https://doi.org/10.1002/acp.3709
https://doi.org/10.1002/acp.3709
https://ieeexplore.ieee.org/abstract/document/6483596
https://ieeexplore.ieee.org/abstract/document/6483596
https://a.storyblok.com/f/72700/x/b481b921eb/digital-trust-final-forpublication.pdf
https://a.storyblok.com/f/72700/x/b481b921eb/digital-trust-final-forpublication.pdf
https://doi.org/10.3109%2F00048670903282725
https://doi.org/10.3109%2F00048670903282725
https://doi.org/10.1016/j.abrep.2017.07.002
https://doi.org/10.1016/j.abrep.2017.07.002
https://www.psychologytoday.com/us/blog/mental-wealth/201402/gray-matters-too-much-screen-time-damages-the-brain
https://www.psychologytoday.com/us/blog/mental-wealth/201402/gray-matters-too-much-screen-time-damages-the-brain
https://www.psychologytoday.com/us/blog/mental-wealth/201402/gray-matters-too-much-screen-time-damages-the-brain
https://www.nature.com/articles/s44159-021-00006-y.pdf
https://www.nature.com/articles/s44159-021-00006-y.pdf
https://www.globalcyberalliance.org/three-ways-to-leverage-emotional-intelligence-and-minimize-cyber-risk-through-human-vulnerability/
https://www.globalcyberalliance.org/three-ways-to-leverage-emotional-intelligence-and-minimize-cyber-risk-through-human-vulnerability/
https://www.globalcyberalliance.org/three-ways-to-leverage-emotional-intelligence-and-minimize-cyber-risk-through-human-vulnerability/
https://securityandtechnology.org/


Enders, Adam M., Joseph E. Uscinski, Michelle I. Seelig, Casey A. Klofstad, Stefan Wuchty, John
R. Funchion, Manohar N. Murthi, Kamal Premaratne, and Justin Stoler. "The Relationship
between Social Media Use and Beliefs in Conspiracy Theories and Misinformation."
Political Behavior (2021): 1-24.
https://link.springer.com/article/10.1007/s11109-021-09734-6.

Eshet-Alkalai, Yoram, and Nitza Geri. "Does the Medium Affect the Message? The Influence of
Text Representation Format on Critical Thinking." Human Systems Management 26, no. 4
(2007): 269-279.
https://content.iospress.com/articles/human-systems-management/hsm665.

Fenn, Elise, Eryn J. Newman, Kathy Pezdek, and Maryanne Garry. "The Effect of Nonprobative
Photographs on Truthiness Persists over Time." Acta Psychologica 144, no. 1 (2013):
207-211. https://doi.org/10.1016/j.actpsy.2013.06.004.

Firth, Joseph, John Torous, Brendon Stubbs, Josh A. Firth, Genevieve Z. Steiner, Lee Smith,
Mario Alvarez‐Jimenez et al. "The “Online Brain”: How the Internet May Be Changing Our
Cognition." World Psychiatry 18, no. 2 (2019): 119-129.
https://doi.org/10.1002/wps.20617.

Fisher, Matthew, and Daniel M. Oppenheimer. "Harder Than You Think: How Outside Assistance
Leads to Overconfidence." Psychological Science 32, no. 4 (2021): 598-610.
https://doi.org/10.1177%2F0956797620975779.

Fisher, Matthew, and Daniel M. Oppenheimer. "Who Knows What? Knowledge Misattribution in
The Division of Cognitive Labor." Journal of Experimental Psychology: Applied (2021).
https://psycnet.apa.org/doi/10.1037/xap0000310.

Frimer, Jeremy A., Harinder Aujla, Matthew Feinberg, Linda J. Skitka, Karl Aquino, Johannes C.
Eichstaedt, and Robb Willer. "Incivility is Rising among American Politicians on Twitter."
Social Psychological and Personality Science (2022): 19485506221083811.
https://doi.org/10.1177%2F19485506221083811.

Gaby, Sarah, and Neal Caren. "Occupy Online: How Cute Old Men and Malcolm X Recruited
400,000 US Users to OWS on Facebook." Social Movement Studies 11, no. 3-4 (2012):
367-374. https://doi.org/10.1080/14742837.2012.708858.

Gaozhao, Dongfang. "Flagging Fake News on Social Media: An Experimental Study of Media
Consumers' Identification of Fake News." Government Information Quarterly 38, no. 3
(2021): 101591. https://doi.org/10.1016/j.giq.2021.101591.

DCDI Literature Review |  October 2022 securityandtechnology.org 56

https://link.springer.com/article/10.1007/s11109-021-09734-6
https://link.springer.com/article/10.1007/s11109-021-09734-6
https://content.iospress.com/articles/human-systems-management/hsm665
https://content.iospress.com/articles/human-systems-management/hsm665
https://doi.org/10.1016/j.actpsy.2013.06.004
https://doi.org/10.1002/wps.20617
https://doi.org/10.1002/wps.20617
https://doi.org/10.1177%2F0956797620975779
https://doi.org/10.1177%2F0956797620975779
https://psycnet.apa.org/doi/10.1037/xap0000310
https://psycnet.apa.org/doi/10.1037/xap0000310
https://doi.org/10.1177%2F19485506221083811
https://doi.org/10.1177%2F19485506221083811
https://doi.org/10.1080/14742837.2012.708858
https://doi.org/10.1016/j.giq.2021.101591
https://securityandtechnology.org/


Georgia Institute of Technology. "Technology’s Impact on Worker Well-Being." ScienceDaily.
ScienceDaily, October 28, 2021.
https://www.sciencedaily.com/releases/2021/10/211028174510.htm.

Girish, Devika. “‘The Social Dilemma’ Review: Unplug and Run.” The New York Times, September
9, 2020, https://www.nytimes.com/2020/09/09/movies/the-social-dilemma-review.html.

Gonzalez, Robbie. "It's Time For a Serious Talk About the Science of Tech "Addiction."" Wired,
February 1, 2018,
https://www.wired.com/story/its-time-for-a-serious-talk-about-the-science-of-tech-addict
ion/.

Gorbis, Marina, Katie Josseff, David Pescovitz, and Mark Frauenfelder. “Building a Healthy
Cognitive Immune System,” Institute for the Future, 2019,
https://www.iftf.org/fileadmin/user_upload/downloads/ourwork/IFTF_ODNI_Cognitive_I
mmunity_Map__2019.pdf.

Gottschalk, Francesca. "Impacts of Technology Use on Children: Exploring Literature on the
Brain, Cognition and Well-Being." OECD Education Working Papers, 2019.
https://doi.org/10.1787/19939019.

Goyanes, Manuel, Porismita Borah, and Homero Gil de Zúñiga. "Social Media Filtering and
Democracy: Effects of Social Media News Use and Uncivil Political Discussions on
Social Media Unfriending." Computers in Human Behavior 120 (2021): 106759.
https://doi.org/10.1016/j.chb.2021.106759.

Grau, Carles, Romuald Ginhoux, Alejandro Riera, Thanh Lam Nguyen, Hubert Chauvat, Michel
Berg, Julià L. Amengual, Alvaro Pascual-Leone, and Giulio Ruffini. "Conscious
Brain-to-Brain Communication in Humans Using Non-Invasive Technologies." PLOS One
9, no. 8 (2014): e105225. https://doi.org/10.1371/journal.pone.0105225.

Greenwood, Veronica. “Neural Noise Shows the Uncertainty of Our Memories.” Wired, February
27, 2022,
https://www.wired.com/story/neural-noise-shows-the-uncertainty-of-our-memories.

Greenwood, Veronica. “Neural Noise Shows the Uncertainty of Our Memories.” Wired, February
27, 2022,
https://www.wired.com/story/neural-noise-shows-the-uncertainty-of-our-memories.

Greifeneder, Rainer, Mariela E. Jaffé, Eryn J. Newman, and Norbert Schwarz. “What is New and
True about Fake News.” In Greifeneder, R., Jaffé, M., Newman E.J., & Schwarz, N. (Eds.)
The Psychology of Fake News: Accepting, Sharing, and Correcting Misinformation.
London: Psychology Press, 2020.

DCDI Literature Review |  October 2022 securityandtechnology.org 57

https://www.sciencedaily.com/releases/2021/10/211028174510.htm
https://www.sciencedaily.com/releases/2021/10/211028174510.htm
https://www.nytimes.com/2020/09/09/movies/the-social-dilemma-review.html
https://www.wired.com/story/its-time-for-a-serious-talk-about-the-science-of-tech-addiction/
https://www.wired.com/story/its-time-for-a-serious-talk-about-the-science-of-tech-addiction/
https://www.wired.com/story/its-time-for-a-serious-talk-about-the-science-of-tech-addiction/
https://www.iftf.org/fileadmin/user_upload/downloads/ourwork/IFTF_ODNI_Cognitive_Immunity_Map__2019.pdf
https://www.iftf.org/fileadmin/user_upload/downloads/ourwork/IFTF_ODNI_Cognitive_Immunity_Map__2019.pdf
https://www.iftf.org/fileadmin/user_upload/downloads/ourwork/IFTF_ODNI_Cognitive_Immunity_Map__2019.pdf
https://doi.org/10.1787/19939019
https://doi.org/10.1787/19939019
https://doi.org/10.1016/j.chb.2021.106759
https://doi.org/10.1016/j.chb.2021.106759
https://doi.org/10.1371/journal.pone.0105225
https://www.wired.com/story/neural-noise-shows-the-uncertainty-of-our-memories
https://www.wired.com/story/neural-noise-shows-the-uncertainty-of-our-memories
https://www.wired.com/story/neural-noise-shows-the-uncertainty-of-our-memories
https://www.wired.com/story/neural-noise-shows-the-uncertainty-of-our-memories
https://www.taylorfrancis.com/chapters/oa-edit/10.4324/9780429295379-1/new-true-1-fake-news-rainer-greifeneder-mariela-jaff%C3%A9-eryn-newman-norbert-schwarz
https://securityandtechnology.org/


https://www.taylorfrancis.com/chapters/oa-edit/10.4324/9780429295379-1/new-true-1-
fake-news-rainer-greifeneder-mariela-jaff%C3%A9-eryn-newman-norbert-schwarz.

Greifeneder, Rainer, Mariela E. Jaffe, Eryn Newman, and Norbert Schwarz, eds. The Psychology
of Fake News: Accepting, Sharing, and Correcting Misinformation. London: Psychology
Press, 2021. https://library.oapen.org/handle/20.500.12657/46921.

Guadagno, Rosanna E., Adam Lankford, Nicole L. Muscanell, Bradley M. Okdie, and Debra M.
McCallum. "Social Influence in the Online Recruitment of Terrorists and Terrorist
Sympathizers: Implications for Social Psychology Research." Revue Internationale de
Psychologie Sociale 23, no. 1 (2010): 25-56.
https://www.cairn.info/revue-internationale-de-psychologie-sociale-2010-1-page-25.htm.

Guo, Bin, Yasan Ding, Yueheng Sun, Shuai Ma, Ke Li, and Zhiwen Yu. "The Mass, Fake News, and
Cognition Security." Frontiers of Computer Science 15, no. 3 (2021): 1-13.
https://link.springer.com/article/10.1007/s11704-020-9256-0.

Haidt, Jonathan and Tobias Rose-Stockwell. “The Dark Psychology of Social Networks: Why It
Feels like Everything Is Going Haywire.” The Atlantic, December 2019,
https://www.theatlantic.com/magazine/archive/2019/12/social-media-democracy/6007
63/.

Halberstam, Yosh, and Brian Knight. "Homophily, Group Size, and the Diffusion of Political
Information in Social Networks: Evidence from Twitter." Journal of Public Economics 143
(2016): 73-88. https://doi.org/10.1016/j.jpubeco.2016.08.011.

Hamilton, Isobel Asher. “Elon Musk Said Neuralink Hopes to Start Implanting Its Brain Chips in
Humans in 2022, Later Than He Anticipated.” Business Insider, December 7, 2021,
https://www.businessinsider.com/elon-musk-neuralink-hopes-to-start-human-testing-20
22-2021-12.

Han, Doug Hyun, Jun Won Hwang, and Perry F. Renshaw. "Bupropion Sustained Release
Treatment Decreases Craving for Video games and cue-induced brain activity in patients
with Internet video game addiction." Psychology of Popular Media 1 (2011): 108-117.
https://psycnet.apa.org/doiLanding?doi=10.1037%2F2160-4134.1.S.108.

Hancock, Peter A., Deborah R. Billings, Kristin E. Schaefer, Jessie YC Chen, Ewart J. De Visser,
and Raja Parasuraman. "A Meta-Analysis of Factors Affecting Trust in Human-Robot
Interaction." Human Factors 53, no. 5 (2011): 517-527.
https://doi.org/10.1177%2F0018720811417254.

Harris, Tristan. "Our Brains Are No Match for Our Technology." The New York Times, December 5,
2019, https://www.nytimes.com/2019/12/05/opinion/digital-technology-brain.html.

DCDI Literature Review |  October 2022 securityandtechnology.org 58

https://www.taylorfrancis.com/chapters/oa-edit/10.4324/9780429295379-1/new-true-1-fake-news-rainer-greifeneder-mariela-jaff%C3%A9-eryn-newman-norbert-schwarz
https://www.taylorfrancis.com/chapters/oa-edit/10.4324/9780429295379-1/new-true-1-fake-news-rainer-greifeneder-mariela-jaff%C3%A9-eryn-newman-norbert-schwarz
https://library.oapen.org/handle/20.500.12657/46921
https://www.cairn.info/revue-internationale-de-psychologie-sociale-2010-1-page-25.htm
https://www.cairn.info/revue-internationale-de-psychologie-sociale-2010-1-page-25.htm
https://link.springer.com/article/10.1007/s11704-020-9256-0
https://link.springer.com/article/10.1007/s11704-020-9256-0
https://www.theatlantic.com/magazine/archive/2019/12/social-media-democracy/600763/
https://www.theatlantic.com/magazine/archive/2019/12/social-media-democracy/600763/
https://www.theatlantic.com/magazine/archive/2019/12/social-media-democracy/600763/
https://doi.org/10.1016/j.jpubeco.2016.08.011
https://www.businessinsider.com/elon-musk-neuralink-hopes-to-start-human-testing-2022-2021-12
https://www.businessinsider.com/elon-musk-neuralink-hopes-to-start-human-testing-2022-2021-12
https://www.businessinsider.com/elon-musk-neuralink-hopes-to-start-human-testing-2022-2021-12
https://psycnet.apa.org/doiLanding?doi=10.1037%2F2160-4134.1.S.108
https://psycnet.apa.org/doiLanding?doi=10.1037%2F2160-4134.1.S.108
https://doi.org/10.1177%2F0018720811417254
https://doi.org/10.1177%2F0018720811417254
https://www.nytimes.com/2019/12/05/opinion/digital-technology-brain.html
https://securityandtechnology.org/


Heo, Jongho, Juhwan Oh, S. V. Subramanian, Yoon Kim, and Ichiro Kawachi. "Addictive Internet
Use among Korean Adolescents: A National Survey." PloS One 9, no. 2 (2014): e87819.
https://doi.org/10.1371/journal.pone.0087819.

Hill, David, Nusheen Ameenuddin, Yolanda Linda Reid Chassiakos, Corinn Cross, Jeffrey
Hutchinson, Alanna Levine, Rhea Boyd, Robert Mendelson, Megan Moreno, and Wendy
Sue Swanson. "Media and Young Minds." Pediatrics 138, no. 5 (2016).
https://doi.org/10.1542/peds.2016-2591.

Hoffman, Lindsay H., and Dannagal G. Young. "Satire, Punch Lines, and the Nightly News:
Untangling Media Effects on Political Participation." Communication Research Reports
28, no. 2 (2011): 159-168. https://doi.org/10.1080/08824096.2011.565278.

Hoffman, Lindsay H., Philip Edward Jones, and Dannagal Goldthwaite Young. "Does My
Comment Count? Perceptions of Political Participation in An Online Environment."
Computers in Human Behavior 29, no. 6 (2013): 2248-2256.
https://doi.org/10.1016/j.chb.2013.05.010.

Hoffower, Hillary. "Millennials and Gen Z Love Their Technology — But American Seniors Are
Actually Spending the Most Time on Their Screens." Business Insider, August 15, 2019,
https://www.businessinsider.com/american-seniors-technologically-addiction-versus-mil
lennials-gen-z-2019-8.

Horvath, Andi. "How Does Technology Affect Our Brains." University of Melbourne. Voice 6
(2005): 7.

Humprecht, Edda, Frank Esser, and Peter Van Aelst. "Resilience to Online Disinformation: A
Framework for Cross-National Comparative Research." The International Journal of
Press/Politics 25, no. 3 (2020): 493-516.

Hutchinson, Andrew. "New Report Shows Universal Distrust in Social Media as a News Source."
Social Media Today, February 1, 2020,
https://www.socialmediatoday.com/news/new-report-shows-universal-distrust-in-social-
media-as-a-news-source/571512/.

Immordino-Yang, M. H. “Our Brain’s Development in a Technological World.” February 15, 2018,
https://computerhistory.org/events/our-brains-development-technological/.

Indrakanti, Ananth, Milan Chutake, Stephen Prouty, Venkat Sundaranatha, and Vinod Koverkathu.
"Gadget Addiction." Berkeley: Sutardja Center for Entrepreneurship & Technology, 2021,
https://scet.berkeley.edu/reports/gadget-addiction/.

DCDI Literature Review |  October 2022 securityandtechnology.org 59

https://doi.org/10.1371/journal.pone.0087819
https://doi.org/10.1371/journal.pone.0087819
https://doi.org/10.1542/peds.2016-2591
https://doi.org/10.1542/peds.2016-2591
https://doi.org/10.1080/08824096.2011.565278
https://doi.org/10.1016/j.chb.2013.05.010
https://doi.org/10.1016/j.chb.2013.05.010
https://www.businessinsider.com/american-seniors-technologically-addiction-versus-millennials-gen-z-2019-8
https://www.businessinsider.com/american-seniors-technologically-addiction-versus-millennials-gen-z-2019-8
https://www.businessinsider.com/american-seniors-technologically-addiction-versus-millennials-gen-z-2019-8
https://www.socialmediatoday.com/news/new-report-shows-universal-distrust-in-social-media-as-a-news-source/571512/
https://www.socialmediatoday.com/news/new-report-shows-universal-distrust-in-social-media-as-a-news-source/571512/
https://www.socialmediatoday.com/news/new-report-shows-universal-distrust-in-social-media-as-a-news-source/571512/
https://computerhistory.org/events/our-brains-development-technological/
https://computerhistory.org/events/our-brains-development-technological/
https://scet.berkeley.edu/reports/gadget-addiction/
https://scet.berkeley.edu/reports/gadget-addiction/
https://securityandtechnology.org/


Jalbert, Madeline, Eryn Newman, and Norbert Schwarz. "Only Half of What I’ll Tell You Is True:
Expecting to Encounter Falsehoods Reduces Illusory Truth." Journal of Applied Research
in Memory and Cognition 9, no. 4 (2020): 602-613.
https://doi.org/10.1016/j.jarmac.2020.08.010.

Jelin, Elizabeth. "The Politics of Memory: The Human Rights Movement and the Construction of
Democracy in Argentina." Latin American Perspectives 21, no. 2 (1994): 38-58.
https://doi.org/10.1177%2F0094582X9402100204.

Jiang, Linxing, Andrea Stocco, Darby M. Losey, Justin A. Abernethy, Chantel S. Prat, and Rajesh
PN Rao. "BrainNet: A multi-Person Brain-To-Brain Interface for Direct Collaboration
between Brains." Scientific Reports 9, no. 1 (2019): 1-11.
https://doi.org/10.1038/s41598-019-41895-7/.

Jiang, Shan, and Christo Wilson. "Linguistic Signals Under Misinformation and Fact-Checking:
Evidence from User Comments on Social Media." Proceedings of the ACM on
Human-Computer Interaction 2, no. CSCW (2018): 1-23.
https://doi.org/10.1145/3274351.

Jones, Philip Edward, Lindsay H. Hoffman, and Dannagal G. Young. "Online Emotional Appeals
and Political Participation: The Effect of Candidate Affect on Mass Behavior." New Media
& Society 15, no. 7 (2013): 1132-1150. https://doi.org/10.1177%2F1461444812466717.

Jorgenson, Lyric A., William T. Newsome, David J. Anderson, Cornelia I. Bargmann, Emery N.
Brown, Karl Deisseroth, John P. Donoghue et al. "The BRAIN Initiative: Developing
Technology to Catalyse Neuroscience Discovery." Philosophical Transactions of the Royal
Society B: Biological Sciences 370, no. 1668 (2015): 20140164.
https://doi.org/10.1098/rstb.2014.0164.

Kaufman, Scott Barry. "What Collective Narcissism Does to Society." The Atlantic, November 6,
2021, https://www.theatlantic.com/family/archive/2021/11/group-narcissism/620632/.

Khoo, Shuna Shiann, and Hwajin Yang. "Social Media Use Improves Executive Functions in
Middle-Aged and Older Adults: A Structural Equation Modeling Analysis." Computers in
Human Behavior 111 (2020): 106388. https://doi.org/10.1016/j.chb.2020.106388.

Kim, Jong-Un. "The Effect of a R/T Group Counseling Program on the Internet Addiction Level
and Self-Esteem of Internet Addiction University Students." International Journal of
Reality Therapy 27, no. 2 (2008). https://psycnet.apa.org/record/2008-05320-002/.

Kim, Max S. "Video Games are Dividing South Korea." MIT Technology Review, December 23,
2019,

DCDI Literature Review |  October 2022 securityandtechnology.org 60

https://doi.org/10.1016/j.jarmac.2020.08.010
https://doi.org/10.1016/j.jarmac.2020.08.010
https://doi.org/10.1177%2F0094582X9402100204
https://doi.org/10.1177%2F0094582X9402100204
https://doi.org/10.1038/s41598-019-41895-7/
https://doi.org/10.1038/s41598-019-41895-7/
https://doi.org/10.1145/3274351
https://doi.org/10.1145/3274351
https://doi.org/10.1177%2F1461444812466717
https://doi.org/10.1098/rstb.2014.0164
https://doi.org/10.1098/rstb.2014.0164
https://www.theatlantic.com/family/archive/2021/11/group-narcissism/620632/
https://doi.org/10.1016/j.chb.2020.106388
https://psycnet.apa.org/record/2008-05320-002/
https://www.technologyreview.com/2019/12/23/238190/video-games-national-crisis-addiction-south-korea/
https://securityandtechnology.org/


https://www.technologyreview.com/2019/12/23/238190/video-games-national-crisis-ad
diction-south-korea/.

Kirdemir, Baris. “Hostile Influence and Emerging Threats in Cyberspace.” Center for Economics
and Foreign Policy Studies, November 2019,
https://edam.org.tr/wp-content/uploads/2019/12/Hostile-Influence-Emerging-Cognitive-
Threats-in-Cyberspace-by-Baris-Kirdemir.pdf.

Klein, Elad, and Joshua Robison. "Like, Post, and Distrust? How Social Media Use Affects Trust
in Government." Political Communication 37, no. 1 (2020): 46-64.
https://doi.org/10.1080/10584609.2019.1661891.

Koponen, Jarno M. "Forget User Experience. AI Must Focus on 'Citizen Experience.'" Venture
Beat, January 31, 2021,
https://venturebeat.com/2021/01/31/forget-user-experience-ai-must-focus-on-citizen-ex
perience/.

Korte, Martin. "The Impact of the Digital Revolution on Human Brain and Behavior: Where Do We
Stand?" Dialogues in Clinical Neuroscience (2022).
https://doi.org/10.31887/DCNS.2020.22.2/mkorte.

Kotabe, Hiroki. "Merging With Machines: A Look at Emerging Neuroscience Technologies."
Technology Networks, October 22, 2019,
https://www.technologynetworks.com/neuroscience/articles/merging-with-machines-a-l
ook-at-emerging-neuroscience-technologies-324859.

Kozyreva, Anastasia, Stephan Lewandowsky, and Ralph Hertwig. "Citizens Versus the Internet:
Confronting Digital Challenges with Cognitive Tools." Psychological Science in the Public
Interest 21, no. 3 (2020): 103-156. https://doi.org/10.1177%2F1529100620946707.

Ku, Kelly YL, Qiuyi Kong, Yunya Song, Lipeng Deng, Yi Kang, and Aihua Hu. "What Predicts
Adolescents’ Critical Thinking about Real-Life News? The Roles of Social Media News
Consumption and News Media literacy." Thinking Skills and Creativity 33 (2019): 100570.
https://doi.org/10.1016/j.tsc.2019.05.004.

Kushin, Matthew James, and Masahiro Yamamoto. "Did Social Media Really Matter? College
Students' Use of Online Media and Political Decision Making in The 2008 Election." Mass
Communication and Society 13, no. 5 (2010): 608-630.
https://www.taylorfrancis.com/chapters/edit/10.4324/9781315872650-8/social-media-r
eally-matter-college-students-use-online-media-political-decision-making-2008-election-
matthew-james-kushin-masahiro-yamamoto/.

DCDI Literature Review |  October 2022 securityandtechnology.org 61

https://www.technologyreview.com/2019/12/23/238190/video-games-national-crisis-addiction-south-korea/
https://www.technologyreview.com/2019/12/23/238190/video-games-national-crisis-addiction-south-korea/
https://edam.org.tr/wp-content/uploads/2019/12/Hostile-Influence-Emerging-Cognitive-Threats-in-Cyberspace-by-Baris-Kirdemir.pdf
https://edam.org.tr/wp-content/uploads/2019/12/Hostile-Influence-Emerging-Cognitive-Threats-in-Cyberspace-by-Baris-Kirdemir.pdf
https://edam.org.tr/wp-content/uploads/2019/12/Hostile-Influence-Emerging-Cognitive-Threats-in-Cyberspace-by-Baris-Kirdemir.pdf
https://doi.org/10.1080/10584609.2019.1661891
https://doi.org/10.1080/10584609.2019.1661891
https://venturebeat.com/2021/01/31/forget-user-experience-ai-must-focus-on-citizen-experience/
https://venturebeat.com/2021/01/31/forget-user-experience-ai-must-focus-on-citizen-experience/
https://venturebeat.com/2021/01/31/forget-user-experience-ai-must-focus-on-citizen-experience/
https://doi.org/10.31887/DCNS.2020.22.2/mkorte
https://doi.org/10.31887/DCNS.2020.22.2/mkorte
https://www.technologynetworks.com/neuroscience/articles/merging-with-machines-a-look-at-emerging-neuroscience-technologies-324859
https://www.technologynetworks.com/neuroscience/articles/merging-with-machines-a-look-at-emerging-neuroscience-technologies-324859
https://www.technologynetworks.com/neuroscience/articles/merging-with-machines-a-look-at-emerging-neuroscience-technologies-324859
https://doi.org/10.1177%2F1529100620946707
https://doi.org/10.1016/j.tsc.2019.05.004
https://doi.org/10.1016/j.tsc.2019.05.004
https://www.taylorfrancis.com/chapters/edit/10.4324/9781315872650-8/social-media-really-matter-college-students-use-online-media-political-decision-making-2008-election-matthew-james-kushin-masahiro-yamamoto/
https://www.taylorfrancis.com/chapters/edit/10.4324/9781315872650-8/social-media-really-matter-college-students-use-online-media-political-decision-making-2008-election-matthew-james-kushin-masahiro-yamamoto/
https://www.taylorfrancis.com/chapters/edit/10.4324/9781315872650-8/social-media-really-matter-college-students-use-online-media-political-decision-making-2008-election-matthew-james-kushin-masahiro-yamamoto/
https://www.taylorfrancis.com/chapters/edit/10.4324/9781315872650-8/social-media-really-matter-college-students-use-online-media-political-decision-making-2008-election-matthew-james-kushin-masahiro-yamamoto/
https://securityandtechnology.org/


Lamont, Tom. “Can We Escape from Information Overload?” The Economist, April 29, 2020,
https://www.economist.com/1843/2020/04/29/can-we-escape-from-information-overlo
ad.

Lane, Mira. “Responsible Innovation: The Next Wave of Design Thinking.” Medium, May 19, 2020,
  https://medium.com/microsoft-design/responsible-innovation-the-next-wave-of-design-t
hinking-86bc9e9a8ae8.

Levy, Ro'ee. "Social Media, News Consumption, and Polarization: Evidence from a Field
Experiment." American Economic Review 111, no. 3 (2021): 831-70.
https://www.aeaweb.org/articles?id=10.1257/aer.20191777.

Lewandowsky, Stephan, and Muhsin Yesilada. "Inoculating Against the Spread of Islamophobic
and Radical-Islamist Disinformation." Cognitive Research: Principles and Implications 6,
no. 1 (2021): 1-15. https://link.springer.com/article/10.1186/s41235-021-00323-z.

Lewandowsky, Stephan, Laura Smillie, David Garcia, Ralph Hertwig, Jim Weatherall, Stefanie
Egidy, Ronald E. Robertson et al. "Technology and Democracy: Understanding The
Influence of Online Technologies on Political Behaviour and Decision-Making."
Luxembourg: Publications Office of the European Union, 2020.
https://pure.mpg.de/rest/items/item_3277241/component/file_3277242/content.

Lin, Fuchun, Yan Zhou, Yasong Du, Lindi Qin, Zhimin Zhao, Jianrong Xu, and Hao Lei. "Abnormal
White Matter Integrity in Adolescents with Internet Addiction Disorder: A Tract-Based
Spatial Statistics Study." PloS One 7, no. 1 (2012): e30253.
https://doi.org/10.1371/journal.pone.0030253.

Lin, Fuchun, Yan Zhou, Yasong Du, Lindi Qin, Zhimin Zhao, Jianrong Xu, and Hao Lei. "Abnormal
White Matter Integrity in Adolescents with Internet Addiction Disorder: A Tract-Based
Spatial Statistics Study." PloS One 7, no. 1 (2012): e30253.
https://doi.org/10.1371/journal.pone.0030253.

Lindsay, D. Stephen, and Eryn J. Newman. "False Memories: What the Hell Are They For?"
Applied Cognitive Psychology 23 (2009): 1105-1121. https://doi.org/10.1002/acp.1613.

Liu, Linlin, Matthew KO Lee, Renjing Liu, and Jiawen Chen. "Trust Transfer in Social Media Brand
Communities: The Role of Consumer Engagement." International Journal of Information
Management 41 (2018): 1-13. https://doi.org/10.1016/j.ijinfomgt.2018.02.006/.

Loh, K. K., and R. Kanai. "How Has the Internet Reshaped Human Cognition?” The Neuroscientist
22 no. 5, (2016): 506-520. https://doi.org/10.1177%2F1073858415595005.

DCDI Literature Review |  October 2022 securityandtechnology.org 62

https://www.economist.com/1843/2020/04/29/can-we-escape-from-information-overload
https://www.economist.com/1843/2020/04/29/can-we-escape-from-information-overload
https://www.economist.com/1843/2020/04/29/can-we-escape-from-information-overload
https://medium.com/microsoft-design/responsible-innovation-the-next-wave-of-design-thinking-86bc9e9a8ae8
https://medium.com/microsoft-design/responsible-innovation-the-next-wave-of-design-thinking-86bc9e9a8ae8
https://www.aeaweb.org/articles?id=10.1257/aer.20191777
https://www.aeaweb.org/articles?id=10.1257/aer.20191777
https://link.springer.com/article/10.1186/s41235-021-00323-z
https://pure.mpg.de/rest/items/item_3277241/component/file_3277242/content
https://pure.mpg.de/rest/items/item_3277241/component/file_3277242/content
https://doi.org/10.1371/journal.pone.0030253
https://doi.org/10.1371/journal.pone.0030253
https://doi.org/10.1371/journal.pone.0030253
https://doi.org/10.1371/journal.pone.0030253
https://doi.org/10.1002/acp.1613
https://doi.org/10.1016/j.ijinfomgt.2018.02.006/
https://doi.org/10.1177%2F1073858415595005
https://securityandtechnology.org/


Long, Janet H., and Guo-Ming Chen. "The Impact of Internet Usage on Adolescent Self-Identity
Development.” China Media Research 3, no. 1 (2007): 99-109.
https://digitalcommons.uri.edu/com_facpubs/1/.

Lorenz-Spreen, Philipp, Stephan Lewandowsky, Cass R. Sunstein, and Ralph Hertwig. "How
Behavioural Sciences Can Promote Truth, Autonomy and Democratic Discourse Online."
Nature Human Behaviour 4, no. 11 (2020): 1102-1109.
https://doi.org/10.1038/s41562-020-0889-7.

Ma, Xiaofen, Yuren Qin, Zhuo Chen, and Hichang Cho. "Perceived Ephemerality, Privacy Calculus,
and The Privacy Settings of an Ephemeral Social Media Site." Computers in Human
Behavior 124 (2021): 106928. https://doi.org/10.1016/j.chb.2021.106928.

Makhortykh, Mykola, and Juan Manuel González Aguilar. "Memory, Politics and Emotions:
Internet Memes and Protests in Venezuela and Ukraine." Continuum 34, no. 3 (2020):
342-362. https://doi.org/10.1080/10304312.2020.1764782.

Makhortykh, Mykola, and Juan Manuel González Aguilar. "Memory, Politics and Emotions:
Internet Memes and Protests in Venezuela and Ukraine." Continuum 34, no. 3 (2020):
342-362. https://doi.org/10.1080/10304312.2020.1764782.

Manjoo, Farhad. "Even the Tech Elite Are Worrying About Tech Addiction." The New York Times,
February 9, 2018,
https://www.nytimes.com/interactive/2018/02/09/technology/the-addiction-wrought-by-
techies.html?mtrref=undefined&gwh=C7210BC2A9D361C186B85E7E3905BA38&gwt=p
ay&assetType=PAYWALL.

Martel, Cameron, Gordon Pennycook, and David G. Rand. "Reliance on Emotion Promotes Belief
in Fake News." Cognitive Research: Principles and Implications 5, no. 1 (2020): 1-20.
https://doi.org/10.1186/s41235-020-00252-3.

Martí, Louis, Francis Mollica, Steven Piantadosi, and Celeste Kidd. "Certainty Is Primarily
Determined by Past Performance During Concept Learning." Open Mind 2, no. 2 (2018):
47-60. https://doi.org/10.1162/opmi_a_00017.

Martins, Nuno RB, Amara Angelica, Krishnan Chakravarthy, Yuriy Svidinenko, Frank J. Boehm,
Ioan Opris, Mikhail A. Lebedev et al. "Human Brain/Cloud Interface." In Advances in
Clinical Immunology, Medical Microbiology, COVID-19, and Big Data, 485-538. Singapore:
Jenny Stanford Publishing, 2021.
https://www.frontiersin.org/articles/10.3389/fnins.2019.00112/full.

DCDI Literature Review |  October 2022 securityandtechnology.org 63

https://digitalcommons.uri.edu/com_facpubs/1/
https://digitalcommons.uri.edu/com_facpubs/1/
https://doi.org/10.1038/s41562-020-0889-7
https://doi.org/10.1038/s41562-020-0889-7
https://doi.org/10.1016/j.chb.2021.106928
https://doi.org/10.1080/10304312.2020.1764782
https://doi.org/10.1080/10304312.2020.1764782
https://www.nytimes.com/interactive/2018/02/09/technology/the-addiction-wrought-by-techies.html?mtrref=undefined&gwh=C7210BC2A9D361C186B85E7E3905BA38&gwt=pay&assetType=PAYWALL
https://www.nytimes.com/interactive/2018/02/09/technology/the-addiction-wrought-by-techies.html?mtrref=undefined&gwh=C7210BC2A9D361C186B85E7E3905BA38&gwt=pay&assetType=PAYWALL
https://www.nytimes.com/interactive/2018/02/09/technology/the-addiction-wrought-by-techies.html?mtrref=undefined&gwh=C7210BC2A9D361C186B85E7E3905BA38&gwt=pay&assetType=PAYWALL
https://www.nytimes.com/interactive/2018/02/09/technology/the-addiction-wrought-by-techies.html?mtrref=undefined&gwh=C7210BC2A9D361C186B85E7E3905BA38&gwt=pay&assetType=PAYWALL
https://doi.org/10.1186/s41235-020-00252-3
https://doi.org/10.1186/s41235-020-00252-3
https://doi.org/10.1162/opmi_a_00017
https://www.frontiersin.org/articles/10.3389/fnins.2019.00112/full
https://www.frontiersin.org/articles/10.3389/fnins.2019.00112/full
https://securityandtechnology.org/


Mason, Lucia, Angela Boldrin, and Nicola Ariasi. "Epistemic Metacognition in Context: Evaluating
and Learning Online Information." Metacognition and Learning 5, no. 1 (2010): 67-90.
https://link.springer.com/article/10.1007/s11409-009-9048-2.

Matthews, David. “Time is Running Out to Regulate Neurotechnology.” Science Business
December 9, 2021,
https://sciencebusiness.net/news/time-running-out-regulate-neurotechnology.

Melumad, Shiri, Rhonda Hadi, Christian Hildebrand, and Adrian F. Ward. "Technology-Augmented
Choice: How Digital Innovations Are Transforming Consumer Decision Processes."
Customer Needs and Solutions 7, no. 3 (2020): 90-101.
https://link.springer.com/article/10.1007/s40547-020-00107-4.

Michael, Robert B., Eryn J. Newman, Matti Vuorre, Geoff Cumming, and Maryanne Garry. "On the
(Non) Persuasive Power of a Brain Image." Psychonomic Bulletin & Review 20, no. 4
(2013): 720-725. https://link.springer.com/article/10.3758/s13423-013-0391-6.

Milla, Katherine A. "Crossing the Digital Divide: Metacognition for Learning in the Digital Age." In
Cases on Digital Learning and Teaching Transformations in Higher Education, 35-51.
Hershey: IGI Global, 2019.
https://www.igi-global.com/chapter/crossing-the-digital-divide/232536.

Miller, Katharine. "Democracy and the Digital Transformation of Our LIves." Human-Centered
Artificial Intelligence, February 2, 2021,
https://hai.stanford.edu/news/democracy-and-digital-transformation-our-lives.

Mitchell, Amy, Mark Jurkowitz, J. Baxter Oliphant, and Elisa Shearer. “Americans Who Mainly Get
Their News on Social Media Are Less Engaged, Less Knowledgeable.” Pew Research
Center, July 30, 2020,
https://www.pewresearch.org/journalism/2020/07/30/americans-who-mainly-get-their-n
ews-on-social-media-are-less-engaged-less-knowledgeable/.

Morford, Stacy. "Digital Devices and Technologies Can Enhance the Way We Learn and Work.
Your Smartphone Is Not Making You Dumber — Digital Tech Can Enhance Our Cognitive
Abilities." The Conversation, August 30, 2021,
https://theconversation.com/your-smartphone-is-not-making-you-dumber-digital-tech-ca
n-enhance-our-cognitive-abilities-164485.

Mosleh, Mohsen, Gordon Pennycook, Antonio A. Arechar, and David G. Rand. "Cognitive
Reflection Correlates with Behavior on Twitter." Nature Communications 12, no. 1 (2021):
1-10. https://doi.org/10.1038/s41467-020-20043-0.

DCDI Literature Review |  October 2022 securityandtechnology.org 64

https://link.springer.com/article/10.1007/s11409-009-9048-2
https://link.springer.com/article/10.1007/s11409-009-9048-2
https://sciencebusiness.net/news/time-running-out-regulate-neurotechnology
https://sciencebusiness.net/news/time-running-out-regulate-neurotechnology
https://link.springer.com/article/10.1007/s40547-020-00107-4
https://link.springer.com/article/10.1007/s40547-020-00107-4
https://link.springer.com/article/10.3758/s13423-013-0391-6
https://www.igi-global.com/chapter/crossing-the-digital-divide/232536
https://www.igi-global.com/chapter/crossing-the-digital-divide/232536
https://hai.stanford.edu/news/democracy-and-digital-transformation-our-lives
https://hai.stanford.edu/news/democracy-and-digital-transformation-our-lives
https://www.pewresearch.org/journalism/2020/07/30/americans-who-mainly-get-their-news-on-social-media-are-less-engaged-less-knowledgeable/
https://www.pewresearch.org/journalism/2020/07/30/americans-who-mainly-get-their-news-on-social-media-are-less-engaged-less-knowledgeable/
https://www.pewresearch.org/journalism/2020/07/30/americans-who-mainly-get-their-news-on-social-media-are-less-engaged-less-knowledgeable/
https://theconversation.com/your-smartphone-is-not-making-you-dumber-digital-tech-can-enhance-our-cognitive-abilities-164485
https://theconversation.com/your-smartphone-is-not-making-you-dumber-digital-tech-can-enhance-our-cognitive-abilities-164485
https://theconversation.com/your-smartphone-is-not-making-you-dumber-digital-tech-can-enhance-our-cognitive-abilities-164485
https://doi.org/10.1038/s41467-020-20043-0
https://securityandtechnology.org/


Mostafavi, Beata. “Gamified Childhood: Are Digital Devices Replacing Traditional Playtime?”
University of Michigan Health Lab, October 24, 2019,
https://labblog.uofmhealth.org/health-tech/gamified-childhood-are-digital-devices-replac
ing-traditional-playtime.

Musgrave, Paul. "Democracy Requires Trust. But Trump Is Making Us All into Conspiracy
Theorists." The Washington Post, March 7, 2017,
https://www.washingtonpost.com/posteverything/wp/2017/03/07/democracy-requires-t
rust-but-trump-is-making-us-all-into-conspiracy-theorists/.

Newman, Eryn J., and Elizabeth F. Loftus. "Updating Ebbinghaus on the Science of Memory."
Europe’s Journal of Psychology 8, no. 2 (2012): 209-216.
https://doi.org/10.5964/ejop.v8i2.453/.

Newman, Eryn J., Maryanne Garry, Christian Unkelbach, Daniel M. Bernstein, D. Stephen Lindsay,
and Robert A. Nash. "Truthiness and Falsiness of Trivia Claims Depend on Judgmental
Contexts." Journal of Experimental Psychology: Learning, Memory, and Cognition 41, no. 5
(2015): 1337. https://psycnet.apa.org/buy/2015-13956-001.

Newman, Eryn J., Maryanne Garry, Daniel M. Bernstein, Justin Kantner, and D. Stephen Lindsay.
"Nonprobative Photographs (or Words) Inflate Truthiness." Psychonomic Bulletin &
Review 19, no. 5 (2012): 969-974.
  https://link.springer.com/article/10.3758/s13423-012-0292-0.

Newman, Eryn J., Mevagh Sanson, Emily K. Miller, Adele Quigley-McBride, Jeffrey L. Foster,
Daniel M. Bernstein, and Maryanne Garry. "People with Easier to Pronounce Names
Promote Truthiness of Claims." PloS One 9, no. 2 (2014): e88671.
https://doi.org/10.1371/journal.pone.0088671.

Newman, Eryn J., Tanjeem Azad, D. Stephen Lindsay, and Maryanne Garry. "Evidence that Photos
Promote Rosiness for Claims about the Future." Memory & Cognition 46, no. 8 (2018):
1223-1233. https://link.springer.com/article/10.3758/s13421-016-0652-5.

Nisbett, Richard E. and Timothy DeCamp Wilson. “Telling More Than We Can Know: Verbal
Reports on Mental Processes.” Psychological Review 84, no. 3 (1977): 231-259.
https://psycnet.apa.org/doi/10.1037/0033-295X.84.3.231.

Norwich, Kenneth, and Paul J. Zak. “The Neuroscience in Building High Performance Trust
Cultures.” Chief Learning Officer, February 9, 2017,
https://www.chieflearningofficer.com/2017/02/09/neuroscience-building-trust-cultures/.

Noveck, Beth Simone. "Five Hacks for Digital Democracy." Nature 544, no. 7650 (2017): 287-289.
https://www.nature.com/articles/544287a.

DCDI Literature Review |  October 2022 securityandtechnology.org 65

https://labblog.uofmhealth.org/health-tech/gamified-childhood-are-digital-devices-replacing-traditional-playtime
https://labblog.uofmhealth.org/health-tech/gamified-childhood-are-digital-devices-replacing-traditional-playtime
https://labblog.uofmhealth.org/health-tech/gamified-childhood-are-digital-devices-replacing-traditional-playtime
https://www.washingtonpost.com/posteverything/wp/2017/03/07/democracy-requires-trust-but-trump-is-making-us-all-into-conspiracy-theorists/
https://www.washingtonpost.com/posteverything/wp/2017/03/07/democracy-requires-trust-but-trump-is-making-us-all-into-conspiracy-theorists/
https://www.washingtonpost.com/posteverything/wp/2017/03/07/democracy-requires-trust-but-trump-is-making-us-all-into-conspiracy-theorists/
https://doi.org/10.5964/ejop.v8i2.453/
https://doi.org/10.5964/ejop.v8i2.453/
https://psycnet.apa.org/buy/2015-13956-001
https://link.springer.com/article/10.3758/s13423-012-0292-0
https://doi.org/10.1371/journal.pone.0088671
https://doi.org/10.1371/journal.pone.0088671
https://link.springer.com/article/10.3758/s13421-016-0652-5
https://psycnet.apa.org/doi/10.1037/0033-295X.84.3.231
https://psycnet.apa.org/doi/10.1037/0033-295X.84.3.231
https://www.chieflearningofficer.com/2017/02/09/neuroscience-building-trust-cultures/
https://www.chieflearningofficer.com/2017/02/09/neuroscience-building-trust-cultures/
https://www.nature.com/articles/544287a
https://www.nature.com/articles/544287a
https://securityandtechnology.org/


O'Brien, Chris. "How Social Media and Gamification Fueled QAnon's 'Crowdsourced Cult.'"
Venture Beat, October 9, 2020,
https://venturebeat.com/2020/10/09/how-social-media-and-gamification-fueled-qanons
-crowdsourced-cult/.

Old, Rosalyn. "How Digital Tools Can Keep Democracy Thriving During Lockdown." The
Conversation, April 28, 2020,
https://theconversation.com/how-digital-tools-can-keep-democracy-thriving-during-lockd
own-136547.

Olson, Curtis A. "Focused Search and Retrieval: The Impact of Technology on Our Brains."
Journal of Continuing Education in the Health Professions 32, no. 1 (2012): 1-3.
https://doi.org/10.1002/chp.21117.

Ophir, Eyal, and Clifford Nass. “Cognitive Control in Media Multitaskers.” Proceedings of the
National Academy of Sciences 106, no. 37 (2009): 15583-15587.
https://doi.org/10.1073/pnas.0903620106.

Pak, Richard, Ericka Rovira, Anne Collins McLaughlin, and Natalee Baldwin. "Does the Domain of
Technology Impact User Trust? Investigating Trust in Automation across Different
Consumer-Oriented Domains in Young Adults, Military, and Older Adults." Theoretical
Issues in Ergonomics Science 18, no. 3 (2017): 199-220.
https://doi.org/10.1080/1463922X.2016.1175523.

Papacharissi, Zizi. Affective Publics: Sentiment, Technology, and Politics. Oxford: Oxford
University Press, 2015.
https://oxford.universitypressscholarship.com/view/10.1093/acprof:oso/978019999973
6.001.0001/acprof-9780199999736.

Park, Sora, Caroline Fisher, Terry Flew, and Uwe Dulleck. "Global Mistrust in News: The Impact of
Social Media on Trust." International Journal on Media Management 22, no. 2 (2020):
83-96. https://doi.org/10.1080/14241277.2020.1799794.

Pasquinelli, Elena. “Are Digital Devices Altering Our Brains?” Scientific American, September 11,
2018.
https://www.scientificamerican.com/article/are-digital-devices-altering-our-brains/.

Pava, Matthew. “Restoring Active Memory (RAM).” DARPA, accessed August 2022,
https://www.darpa.mil/program/restoring-active-memory.

Pava, Matthew. “Targeted Neuroplasticity Training (TNT).” DARPA, accessed August 2022,
https://www.darpa.mil/program/targeted-neuroplasticity-training.

DCDI Literature Review |  October 2022 securityandtechnology.org 66

https://venturebeat.com/2020/10/09/how-social-media-and-gamification-fueled-qanons-crowdsourced-cult/
https://venturebeat.com/2020/10/09/how-social-media-and-gamification-fueled-qanons-crowdsourced-cult/
https://venturebeat.com/2020/10/09/how-social-media-and-gamification-fueled-qanons-crowdsourced-cult/
https://theconversation.com/how-digital-tools-can-keep-democracy-thriving-during-lockdown-136547
https://theconversation.com/how-digital-tools-can-keep-democracy-thriving-during-lockdown-136547
https://theconversation.com/how-digital-tools-can-keep-democracy-thriving-during-lockdown-136547
https://doi.org/10.1002/chp.21117
https://doi.org/10.1002/chp.21117
https://doi.org/10.1073/pnas.0903620106
https://doi.org/10.1073/pnas.0903620106
https://doi.org/10.1080/1463922X.2016.1175523
https://doi.org/10.1080/1463922X.2016.1175523
https://oxford.universitypressscholarship.com/view/10.1093/acprof:oso/9780199999736.001.0001/acprof-9780199999736
https://oxford.universitypressscholarship.com/view/10.1093/acprof:oso/9780199999736.001.0001/acprof-9780199999736
https://oxford.universitypressscholarship.com/view/10.1093/acprof:oso/9780199999736.001.0001/acprof-9780199999736
https://doi.org/10.1080/14241277.2020.1799794
https://www.scientificamerican.com/article/are-digital-devices-altering-our-brains/
https://www.scientificamerican.com/article/are-digital-devices-altering-our-brains/
https://www.darpa.mil/program/restoring-active-memory
https://www.darpa.mil/program/restoring-active-memory
https://www.darpa.mil/program/targeted-neuroplasticity-training
https://www.darpa.mil/program/targeted-neuroplasticity-training
https://securityandtechnology.org/


Pehlivanoglu, Didem, Tian Lin, Farha Deceus, Amber Heemskerk, Natalie C. Ebner, and Brian S.
Cahill. "The Role of Analytical Reasoning and Source Credibility on The Evaluation of Real
and Fake Full-Length News Articles." Cognitive Research: Principles and Implications 6,
no. 1 (2021): 1-12. https://doi.org/10.1186/s41235-021-00292-3.

Penney, Joel. "Social Media and Symbolic Action: Exploring Participation in the Facebook Red
Equal Sign Profile Picture Campaign." Journal of Computer-Mediated Communication 20,
no. 1 (2015): 52-66. https://doi.org/10.1111/jcc4.12092.

Pennycook, Gordon, and David G. Rand. "Lazy, Not Biased: Susceptibility to Partisan Fake News
Is Better Explained by Lack of Reasoning Than by Motivated Reasoning." Cognition 188
(2019): 39-50. https://doi.org/10.1016/j.cognition.2018.06.011.

Pimmer, Christoph, Christoph Eisemann, and Magdalena Mateescu. "Fake News Resilience
through Online Games? Tentative Findings from a Randomized Controlled Trial in Higher
Education." In Proceedings of the 17th International Conference on Cognition and
Exploratory Learning in the Digital Age (CELDA 2020). Lisbon: IADIS Press, 2020.
https://www.researchgate.net/profile/Christoph-Pimmer/publication/343976604_Fake_n
ews_resilience_through_online_games_Tentative_findings_from_a_randomized_controlle
d_trial_in_higher_education/links/5f4b9000a6fdcc14c5e831d1/Fake-news-resilience-thr
ough-online-games-Tentative-findings-from-a-randomized-controlled-trial-in-higher-educa
tion.pdf.

Plencner, Alexander. "Critical Thinking and the Challenges of Internet." Communication Today 5,
no. 2 (2014): 4-19. https://www.ceeol.com/search/article-detail?id=73524.

Popper, Nathaniel. "Robinhood Has Lured Young Traders, Sometimes With Devastating Results."
The New York Times, July 8, 2020,
https://www.nytimes.com/2020/07/08/technology/robinhood-risky-trading.html?referrin
gSource=articleShare.

Power, Daniel J., and Gloria Phillips-Wren. "Impact of Social Media and Web 2.0 on
Decision-Making." Journal of Decision Systems 20, no. 3 (2011): 249-261.
https://doi.org/10.3166/jds.20.249-261.

Przepiorka, Aneta Małgorzata, Agata Blachnio, Barbara Miziak, and Stanisław Jerzy Czuczwar.
"Clinical Approaches to Treatment of Internet Addiction." Pharmacological Reports 66,
no. 2 (2014): 187-191. https://doi.org/10.1016/j.pharep.2013.10.001.

Purian, Ronit, Shuyuan Mary Ho, and Dov Te'Eni. "Resilience of Society to Recognize
Disinformation: Human and/or Machine Intelligence." In Proceedings of the UKAIS The
25th UK Academy for Information Systems International Conference, Oxford: UK Academy
for Information Systems, 2020. https://core.ac.uk/download/pdf/351022068.pdf.

DCDI Literature Review |  October 2022 securityandtechnology.org 67

https://doi.org/10.1186/s41235-021-00292-3
https://doi.org/10.1111/jcc4.12092
https://doi.org/10.1016/j.cognition.2018.06.011
https://www.researchgate.net/profile/Christoph-Pimmer/publication/343976604_Fake_news_resilience_through_online_games_Tentative_findings_from_a_randomized_controlled_trial_in_higher_education/links/5f4b9000a6fdcc14c5e831d1/Fake-news-resilience-through-online-games-Tentative-findings-from-a-randomized-controlled-trial-in-higher-education.pdf
https://www.researchgate.net/profile/Christoph-Pimmer/publication/343976604_Fake_news_resilience_through_online_games_Tentative_findings_from_a_randomized_controlled_trial_in_higher_education/links/5f4b9000a6fdcc14c5e831d1/Fake-news-resilience-through-online-games-Tentative-findings-from-a-randomized-controlled-trial-in-higher-education.pdf
https://www.researchgate.net/profile/Christoph-Pimmer/publication/343976604_Fake_news_resilience_through_online_games_Tentative_findings_from_a_randomized_controlled_trial_in_higher_education/links/5f4b9000a6fdcc14c5e831d1/Fake-news-resilience-through-online-games-Tentative-findings-from-a-randomized-controlled-trial-in-higher-education.pdf
https://www.researchgate.net/profile/Christoph-Pimmer/publication/343976604_Fake_news_resilience_through_online_games_Tentative_findings_from_a_randomized_controlled_trial_in_higher_education/links/5f4b9000a6fdcc14c5e831d1/Fake-news-resilience-through-online-games-Tentative-findings-from-a-randomized-controlled-trial-in-higher-education.pdf
https://www.researchgate.net/profile/Christoph-Pimmer/publication/343976604_Fake_news_resilience_through_online_games_Tentative_findings_from_a_randomized_controlled_trial_in_higher_education/links/5f4b9000a6fdcc14c5e831d1/Fake-news-resilience-through-online-games-Tentative-findings-from-a-randomized-controlled-trial-in-higher-education.pdf
https://www.researchgate.net/profile/Christoph-Pimmer/publication/343976604_Fake_news_resilience_through_online_games_Tentative_findings_from_a_randomized_controlled_trial_in_higher_education/links/5f4b9000a6fdcc14c5e831d1/Fake-news-resilience-through-online-games-Tentative-findings-from-a-randomized-controlled-trial-in-higher-education.pdf
https://www.ceeol.com/search/article-detail?id=73524
https://www.nytimes.com/2020/07/08/technology/robinhood-risky-trading.html?referringSource=articleShare
https://www.nytimes.com/2020/07/08/technology/robinhood-risky-trading.html?referringSource=articleShare
https://www.nytimes.com/2020/07/08/technology/robinhood-risky-trading.html?referringSource=articleShare
https://doi.org/10.3166/jds.20.249-261
https://doi.org/10.3166/jds.20.249-261
https://doi.org/10.1016/j.pharep.2013.10.001
https://core.ac.uk/download/pdf/351022068.pdf
https://securityandtechnology.org/


Rabb, Nathaniel, Philip M. Fernbach, and Steven A. Sloman. "Individual Representation in a
Community of Knowledge." Trends in Cognitive Sciences 23, no. 10 (2019): 891-902.
https://doi.org/10.1016/j.tics.2019.07.011.

Radesky, Jenny, Alison L. Miller, Katherine L. Rosenblum, Danielle Appugliese, Niko Kaciroti, and
Julie C. Lumeng. "Maternal Mobile Device Use During a Structured Parent–Child
Interaction Task." Academic Pediatrics 15, no. 2 (2015): 238-244.
https://doi.org/10.1016/j.acap.2014.10.001.

Rao, Rajesh PN, Andrea Stocco, Matthew Bryan, Devapratim Sarma, Tiffany M. Youngquist,
Joseph Wu, and Chantel S. Prat. "A Direct Brain-to-Brain Interface in Humans." PLOS One
9, no. 11 (2014): e111332. https://doi.org/10.1371/journal.pone.0111332.

Raskin, Jef. The Humane Interface: New Directions for Designing Interactive Systems. Boston:
Addison-Wesley Professional, 2000.

Rathje, Steve, Jay J. Van Bavel, and Sander Van Der Linden. "Out-Group Animosity Drives
Engagement on Social Media." Proceedings of the National Academy of Sciences 118, no.
26 (2021): e2024292118. https://doi.org/10.1073/pnas.2024292118.

Regalado, Antonio. "Brain Implants Could Be the Next Computer Mouse." MIT Technology
Review, October 27, 2021,
https://www.technologyreview.com/2021/10/27/1036821/brain-computer-interface-impl
ant-mouse/.

Repucci, Sarah. “Freedom in the World 2020.” Freedom House, February 2020,
https://freedomhouse.org/sites/default/files/2020-02/FIW_2020_REPORT_BOOKLET_Fi
nal.pdf.

Resnick, Brian, Julia Belluz, and Eliza Barclay. "Is Our Constant Use of Digital Technologies
Affecting Our Brain Health? We Asked 11 Experts." Vox, February 26, 2019,
https://www.vox.com/science-and-health/2018/11/28/18102745/cellphone-distraction-
brain-health-screens-kids.

Robinette, Paul, Wenchen Li, Robert Allen, Ayanna M. Howard, and Alan R. Wagner. "Overtrust of
Robots in Emergency Evacuation Scenarios." In 2016 11th ACM/IEEE International
Conference on human-Robot Interaction (HRI), 101-108. Christchurch: IEEE, 2016.
https://ieeexplore.ieee.org/abstract/document/7451740.

  Robson, David. "Why are People So Incredibly Gullible?" BCC Future, March 24, 2016,
https://www.bbc.com/future/article/20160323-why-are-people-so-incredibly-gullible.

DCDI Literature Review |  October 2022 securityandtechnology.org 68

https://doi.org/10.1016/j.tics.2019.07.011
https://doi.org/10.1016/j.tics.2019.07.011
https://doi.org/10.1016/j.acap.2014.10.001
https://doi.org/10.1016/j.acap.2014.10.001
https://doi.org/10.1371/journal.pone.0111332
https://doi.org/10.1073/pnas.2024292118
https://www.technologyreview.com/2021/10/27/1036821/brain-computer-interface-implant-mouse/
https://www.technologyreview.com/2021/10/27/1036821/brain-computer-interface-implant-mouse/
https://www.technologyreview.com/2021/10/27/1036821/brain-computer-interface-implant-mouse/
https://freedomhouse.org/sites/default/files/2020-02/FIW_2020_REPORT_BOOKLET_Final.pdf
https://freedomhouse.org/sites/default/files/2020-02/FIW_2020_REPORT_BOOKLET_Final.pdf
https://freedomhouse.org/sites/default/files/2020-02/FIW_2020_REPORT_BOOKLET_Final.pdf
https://www.vox.com/science-and-health/2018/11/28/18102745/cellphone-distraction-brain-health-screens-kids
https://www.vox.com/science-and-health/2018/11/28/18102745/cellphone-distraction-brain-health-screens-kids
https://www.vox.com/science-and-health/2018/11/28/18102745/cellphone-distraction-brain-health-screens-kids
https://ieeexplore.ieee.org/abstract/document/7451740
https://ieeexplore.ieee.org/abstract/document/7451740
https://www.bbc.com/future/article/20160323-why-are-people-so-incredibly-gullible
https://www.bbc.com/future/article/20160323-why-are-people-so-incredibly-gullible
https://securityandtechnology.org/


Roozenbeek, Jon, and Sander Van der Linden. "Fake News Game Confers Psychological
Resistance Against Online Misinformation." Palgrave Communications 5, no. 1 (2019):
1-10. https://www.nature.com/articles/s41599-019-0279-9.

Rosas, Omar V., and Javier Serrano-Puche. "News Media and The Emotional Public
Sphere—Introduction." International Journal of Communication 12 (2018): 9.
https://ijoc.org/index.php/ijoc/article/view/6785.

Rosenzweig, Leah R., Bence Bago, Adam J. Berinsky, and David G. Rand. "Happiness and
Surprise are Associated with Worse Truth Discernment of COVID-19 Headlines among
Social Media Users in Nigeria." Harvard Kennedy School Misinformation Review (2021).
https://misinforeview.hks.harvard.edu/article/happiness-and-surprise-are-associated-wit
h-worse-truth-discernment-of-covid-19-headlines-among-social-media-users-in-nigeria/.

Sabatini, Fabio, and Francesco Sarracino. "Online Social Networks and Trust." Social Indicators
Research 142, no. 1 (2019): 229-260.
https://link.springer.com/article/10.1007/s11205-018-1887-2.

Samuel, Sigal. "New Technologies Are Promising a Shortcut to Enlightenment." Vox, November 1,
2021,
https://www.vox.com/future-perfect/22727109/enlightenment-technology-neurofeedbac
k-brain-stimulation-psychedelics.

Sang-Hun, Chloe. "South Korea Expands Aid for Internet Addiction." The New York Times, May
28, 2010, https://www.nytimes.com/2010/05/29/world/asia/29game.html.

Savage, Neil. "How AI and Neuroscience Drive Each Other Forwards." Nature 571, no. 7766
(2019): S15-S15.
https://go.gale.com/ps/i.do?id=GALE%7CA594456957&sid=googleScholar&v=2.1&it=r&l
inkaccess=abs&issn=00280836&p=AONE&sw=w&userGroupName=anon%7E87b51af8.

Schmit, Todd. “Options for the U.S. to Wage Conflict in the Cognitive Domain.” Eunomia Journal,
June 22, 2020,
https://www-civilaffairsassoc-org.cdn.ampproject.org/c/s/www.civilaffairsassoc.org/a
mp/options-for-the-u-s-to-wage-conflict-in-the-cognitive-domain.

Scholz, Christin, Elisa C. Baek, Matthew Brook O’Donnell, Hyun Suk Kim, Joseph N. Cappella, and
Emily B. Falk. "A Neural Model of Valuation and Information Virality." Proceedings of the
National Academy of Sciences 114, no. 11 (2017): 2881-2886.
https://doi.org/10.1073/pnas.1615259114.

Schüll, Natasha D. "The Data-Based Self: Self-Quantification and the Data-Driven (Good) Life."
Social Research: An International Quarterly 86, no. 4 (2019): 909-930.

DCDI Literature Review |  October 2022 securityandtechnology.org 69

https://www.nature.com/articles/s41599-019-0279-9
https://ijoc.org/index.php/ijoc/article/view/6785
https://ijoc.org/index.php/ijoc/article/view/6785
https://misinforeview.hks.harvard.edu/article/happiness-and-surprise-are-associated-with-worse-truth-discernment-of-covid-19-headlines-among-social-media-users-in-nigeria/
https://misinforeview.hks.harvard.edu/article/happiness-and-surprise-are-associated-with-worse-truth-discernment-of-covid-19-headlines-among-social-media-users-in-nigeria/
https://misinforeview.hks.harvard.edu/article/happiness-and-surprise-are-associated-with-worse-truth-discernment-of-covid-19-headlines-among-social-media-users-in-nigeria/
https://link.springer.com/article/10.1007/s11205-018-1887-2
https://link.springer.com/article/10.1007/s11205-018-1887-2
https://www.vox.com/future-perfect/22727109/enlightenment-technology-neurofeedback-brain-stimulation-psychedelics
https://www.vox.com/future-perfect/22727109/enlightenment-technology-neurofeedback-brain-stimulation-psychedelics
https://www.vox.com/future-perfect/22727109/enlightenment-technology-neurofeedback-brain-stimulation-psychedelics
https://go.gale.com/ps/i.do?id=GALE%7CA594456957&sid=googleScholar&v=2.1&it=r&linkaccess=abs&issn=00280836&p=AONE&sw=w&userGroupName=anon%7E87b51af8
https://go.gale.com/ps/i.do?id=GALE%7CA594456957&sid=googleScholar&v=2.1&it=r&linkaccess=abs&issn=00280836&p=AONE&sw=w&userGroupName=anon%7E87b51af8
https://go.gale.com/ps/i.do?id=GALE%7CA594456957&sid=googleScholar&v=2.1&it=r&linkaccess=abs&issn=00280836&p=AONE&sw=w&userGroupName=anon%7E87b51af8
https://www-civilaffairsassoc-org.cdn.ampproject.org/c/s/www.civilaffairsassoc.org/amp/options-for-the-u-s-to-wage-conflict-in-the-cognitive-domain
https://www-civilaffairsassoc-org.cdn.ampproject.org/c/s/www.civilaffairsassoc.org/amp/options-for-the-u-s-to-wage-conflict-in-the-cognitive-domain
https://www-civilaffairsassoc-org.cdn.ampproject.org/c/s/www.civilaffairsassoc.org/amp/options-for-the-u-s-to-wage-conflict-in-the-cognitive-domain
https://doi.org/10.1073/pnas.1615259114
https://doi.org/10.1073/pnas.1615259114
https://securityandtechnology.org/


Schüll, Natasha Dow. "Digital Containment and Its Discontents." History and Anthropology 29, no.
1 (2018): 42-48. https://doi.org/10.1080/02757206.2017.1397654.

Schüll, Natasha. "Devices and Selves: From Self-Exit to Self-Fashioning." Digital Anthropology
(2021): 137-156.
https://www.taylorfrancis.com/chapters/edit/10.4324/9781003087885-10/devices-selv
es-natasha-sch%C3%BCll.

Schwarz, Norbert, and E. J. Newman. "How Does the Gut Know Truth." Psychological Science
Agenda 31, no. 8 (2017).
https://www.researchgate.net/profile/Norbert-Schwarz-3/publication/317543805_How_
does_the_gut_know_truth_The_psychology_of_truthiness/links/5bd287eb92851c6b278f
3772/How-does-the-gut-know-truth-The-psychology-of-truthiness.pdf.

Schwarz, Norbert, Eryn Newman, and William Leach. "Making the Truth Stick & the Myths Fade:
Lessons from Cognitive Psychology." Behavioral Science & Policy 2, no. 1 (2016): 85-95.
https://doi.org/10.1353/bsp.2016.0009.

Schwarzlose, Rebecca. “Op-Ed: Why We Should Worry about Big Tech’s Investment in New Brain
Technology.” Los Angeles Times, September 21, 2021,
https://www.latimes.com/opinion/story/2021-09-12/big-tech-dangerous-interest-brain-te
chnology-help.

Scott, Elfy. "Something As Simple As A Photo Can Trick You Into Believing Fake News." Buzzfeed
News, November 21, 2018,
https://www.buzzfeed.com/elfyscott/we-are-really-easily-fooled-by-fake-news-according-
to.

Seki, Tomokazu, Kei Hamazaki, Takashi Natori, and Hidekuni Inadera. "Relationship between
Internet Addiction and Depression among Japanese University Students." Journal of
Affective Disorders 256 (2019): 668-672. https://doi.org/10.1016/j.jad.2019.06.055.

Serrano-Puche, Javier. "Internet and Emotions: New Trends in an Emerging Field of Research."
Comunicar. Media Education Research Journal 24, no. 1 (2016).
https://www.scipedia.com/public/Serrano-Puche_2016a.

Sgueo, Gianluca. "Digital Democracy: Is the Future of Civic Engagement Online?” Strasbourg:
European Parliamentary Research Service, 2020.
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2020)646161.

Shin, Jieun, and Kjerstin Thorson. "Partisan Selective Sharing: The Biased Diffusion of
Fact-Checking Messages on Social Media." Journal of Communication 67, no. 2 (2017):
233-255. https://doi.org/10.1111/jcom.12284.

DCDI Literature Review |  October 2022 securityandtechnology.org 70

https://doi.org/10.1080/02757206.2017.1397654
https://www.taylorfrancis.com/chapters/edit/10.4324/9781003087885-10/devices-selves-natasha-sch%C3%BCll
https://www.taylorfrancis.com/chapters/edit/10.4324/9781003087885-10/devices-selves-natasha-sch%C3%BCll
https://www.taylorfrancis.com/chapters/edit/10.4324/9781003087885-10/devices-selves-natasha-sch%C3%BCll
https://www.researchgate.net/profile/Norbert-Schwarz-3/publication/317543805_How_does_the_gut_know_truth_The_psychology_of_truthiness/links/5bd287eb92851c6b278f3772/How-does-the-gut-know-truth-The-psychology-of-truthiness.pdf
https://www.researchgate.net/profile/Norbert-Schwarz-3/publication/317543805_How_does_the_gut_know_truth_The_psychology_of_truthiness/links/5bd287eb92851c6b278f3772/How-does-the-gut-know-truth-The-psychology-of-truthiness.pdf
https://www.researchgate.net/profile/Norbert-Schwarz-3/publication/317543805_How_does_the_gut_know_truth_The_psychology_of_truthiness/links/5bd287eb92851c6b278f3772/How-does-the-gut-know-truth-The-psychology-of-truthiness.pdf
https://www.researchgate.net/profile/Norbert-Schwarz-3/publication/317543805_How_does_the_gut_know_truth_The_psychology_of_truthiness/links/5bd287eb92851c6b278f3772/How-does-the-gut-know-truth-The-psychology-of-truthiness.pdf
https://doi.org/10.1353/bsp.2016.0009
https://doi.org/10.1353/bsp.2016.0009
https://www.latimes.com/opinion/story/2021-09-12/big-tech-dangerous-interest-brain-technology-help
https://www.latimes.com/opinion/story/2021-09-12/big-tech-dangerous-interest-brain-technology-help
https://www.latimes.com/opinion/story/2021-09-12/big-tech-dangerous-interest-brain-technology-help
https://www.buzzfeed.com/elfyscott/we-are-really-easily-fooled-by-fake-news-according-to
https://www.buzzfeed.com/elfyscott/we-are-really-easily-fooled-by-fake-news-according-to
https://www.buzzfeed.com/elfyscott/we-are-really-easily-fooled-by-fake-news-according-to
https://doi.org/10.1016/j.jad.2019.06.055
https://www.scipedia.com/public/Serrano-Puche_2016a
https://www.scipedia.com/public/Serrano-Puche_2016a
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2020)646161
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2020)646161
https://doi.org/10.1111/jcom.12284
https://securityandtechnology.org/


Shrivastava, Apoorva, Manoj Kumar Sharma, and Palaniappan Marimuthu. "Internet Addiction at
Workplace and Its Implication for Workers Lifestyle: Exploration from Southern India."
Asian Journal of Psychiatry 32 (2018): 151-155.
https://doi.org/10.1016/j.ajp.2017.11.014.

Silva, Rita R., Nina Chrobot, Eryn Newman, Norbert Schwarz, and Sascha Topolinski. "Make It
Short and Easy: Username Complexity Determines Trustworthiness above and beyond
Objective Reputation." Frontiers in Psychology 8 (2017): 2200.
https://www.frontiersin.org/articles/10.3389/fpsyg.2017.02200/full.

Silverblatt, Art. "Media Literacy and Critical Thinking." International Journal of Media and
Information Literacy 3, no. 2 (2018): 66-71.
https://cyberleninka.ru/article/n/media-literacy-and-critical-thinking.

Small, Gary W., Jooyeon Lee, Aaron Kaufman, Jason Jalil, Prabha Siddarth, Himaja Gaddipati,
Teena D. Moody, and Susan Y. Bookheimer. "Brain Health Consequences of Digital
Technology Use." Dialogues in Clinical Neuroscience 22, no. 2 (2022).
https://doi.org/10.31887/DCNS.2020.22.2/gsmall.

Smith, Briana M., Madison Thomasson, Yuxue Cher Yang, Catherine Sibert, and Andrea Stocco.
"When Fear Shrinks the Brain: A Computational Model of the Effects of Posttraumatic
Stress on Hippocampal Volume." Topics in Cognitive Science 13, no. 3 (2021): 499-514.
https://doi.org/10.1111/tops.12537.

Smith, Briana M., Madison Thomasson, Yuxue Cher Yang, Catherine Sibert, and Andrea Stocco.
"When Fear Shrinks the Brain: A Computational Model of the Effects of Posttraumatic
Stress on Hippocampal Volume." Topics in Cognitive Science 13, no. 3 (2021): 499-514.
https://doi.org/10.1111/tops.12537.

"South Korean Internet Addiction Camp: What is Life Like There?" BBC Newsround, July 8, 2019,
https://www.bbc.co.uk/newsround/48855182.

Sparrow, Betsy, Jenny Liu, and Daniel M. Wegner. "Google Effects on Memory: Cognitive
Consequences of Having Information at Our Fingertips." Science 333, no. 6043 (2011):
776-778. https://www.science.org/doi/10.1126/science.1207745.

Stewart, Katherine J. "Trust Transfer on the World Wide Web." Organization Science 14, no. 1
(2003): 5-17. https://doi.org/10.1287/orsc.14.1.5.12810.

Stieglitz, Stefan, and Linh Dang-Xuan. "Emotions and Information Diffusion in Social
Media—Sentiment of Microblogs and Sharing Behavior." Journal of Management
Information Systems 29, no. 4 (2013): 217-248.
https://doi.org/10.2753/MIS0742-1222290408.

DCDI Literature Review |  October 2022 securityandtechnology.org 71

https://doi.org/10.1016/j.ajp.2017.11.014
https://doi.org/10.1016/j.ajp.2017.11.014
https://www.frontiersin.org/articles/10.3389/fpsyg.2017.02200/full
https://www.frontiersin.org/articles/10.3389/fpsyg.2017.02200/full
https://cyberleninka.ru/article/n/media-literacy-and-critical-thinking
https://cyberleninka.ru/article/n/media-literacy-and-critical-thinking
https://doi.org/10.31887/DCNS.2020.22.2/gsmall
https://doi.org/10.31887/DCNS.2020.22.2/gsmall
https://doi.org/10.1111/tops.12537
https://doi.org/10.1111/tops.12537
https://doi.org/10.1111/tops.12537
https://doi.org/10.1111/tops.12537
https://www.bbc.co.uk/newsround/48855182
https://www.bbc.co.uk/newsround/48855182
https://www.science.org/doi/10.1126/science.1207745
https://doi.org/10.1287/orsc.14.1.5.12810
https://doi.org/10.2753/MIS0742-1222290408
https://doi.org/10.2753/MIS0742-1222290408
https://securityandtechnology.org/


Stocco, Andrea, Chantel S. Prat, and Lauren K. Graham. "Individual Differences in Reward‐Based
Learning Predict Fluid Reasoning Abilities." Cognitive Science 45, no. 2 (2021): e12941.
https://doi.org/10.1111/cogs.12941.

Stocco, Andrea, Chantel S. Prat, Darby M. Losey, Jeneva A. Cronin, Joseph Wu, Justin A.
Abernethy, and Rajesh P.N. Rao. "Playing 20 Questions with the Mind: Collaborative
Problem Solving by Humans Using a Brain-To-Brain Interface." PloS One 10, no. 9 (2015):
e0137303. https://doi.org/10.1371/journal.pone.0137303.

Strawhacker, A., D. Portelance, M. Lee, and M. U. Bers. "Designing Tools for Developing Minds:
The Role of Child Development in Educational Technology." In Proceedings of the 14th
International Conference on Interaction Design and Children. Medford: Tufts University
Developmental Technologies Research Group, 2015.
https://sites.tufts.edu/devtech/files/2018/02/devtech-position-idc2015.pdf.

Stroud, Natalie-Jomini, Emily Thorson, and Dannagal Young. "Making Sense of Information and
Judging its Credibility." In Understanding and Addressing the Disinformation Ecosystem,
45-50. Philadelphia: Annenberg School for Communication, First Draft, Knight
Foundation, 2017.
https://firstdraftnews.org/wp-content/uploads/2018/03/The-Disinformation-Ecosystem-
20180207-v3.pdf.

Sullivan, Michael. "Hooked on The Internet, South Korean Teens Go Into Digital Detox." NPR,
August 13, 2019,
https://www.npr.org/2019/08/13/748299817/hooked-on-the-Internet-south-korean-teen
s-go-into-digital-detox.

Swant, Marty. “Senator Kirsten Gillibrand Introduces Bill To Create A Data Protection Agency.”
Forbes, February 14, 2020,
https://www.forbes.com/sites/martyswant/2020/02/14/us-sen-gillibrand-introduces-bill-
to-create-a-data-privacy-agency/?sh=13f9874953c6.

Swire, Briony, Adam J. Berinsky, Stephan Lewandowsky, and Ullrich KH Ecker. "Processing
Political Misinformation: Comprehending the Trump Phenomenon." Royal Society Open
Science 4, no. 3 (2017): 160802. https://doi.org/10.1098/rsos.160802.

Swisher, Kara. "A Suicide, an App and a Time for a Reckoning." The New York Times, June 25,
2020, https://www.nytimes.com/2020/06/25/opinion/robinhood-suicide-trading.html.

Taddicken, Monika, and Laura Wolff. "‘Fake News’ in Science Communication: Emotions and
Strategies of Coping with Dissonance Online." Media and Communication 8, no. 1 (2020):
206-217. https://www.cogitatiopress.com/mediaandcommunication/article/view/2495.

DCDI Literature Review |  October 2022 securityandtechnology.org 72

https://doi.org/10.1111/cogs.12941
https://doi.org/10.1111/cogs.12941
https://doi.org/10.1371/journal.pone.0137303
https://sites.tufts.edu/devtech/files/2018/02/devtech-position-idc2015.pdf
https://sites.tufts.edu/devtech/files/2018/02/devtech-position-idc2015.pdf
https://firstdraftnews.org/wp-content/uploads/2018/03/The-Disinformation-Ecosystem-20180207-v3.pdf
https://firstdraftnews.org/wp-content/uploads/2018/03/The-Disinformation-Ecosystem-20180207-v3.pdf
https://firstdraftnews.org/wp-content/uploads/2018/03/The-Disinformation-Ecosystem-20180207-v3.pdf
https://www.npr.org/2019/08/13/748299817/hooked-on-the-internet-south-korean-teens-go-into-digital-detox
https://www.npr.org/2019/08/13/748299817/hooked-on-the-internet-south-korean-teens-go-into-digital-detox
https://www.npr.org/2019/08/13/748299817/hooked-on-the-internet-south-korean-teens-go-into-digital-detox
https://www.forbes.com/sites/martyswant/2020/02/14/us-sen-gillibrand-introduces-bill-to-create-a-data-privacy-agency/?sh=13f9874953c6
https://www.forbes.com/sites/martyswant/2020/02/14/us-sen-gillibrand-introduces-bill-to-create-a-data-privacy-agency/?sh=13f9874953c6
https://www.forbes.com/sites/martyswant/2020/02/14/us-sen-gillibrand-introduces-bill-to-create-a-data-privacy-agency/?sh=13f9874953c6
https://doi.org/10.1098/rsos.160802
https://www.nytimes.com/2020/06/25/opinion/robinhood-suicide-trading.html
https://www.cogitatiopress.com/mediaandcommunication/article/view/2495
https://securityandtechnology.org/


Tamir, Diana I., Emma M. Templeton, Adrian F. Ward, and Jamil Zaki. "Media Usage Diminishes
Memory for Experiences." Journal of Experimental Social Psychology 76 (2018): 161-168.
https://doi.org/10.1016/j.jesp.2018.01.006.

Tamir, Diana, and Adrian F. Ward. “Old Desires, New Media,” in The Psychology of Desire,
Hofmann, Wilhelm, and Loran F. Nordgren, eds. New York: Guilford Publications, 2015.
http://www.dianatamir.com/Tamir-MediaDesires.pdf.

Tappin, Ben M., Gordon Pennycook, and David G. Rand. "Rethinking the Link between Cognitive
Sophistication and Politically Motivated Reasoning." Journal of Experimental Psychology:
General (2020). https://doi.org/10.1037/xge0000974.

Teo, Alan R., Michael D. Fetters, Kyle Stufflebam, Masaru Tateno, Yatan Balhara, Tae Young Choi,
Shigenobu Kanba, Carol A. Mathews, and Takahiro A. Kato. "Identification of the
Hikikomori Syndrome of Social Withdrawal: Psychosocial Features and Treatment
Preferences in Four Countries." International Journal of Social Psychiatry 61, no. 1 (2015):
64-72. https://doi.org/10.1177%2F0020764014535758.

Theocharis, Yannis, Ana Cardenal, Soyeon Jin, Toril Aalberg, David Nicolas Hopmann, Jesper
Strömbäck, Laia Castro et al. "Does the Platform Matter? Social Media and COVID-19
Conspiracy Theory Beliefs in 17 Countries." New Media & Society (2021):
14614448211045666. https://doi.org/10.1177%2F14614448211045666.

“Time Flies: US Adults Now Spend Nearly Half a Day Interacting with Media.” Nielsen, July 2018,
https://www.nielsen.com/us/en/insights/article/2018/time-flies-us-adults-now-spend-ne
arly-half-a-day-interacting-with-media/.

Toubiana, Madeline, and Charlene Zietsma. "The Message Is on The Wall? Emotions, Social
Media and The Dynamics of Institutional Complexity." Academy of Management Journal
60, no. 3 (2017): 922-953. https://doi.org/10.5465/amj.2014.0208.

Tsukayama, Hayley. "This Dark Side of the Internet Is Costing Young People Their Jobs and
Social Lives." The Washington Post, May 20, 2016,
https://www.washingtonpost.com/business/economy/for-many-young-americans-comp
ulsive-Internet-use-is-a-very-very-real-struggle/2016/05/20/be637a24-130d-11e6-8967-7
ac733c56f12_story.html.

Tuarez, Jaimar. "How are Neuroscience and Technology Interrelated?" NeuroTray, October 25,
2020, https://neurotray.com/how-are-neuroscience-and-technology-interrelated/.

Turel, Ofir, Alexander Serenko, and Nick Bontis. "Family and Work-Related Consequences of
Addiction to Organizational Pervasive Technologies." Information & Management 48, no.
2-3 (2011): 88-95. https://doi.org/10.1016/j.im.2011.01.004.

DCDI Literature Review |  October 2022 securityandtechnology.org 73

https://doi.org/10.1016/j.jesp.2018.01.006
https://doi.org/10.1016/j.jesp.2018.01.006
http://www.dianatamir.com/Tamir-MediaDesires.pdf
http://www.dianatamir.com/Tamir-MediaDesires.pdf
https://doi.org/10.1037/xge0000974
https://doi.org/10.1177%2F0020764014535758
https://doi.org/10.1177%2F14614448211045666
https://www.nielsen.com/us/en/insights/article/2018/time-flies-us-adults-now-spend-nearly-half-a-day-interacting-with-media/
https://www.nielsen.com/us/en/insights/article/2018/time-flies-us-adults-now-spend-nearly-half-a-day-interacting-with-media/
https://www.nielsen.com/us/en/insights/article/2018/time-flies-us-adults-now-spend-nearly-half-a-day-interacting-with-media/
https://doi.org/10.5465/amj.2014.0208
https://www.washingtonpost.com/business/economy/for-many-young-americans-compulsive-internet-use-is-a-very-very-real-struggle/2016/05/20/be637a24-130d-11e6-8967-7ac733c56f12_story.html
https://www.washingtonpost.com/business/economy/for-many-young-americans-compulsive-internet-use-is-a-very-very-real-struggle/2016/05/20/be637a24-130d-11e6-8967-7ac733c56f12_story.html
https://www.washingtonpost.com/business/economy/for-many-young-americans-compulsive-internet-use-is-a-very-very-real-struggle/2016/05/20/be637a24-130d-11e6-8967-7ac733c56f12_story.html
https://www.washingtonpost.com/business/economy/for-many-young-americans-compulsive-internet-use-is-a-very-very-real-struggle/2016/05/20/be637a24-130d-11e6-8967-7ac733c56f12_story.html
https://neurotray.com/how-are-neuroscience-and-technology-interrelated/
https://doi.org/10.1016/j.im.2011.01.004
https://securityandtechnology.org/


University of Georgia. "People May Trust Computers More Than Humans: New Research Shows
That People Are More Likely to Rely on Algorithms." ScienceDaily, April 13, 2021.
www.sciencedaily.com/releases/2021/04/210413114040.htm.

Valentino, Nicholas A., Ted Brader, Eric W. Groenendyk, Krysha Gregorowicz, and Vincent L.
Hutchings. "Election Night’s Alright for Fighting: The Role of Emotions in Political
Participation." The Journal of Politics 73, no. 1 (2011): 156-170.
https://www.journals.uchicago.edu/doi/abs/10.1017/S0022381610000939.

Valentino, Nicholas A., Vincent L. Hutchings, Antoine J. Banks, and Anne K. Davis. "Is A Worried
Citizen A Good Citizen? Emotions, Political Information Seeking, and Learning Via the
Internet." Political Psychology 29, no. 2 (2008): 247-273.
https://doi.org/10.1111/j.1467-9221.2008.00625.x.

Van Bavel, Jay J., and Andrea Pereira. "The Partisan Brain: An Identity-Based Model of Political
Belief." Trends in Cognitive Sciences 22, no. 3 (2018): 213-224.
https://doi.org/10.1016/j.tics.2018.01.004.

Van Bavel, Jay J., Elizabeth A. Harris, Philip Pärnamets, Steve Rathje, Kimberly C. Doell, and
Joshua A. Tucker. "Political Psychology in the Digital (Mis) Information Age: A Model of
News Belief and Sharing." Social Issues and Policy Review 15, no. 1 (2021): 84-113.
https://doi.org/10.1111/sipr.12077.

Van Bavel, Jay J., Steve Rathje, Elizabeth Harris, Claire Robertson, and Anni Sternisko. "How
Social Media Shapes Polarization." Trends in Cognitive Sciences 25, no. 11 (2021):
913-916. https://doi.org/10.1016/j.tics.2021.07.013.

van der Linden, Sander, Jon Roozenbeek, Rakoen Maertens, Melisa Basol, Ondřej Kácha, Steve
Rathje, and Cecilie Steenbuch Traberg. "How Can Psychological Science Help Counter
the Spread of Fake news?” The Spanish Journal of Psychology, 24 (2021).
https://doi.org/10.1017/SJP.2021.23.

Vavreck, Lynn. "A Superhero Power for Our Time: How to Handle The Truth." The New York
Times, June 20, 2017,
https://www.nytimes.com/2017/06/20/upshot/a-superhero-power-for-our-time-how-to-h
andle-the-truth.html?_r=0.

Vogels, Emily A. "Millennials Stand Out for Their Technology Use, but Older Generations Also
Embrace Digital Life." Pew Research Center, September 9, 2019,
https://www.pewresearch.org/fact-tank/2019/09/09/us-generations-technology-use/.

DCDI Literature Review |  October 2022 securityandtechnology.org 74

http://www.sciencedaily.com/releases/2021/04/210413114040.htm
http://www.sciencedaily.com/releases/2021/04/210413114040.htm
https://www.journals.uchicago.edu/doi/abs/10.1017/S0022381610000939
https://www.journals.uchicago.edu/doi/abs/10.1017/S0022381610000939
https://doi.org/10.1111/j.1467-9221.2008.00625.x
https://doi.org/10.1111/j.1467-9221.2008.00625.x
https://doi.org/10.1016/j.tics.2018.01.004
https://doi.org/10.1016/j.tics.2018.01.004
https://doi.org/10.1111/sipr.12077
https://doi.org/10.1111/sipr.12077
https://doi.org/10.1016/j.tics.2021.07.013
https://doi.org/10.1017/SJP.2021.23
https://doi.org/10.1017/SJP.2021.23
https://www.nytimes.com/2017/06/20/upshot/a-superhero-power-for-our-time-how-to-handle-the-truth.html?_r=0
https://www.nytimes.com/2017/06/20/upshot/a-superhero-power-for-our-time-how-to-handle-the-truth.html?_r=0
https://www.nytimes.com/2017/06/20/upshot/a-superhero-power-for-our-time-how-to-handle-the-truth.html?_r=0
https://www.pewresearch.org/fact-tank/2019/09/09/us-generations-technology-use/
https://www.pewresearch.org/fact-tank/2019/09/09/us-generations-technology-use/
https://securityandtechnology.org/


von Behr, Ines, Anais Reding, Charlie Edwards, and Luke Gribbon. “Radicalisation in the Digital
Era: The Use of the Internet in 15 Cases of Terrorism and Extremism.” Santa Monica:
RAND Corporation, 2013. https://www.rand.org/pubs/research_reports/RR453.html.

Walsh, Colleen. "Are Google and Smartphones Degrading Our Memories?" The Harvard Gazette,
October 21, 2021,
https://news.harvard.edu/gazette/story/2021/10/are-google-and-smartphones-degradin
g-our-memories/.

Waltzman, Rand. “The Weaponization of Information: The Need for Cognitive Security.” RAND,
2017, https://www.rand.org/pubs/testimonies/CT473.html.

Ward, Adrian F. "People mistake the Internet’s knowledge for their own." Proceedings of the
National Academy of Sciences 118, no. 43 (2021).
https://doi.org/10.1073/pnas.2105061118.

Ward, Adrian F. "Supernormal: How the Internet is Changing Our Memories and Our Minds."
Psychological Inquiry 24, no. 4 (2013): 341-348.
https://doi.org/10.1080/1047840X.2013.850148.

Ward, Adrian F., Kristen Duke, Ayelet Gneezy, and Maarten W. Bos. "Brain Drain: The Mere
Presence of One’s Own Smartphone Reduces Available Cognitive Capacity." Journal of
the Association for Consumer Research 2, no. 2 (2017): 140-154.
https://www.journals.uchicago.edu/doi/full/10.1086/691462.

Ward, Stephen J.A. ""Digital Reliance": Public Confidence in Media in a Digital Era." Georgetown
Journal of International Affairs 18, no. 3 (2017): 3-10.
https://doi.org/10.1353/gia.2017.0031.

Warzel, Charlie. “Is QAnon the Most Dangerous Conspiracy Theory of the 21st Century?” New
York Times, August 4, 2020,
https://www.nytimes.com/2020/08/04/opinion/qanon-conspiracy-theory-arg.html.

Wegner, Daniel M., and Adrian F. Ward. "How Google is Changing Your Brain." Scientific American
309, no. 6 (2013): 58-61. https://www.jstor.org/stable/26018230.

“‘Who Shared It?’: How Americans Decide What News to Trust on Social Media.” American Press
Institute, 2017,
https://www.americanpressinstitute.org/publications/reports/survey-research/trust-soci
al-media/.

DCDI Literature Review |  October 2022 securityandtechnology.org 75

https://www.rand.org/pubs/research_reports/RR453.html
https://news.harvard.edu/gazette/story/2021/10/are-google-and-smartphones-degrading-our-memories/
https://news.harvard.edu/gazette/story/2021/10/are-google-and-smartphones-degrading-our-memories/
https://news.harvard.edu/gazette/story/2021/10/are-google-and-smartphones-degrading-our-memories/
https://www.rand.org/pubs/testimonies/CT473.html
https://doi.org/10.1073/pnas.2105061118
https://doi.org/10.1073/pnas.2105061118
https://doi.org/10.1080/1047840X.2013.850148
https://doi.org/10.1080/1047840X.2013.850148
https://www.journals.uchicago.edu/doi/full/10.1086/691462
https://www.journals.uchicago.edu/doi/full/10.1086/691462
https://doi.org/10.1353/gia.2017.0031
https://doi.org/10.1353/gia.2017.0031
https://www.nytimes.com/2020/08/04/opinion/qanon-conspiracy-theory-arg.html
https://www.nytimes.com/2020/08/04/opinion/qanon-conspiracy-theory-arg.html
https://www.jstor.org/stable/26018230
https://www.americanpressinstitute.org/publications/reports/survey-research/trust-social-media/
https://www.americanpressinstitute.org/publications/reports/survey-research/trust-social-media/
https://www.americanpressinstitute.org/publications/reports/survey-research/trust-social-media/
https://securityandtechnology.org/


Winkler, Alexander, Beate Dörsing, Winfried Rief, Yuhui Shen, and Julia A. Glombiewski.
"Treatment of Internet Addiction: A Meta-Analysis." Clinical Psychology Review 33, no. 2
(2013): 317-329. https://doi.org/10.1016/j.cpr.2012.12.005.

Wolpert, Stuart. "Is Technology Producing a Decline in Critical Thinking and Analysis." UCLA
Newsroom 27 (2009).
https://newsroom.ucla.edu/releases/is-technology-producing-a-decline-79127.

Wolters, Heather, Kasey Stricklin, Neil Carey, and Megan K. McBride. "U) The Psychology of (Dis)
information: A Primer on Key Psychological Mechanisms." CNA, September 27, 2021,
https://www.cna.org/archive/CNA_Files/pdf/the%20psychology-of-(dis)information-a-pri
mer-on-key-psychological-mechanisms.pdf.

Wolters, Heather, Kasey Stricklin, Neil Carey, and Megan K. McBride. "U) The Psychology of (Dis)
information: A Primer on Key Psychological Mechanisms." The Center for Naval Analyses,
September 27, 2021,
https://www.cna.org/archive/CNA_Files/pdf/the%20psychology-of-(dis)information-a-pri
mer-on-key-psychological-mechanisms.pdf.

Yesilada, Muhsin, and Stephan Lewandowsky. "A Systematic Review: The YouTube
Recommender System and Pathways to Problematic Content." PsyArXiv, 2021,
https://psyarxiv.com/6pv5c/.

Young, Kimberly S. "Cognitive Behavior Therapy with Internet Addicts: Treatment Outcomes and
Implications." Cyberpsychology & Behavior 10, no. 5 (2007): 671-679.
https://doi.org/10.1089/cpb.2007.9971.

Zak, Paul J. “The Neuroscience of Trust.” Harvard Business Review, January-February 2017,
https://hbr.org/2017/01/the-neuroscience-of-trust.

Zak, Paul J. “The Neuroscience of Trust.” Harvard Business Review, January-February 2017,
https://hbr.org/2017/01/the-neuroscience-of-trust.

Zeitchik, Steven. "What Will the World Look Like When You Can Be Whoever You Want in The
Metaverse?" The Washington Post, November 5, 2021,
https://www.washingtonpost.com/technology/2021/11/05/metarverse-future-innovatio
ns-proteus-effect/.

Zhang, Lynn, Eryn J. Newman, and Norbert Schwarz. "When Photos Backfire: Truthiness and
Falsiness Effects in Comparative Judgments." Journal of Experimental Social Psychology
92 (2021): 104054. https://doi.org/10.1016/j.jesp.2020.104054/.

DCDI Literature Review |  October 2022 securityandtechnology.org 76

https://doi.org/10.1016/j.cpr.2012.12.005
https://newsroom.ucla.edu/releases/is-technology-producing-a-decline-79127
https://newsroom.ucla.edu/releases/is-technology-producing-a-decline-79127
https://www.cna.org/archive/CNA_Files/pdf/the%20psychology-of-(dis)information-a-primer-on-key-psychological-mechanisms.pdf
https://www.cna.org/archive/CNA_Files/pdf/the%20psychology-of-(dis)information-a-primer-on-key-psychological-mechanisms.pdf
https://www.cna.org/archive/CNA_Files/pdf/the%20psychology-of-(dis)information-a-primer-on-key-psychological-mechanisms.pdf
https://www.cna.org/archive/CNA_Files/pdf/the%20psychology-of-(dis)information-a-primer-on-key-psychological-mechanisms.pdf
https://www.cna.org/archive/CNA_Files/pdf/the%20psychology-of-(dis)information-a-primer-on-key-psychological-mechanisms.pdf
https://www.cna.org/archive/CNA_Files/pdf/the%20psychology-of-(dis)information-a-primer-on-key-psychological-mechanisms.pdf
https://psyarxiv.com/6pv5c/
https://psyarxiv.com/6pv5c/
https://doi.org/10.1089/cpb.2007.9971
https://doi.org/10.1089/cpb.2007.9971
https://hbr.org/2017/01/the-neuroscience-of-trust
https://hbr.org/2017/01/the-neuroscience-of-trust
https://hbr.org/2017/01/the-neuroscience-of-trust
https://hbr.org/2017/01/the-neuroscience-of-trust
https://www.washingtonpost.com/technology/2021/11/05/metarverse-future-innovations-proteus-effect/
https://www.washingtonpost.com/technology/2021/11/05/metarverse-future-innovations-proteus-effect/
https://www.washingtonpost.com/technology/2021/11/05/metarverse-future-innovations-proteus-effect/
https://doi.org/10.1016/j.jesp.2020.104054/
https://securityandtechnology.org/


Zhang, Xueyao, Juan Cao, Xirong Li, Qiang Sheng, Lei Zhong, and Kai Shu. "Mining Dual Emotion
for Fake News Detection." In Proceedings of the Web Conference, 3465-3476. New York:
Association for Computing Machinery, 2021. https://doi.org/10.1145/3442381.3450004.

Ziegler, David A., Jyoti Mishra, and Adam Gazzaley. "The Acute and Chronic Impact of
Technology on Our Brain." The Wiley Handbook of Psychology, Technology, and Society
(2015): 3-19.
https://medien.ubitweb.de/pdfzentrale/978/111/877/Leseprobe_l_9781118772027.pdf.

Zollo, Fabiana, Petra Kralj Novak, Michela Del Vicario, Alessandro Bessi, Igor Mozetič, Antonio
Scala, Guido Caldarelli, and Walter Quattrociocchi. "Emotional Dynamics in The Age of
Misinformation." PloS One 10, no. 9 (2015): e0138740.
https://doi.org/10.1371/journal.pone.0138740.

DCDI Literature Review |  October 2022 securityandtechnology.org 77

https://doi.org/10.1145/3442381.3450004
https://medien.ubitweb.de/pdfzentrale/978/111/877/Leseprobe_l_9781118772027.pdf
https://medien.ubitweb.de/pdfzentrale/978/111/877/Leseprobe_l_9781118772027.pdf
https://doi.org/10.1371/journal.pone.0138740
https://doi.org/10.1371/journal.pone.0138740
https://securityandtechnology.org/

