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I. INTRODUCTION

In this essay, Carol Ann Jones concludes: “Denying a country use of their nuclear combat forces
could be the key to avoiding or limiting damage from a pending strike, but it could trigger
unexpected actions from that country’s nuclear forces (assuming the weapons and launch
capability were not damaged) and political leaders, its allies, and the international stage. The
target country may perceive the Counter NC3 as hostile and formulate conventional and nuclear
responses. This would be destabilizing and could open the door to escalation. Complexity
increases when Counter NC3 operations are conducted concurrent with operations against the
nuclear forces and leadership; and whether it is a bilateral or multilateral conflict.”

Carol Ann Jones supports management, oversight, and investment strategy of Department of
Defense National Leadership Command Capability by analyzing policy and laws for consistency
and authoring new or updated Presidential and Secretary of Defense policy when required;
monitoring and evaluating the readiness effectiveness; and influencing the Department of
Defense requirements, acquisition, and budget process. Through her position as chair of the NC3
Issues Working Group (NC3IWG), she provides leadership and guidance on NC3 roadmaps and
architectures; identifies, analyzes, and staffs potential or reported issues; and advocates
recommendations through appropriate forums to inform Senior Leader decisions. She leads
multiple cross-community working groups to develop validated requirements, comprehensive
assessments, and successful planning, programming, and budgeting in specific areas such as Low
Frequency/Very Low Frequency communications, NC3 System High altitude Electromagnetic
Pulse, the National and NC3 cryptographic modernization, and other complex projects.
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Summary

There are currently eight nations with a declared nuclear weapon capability. While the majority
of press, diplomatic, and technical discussions on deterrence focus on warheads and delivery
vehicles, the associated nuclear command, control, and communications (NC3) system is the part
of the nuclear architecture that will ensure the decision maker is able to effectively employ the
weapons. This paper will review terms (e.g., C2, C3, NC2, NC3, Counter NC3) to ensure com-
mon understanding; introduce the nuclear command, control, and stability framework (2007 by
James Conley') with the 2015 updates by the Virginia Tech Applied Research Corporation’;
collect open source NC3 System information on the eight declared nuclear nations to fill in the
framework; describe Counter NC3 activities; and introduce a few alternate NC3 approaches that
may contribute to nuclear stability.

Introduction

The Defense Science Board, an advisory body for the Secretary of Defense and other senior
Department of Defense (DoD) officials, provided a report in 2016 to aid the incoming
Presidential Administration in addressing pressing national security issues and opportunities.
They noted that deterring nuclear war is arguably the highest priority for the DoD and two of
their seven defense priorities include weapons of mass destruction and nuclear war. They
concluded that “nuclear” still matters, nuclear is in a class of its own, and nuclear cannot be
wished away. The nuclear threshold may decrease owing to the stated doctrine and weapons
developments of some states, e.g., “escalate to de-escalate,” and the introduction of new technol-
ogy. However, the DoD’s nuclear knowledge base had atrophied and needed to re-established.’
General Martin Dempsey (US Army, Retired & former Chairman of the Joint Chiefs of Staff)
agreed in his 2016 comments that the United States has lost the feel for deterrence with state
actors due to the decades long gap since it actually had to deter state actors. He noted that today
there is no Cold War balance of power, and the United States owns most of the advantages.
However, the question is whether a country such as Russia would take some of the capabilities
they’re developing asymmetrically—space, subsea, cruise missiles—and apply them against a
country to try to, in their view, escalate to deescalate (and “win”). General Dempsey did
comment that this country is regaining the feel for deterrence.”

There are currently eight nations with a declared nuclear weapon capability. Each has a unique
motivation, concept of use, and architecture that should be included in any discussions on
nuclear deterrence. While the majority of press, diplomatic, and technical discussions focus on
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* General Martin Dempsey, former chairman of the Joint Chiefs of Staff. Interviewed by Peter Feaver, professor of
political science and public policy, April 11, 2016, in Durham.
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warheads and delivery vehicles, it is the associated nuclear command, control, and
communications (NC3) system that ensures the decision maker is able to effectively employ the
weapons. As a critical part of the architecture, the NC3 system is part of the deterrence calculus.
This paper will review terms (e.g., C2, C3, NC2, NC3, Counter NC3) to ensure common
understanding; introduce the nuclear command, control, and stability framework (2007 by James
Conley) with the 2015 updates by the Virginia Tech Applied Research Corporation; describe
open source NC3 System information on the eight declared nuclear nations to fill in the
framework; describe Counter NC3 activities; and introduce a few alternate NC3 approaches that
may contribute to nuclear stability.

1: Terms

The general term command and control, sometimes shortened to C2, is the exercise of authority
and direction by a properly designated commander over assigned and attached forces in the
accomplishment of the mission.” Command, control, and communications (C3) resources
provide seamless base-level and worldwide communication networks for voice, data, and
imagery traffic of sufficient quality, reliability, and flexibility to ensure responsive support to
U.S. forces.’

Applying the general to the specific mission area, nuclear command and control (NC2) is the
exercise of authority and direction, through established command lines, over nuclear weapon
operations. NC2 is supported by a survivable network of communications and warning systems
(Nuclear C3, NC3) that ensure dedicated connectivity from the President to all nuclear-capable
forces.’” The United States 2018 Nuclear Posture Review describes an NC3 system that provides
control of U.S. nuclear forces at all times, even under the enormous stress of a nuclear attack;
assures the integrity of transmitted information; and possesses the resiliency and survivability
necessary to reliably overcome the effects of nuclear attack. During peacetime and crisis, the
NC3 system performs five crucial functions: detection, warning, and attack characterization;
adaptive nuclear planning; decision-making conferencing; receiving Presidential orders; and
enabling the management and direction of forces.®

In many ways nuclear operations are similar to other military operations, but they differ in a few
ways. First, since the final authority for nuclear operations is often limited to one person (e.g.,
the President) or a very small group of people, NC2 and NC3 are generally designed with
shorter, more responsive linkages between early warning and assessment, high level decisions,
and direction to nuclear forces. Second, NC2 and NC3 are required to operate in all threat and
crisis scenarios and, therefore, are designed to high standards of precision and resilience.
Additionally, the negative aspects of C2/C3 are more pronounced—the NC2/NC3 must preclude
nuclear operations when not authorized and also ensure nuclear operations can be terminated.
This is often referred to as the “Always-Never” challenge of designing and developing an NC2
system. It requires a balance between ensuring nuclear weapons are always employed when
properly authorized and never employed in the absence of proper authorization. The system
should enable day-to-day readiness of the nuclear mission as well as actual weapon
employment.’

> (Staff, 2018)
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Although dated, the DoD Directive on the U.S. Nuclear Command and Control System Support
Staff'® contains a definition of nuclear command and control that includes all three roles of the
President as the nuclear decision authority. The obvious role is Commander in Chief through
established command lines over nuclear weapons operations of military forces. There are two
additional roles as Chief Executive over all government activities that support nuclear operations
(e.g., the warhead production and support from the Department of Energy; legal review on use of
nuclear weapons by the Department of Justice; and arms control treaties negotiated by the
Department of State) and Head of State over required multinational actions that support nuclear
operations (e.g., the alliances, discussions, and diplomatic signaling). The NC3 System should
facilitate all roles involved in the nuclear state’s decision making.

Counter C3 measures aim to deny adversary commanders and other decision makers the ability
to command and control their forces effectively.'' Counter NC3 would occur when an adversary
attacks the specific NC3 facilities, platforms, networks, and systems that affect the decision
maker’s effective direction of nuclear forces.

2: Updated Nuclear Command, Control, and Stability Framework
To facilitate discussion on the role of NC2 within strategic stability, Jerome Conley mapped out
a quad chart with positive and negative controls, with each having both procedural (plans,
doctrine, training) and technical controls (equipment-based). For example, Negative Procedural
Controls include the two-person rule for launch initiation or the separation of the warhead and
the delivery vehicle. Negative Technical Controls include mechanical and electronic locks.
Examples of Positive Procedural Controls include launch authority delegation and the initiation
of bomber airborne alert. Positive Technical Controls include hardened communications and
mobile command posts.'” Table 1 shows the framework.

Table 1: Framework

Negative Controls Positive Controls

Procedural Controls

Technical Controls

Conley’s analysis identified that new and emerging nuclear states rely on Procedural measures
due to limited expertise and financial resources. He also noted that while the framework may
appear to identify a bias toward use or non-use of nuclear weapons, this is not an absolute
predictor. Additional factors could be the personnel proficiency, equipment status, and the
potentially chaotic transition from day-to-day to a crisis scenario.

In 2015, the Virginia Tech Applied Research Corporation (VT-ARC) acknowledged that
Conley’s framework provided a simple way to describe the often overlooked NC2 in broader
nuclear discussions. While it can be effective in describing a country’s nuclear capabilities, it is
not an efficient tool for assessing nuclear stability dynamics between countries. The simplicity
that is initially appealing to provide context may also overlook key NC2 system details (such as
whether or how a state modifies its controls in a transition to crisis) or fail to appropriately
weight controls. This team noted that terminology is not consistent between the operational and
policy communities in the United States, nor on the international stage. They proposed
definitions for key terms under the headings of C2, bias, policies, influences, and nuclear

10 (Defense)
" (Farlex, n.d.)
12 (Conley, 2007)




infrastructure. Further fine-tuning includes bias scales for use/non-use and procedures/-
technology and a representation of the state’s bias with stability dynamics where specific
influences (e.g., internal, external, international, political, policies, crises, and innovation) could
pull the NC2."

Annex A, Declared Nuclear Nations Frameworks, contains a high-level overview of the eight
declared nuclear countries. Limited resources (time and funding) constrained the depth of this
research, and it was not possible to completely discern all quadrants for each country. While the
cultures and history of each country play a significant part of their military approach, this
dimension is not included. Additionally, a comprehensive understanding of the country’s nuclear
operations can only be achieved at a classified level. Further, the framework is a great help in
describing the command and control, but it is unable to predict general or specific reactions.

The Conley and VT-ARC framework provides valuable context to include the C2 perspective
when discussing a state’s nuclear attitude, approach to deterrence, and possible nuclear actions.
Some additional categories may help provide insights, including the funding stability of the
entire nuclear program (appropriate sustainment, modernization, and/or growth); end-to-end
NC3 (warning, conferencing, planning, and the credible communication paths with other nuclear
nations in addition to the direction to nuclear forces); readiness status of equipment; personnel
proficiency; inclusion of non-strategic nuclear forces; vulnerability to asymmetric threats (e.g.,
cyber, supply chain, special operations); and the number and mix of delivery systems. Where
possible, intelligence collection is also a valuable source of additional information on nuclear
nation capabilities and intentions.

3: Potential Counter NC3

Based on this high-level survey in Annex A, the nuclear states with a potential positive bias to
use nuclear weapons are Russia due to its doctrine, rhetoric, and nuclear force modernization and
North Korea due to its rhetoric. To a lesser degree, but worth mentioning, are India (potentially
moving away from No First Use) and France (potentially using nuclear retaliation against state
sponsors of terrorism). Other countries appear to maintain nuclear weapons in the name of
deterrence, follow-on options, and self-defense. Several have broadened their intentions to
consider nuclear weapons beyond responding to a nuclear attack. For example, the United States
identified extreme circumstances for their nuclear use to include non-nuclear strategic attacks
and attacks on command and control.

This backdrop provides context to discuss Counter C3 operations in the nuclear environment.
Denying a country use of their nuclear combat forces could be the key to avoiding or limiting
damage from a pending strike, but it could trigger unexpected actions from that country’s nuclear
forces (assuming the weapons and launch capability were not damaged) and political leaders, its
allies, and the international stage. Complexity increases when Counter NC3 operations are
conducted concurrent with operations against the nuclear forces and leadership; and whether it is
a bilateral or multilateral conflict.

There are several Counter NC3 approaches—electronic attack (EA, including both jamming and
spoofing); physical damage/destruction (anti-satellite; nuclear destruction including
Electromagnetic Pulse, undersea cable cuts, special operations); and cyber operations. They
could impose temporary or permanent effects.

Table 2 below identifies the roles of a country’s nuclear decision maker, affiliated NC3 support,
possible Counter NC3 activities, and questions to be considered with Counter NC3. The three

3 (Virginia Tech Applied Research Corporation, 2015, pp. 12-26)




distinct roles identified in Section 1 are called out individually, with a cross-cutting category of
the leader or National Command Authority. Targets include the decision maker and
communications, which include infrastructure, facilities, and links (radio frequency, terrestrial).
Methods include power interruptions, position/navigation/timing (PNT) spoofing,
electromagnetic pulse, jamming, and cyber. For a simple example, if a country wanted to deny
effective direction of nuclear forces, operations could be planned against the PNT sources—the
desired nuclear result would be inaccurate targeting from launch/destination coordinates and
communications glitches. In this Counter NC3 operation, planning should evaluate collateral
damage to conventional military and civil use of the PNT source. The target country may
perceive the Counter NC3 as hostile and formulate conventional and nuclear responses. This
would be destabilizing and could open the door to escalation.

There are many considerations identified above that must be addressed to determine the
probability of achieving the desired effect to be gained by Counter NC3. Even in an overtly
declared nuclear conflict, a nation’s NC3 is part of the system enabling nuclear safety and
security. It is not difficult to identify circumstances where Counter NC3 could complicate or
even provoke a nuclear situation. Even when clear policy exists, the unique stresses associated
with weapons may lead to behavior inconsistent with that policy. Countries considering Counter
NC3 need to understand the target country’s culture, history, rationale for nuclear weapons,
durability of its nuclear command and control framework, relationship between nuclear and
conventional military operations, and possible response options to begin calculating the military
and political ramifications.




Table 2: Counter NC3 and Considerations

Role NC3 Counter NC3 Considerations
Office - Eliminate leader - Is there an orderly order of
- Damage day-to-day and | succession?
emergency - How does it change the
facilities/communications | regime?
Leader or . . .
X - Domestic and international
National
Command laws
. Facilities & support | - National infrastructure - Is there collateral damage
Authority

(power; internet;
communications; and
positioning, navigation,
timing)

to non-nuclear operations
(conventional military, civil)

Commander in
Chief

- Early warning
radars & satellites

- Processing centers
- Mobile command
posts

- Planning systems
- Conferencing
systems

- Force management
(status)

- Force direction

Anti-satellite (ASAT)

Electronic attack
(jamming, spoofing)

Electromagnetic pulse
Cyber
Physical destruction

(facilities, relays,
undersea cables)

- Does nation have ability to
determine source of Counter
NC3?

- Do they consider this a
hostile act?

- How stable is nation - could
this cause irrational
behavior?

- Are resilient
communications available?

- Can nuclear execution
orders be terminated?

- Will this cause
generation/increased
defense condition?

- How does this affect
conventional forces or
conventional C3?

- Does it put nuclear weapon
security at risk?

Chief Executive

- Connectivity to
diplomatic corps

- Warhead
infrastructure

- Homeland Security
- Department of
Justice

- Does this cause instability
within country?

- Any impact on nuclear
operations (e.g., warheads)?
- If homeland is threatened,
does this justify use of
nuclear weapons?

Head of State

Communications
with other countries

- Is there a secure way to
negotiate/communicate with
allies, adversaries, other
countries?




4: Alternatives to Counter NC3

Counter NC3 activities may be military imperatives in an effort to deter nuclear strikes. In this
circumstance, they should initially focus on thoroughly disabling the portion of the command
and control associated with mating weapons and delivery vehicles. If that had already happened,
or in the case of underway nuclear weapon-equipped submarines, targeting the conferencing and
force direction portions could prevent the reception of launch orders.

As noted above, Counter NC3 activities may destabilize safe and secure nuclear operations. If
the end state is to deter unstable nuclear operations or deter a growing positive bias to use
nuclear weapons, there are some “Pro NC3” (rather than Counter NC3) activities that could
improve understanding and might advance cooperation between nuclear states. Frank Rose,
Senior Fellow in Security and Strategy, made recommendations in his testimony to the U.S.
House of Representatives in 2018 on the importance of cohesive and effective alliances, bilateral
stability dialogues, broader international discussions about strategic stability, and developing
norms of behavior.'* Nuclear allies and alliances could include hosting modernized NC3
equipment, like early warning radars or relay stations, in support of worldwide connectivity and
ensuring alliances had secure and survivable networks for nuclear consultation and
communications. Including Pro NC3 topics within bilateral nuclear stability dialogues could
enhance the deterrence of nuclear use by increasing the high-level understanding of each
country’s framework for safe and secure nuclear operations. This could reduce the risk of
miscalculations, promote stability, and ensure appropriate investment in NC3. Countries with a
bias toward using nuclear weapons may resist discussions on weapons or warheads, but may
perceive bilateral NC3 discussions to be less threatening. Broader international discussions about
NC3 can bring the nuclear countries to the table. These discussions could include undeclared
countries and those considering the development of nuclear operations. These discussions could
include the development of NC3 norms of behavior or, simply put, a minimum set of responsible
NC3 capabilities that support safe and secure nuclear operations. One example would be
highlighting the need for secure and survivable Head of State communications to facilitate
negotiation and discussion between and among nuclear country leaders. Another could be the
concept of an “NC3 Hedge” in lieu of improving weapons, meaning an increase in the
throughput, speed, and dependability over the minimum perceived capability. The goal of an
NC3 Hedge would be to increase confidence in existing weapon execution, reduce weapon
investments, and prevent net increases in world-wide nuclear capabilities.

Conclusion

This paper reviewed terms (e.g., C2, C3, NC2, NC3, Counter NC3) to ensure common
understanding; introduced the nuclear command, control, and stability framework (2007 by
James Conley) with the 2015 updates by the Virginia Tech Applied Research Corporation; filled
in the framework on the eight declared nuclear nations with open source information; described
considerations to Counter NC3 including those that could be destabilizing; and introduced a few
alternate approaches to improve NC3 stability between nuclear countries.

It identified concerns that Counter NC3 activities could create a destabilizing environment for
declared nuclear countries. Additional research on framework details, technical details of
Counter C3 activities, and in-depth Counter NC3 war gaming may add depth to this topic.

(Rose, 2018)™




Excursions on general war gaming that include nuclear operations, NC3, and Counter NC3 and
potential non-state nuclear actors would also contribute to nuclear deterrence discussions.

Annex A:
Declared Nuclear Nations Frameworks
Table 3: United States™ °

Negative Controls Positive Controls

Procedural Controls - Would only consider employment of
nuclear weapons in extreme
circumstances to defend vital
interests of the United States, its
allies, and partners. Extreme
circumstances could include
significant non-nuclear strategic
attacks. Significant non-nuclear
strategic attacks include, but are not
limited to, attacks on the U.S., allied,
or partner civilian population or
infrastructure, and attacks on U.S. or
allied nuclear forces, their command
and control, or warning and attack
assessment capabilities

- Two-person rule

- Restricted access to launch codes

- Separation of warheads & vehicles
(bombers)

Technical Controls - Communication systems:
Frequency diversity,
Jam/interference resistance,
Hardened

- Sea-based delivery vehicles
(plus land and manned bomber)

Although the 2018 statements are generally consistent with a bias against using nuclear weapons,
the United States has identified some specific “extreme” circumstances beyond a nuclear attack
where they will consider using nuclear weapons. It is also the policy of the United States to
retain some ambiguity regarding the precise circumstances that might lead to a U.S. nuclear
response.

> (Nuclear Posture Review, 2018)
16 (Matters)




Table 4: China'’

Negative Controls Positive Controls
Procedural Controls No first use policy (at any time under
any circumstances)
Technical Controls Sea-based delivery vehicles;

road mobile; silo-based
Intention to develop nuclear
capable bomber

China is focusing on conventional forces, with interest in conventional superiority in the Western
Pacific. They are estimated to have 270 nuclear warheads. China is concerned about the U.S.
missile defense and is deploying Multiple Independently targetable Re-entry Vehicles on some
of its silo-based missiles.

Table 5: United Kingdom*®

Negative Controls Positive Controls

Procedural Controls Launch Authority = Prime Minister
Two-person rule
Restricted access to launch codes

Technical Controls Only sea-based

Table 6: Russia®™ 2° %

Negative Controls Positive Controls

Procedural Controls Two-person rule Escalate to nuclear
Higher headquarters ability to
remotely disable unauthorized use
(Conley)

Technical Controls 11 operational
nuclear-powered ballistic
missile submarines (SSBNs),
total of ~600 warheads

Triad of delivery vehicles

7 (Rose, 2018)

% (Conley, 2007)

% (Payne, 2017)

%% (Norris H. M., 2017)
*! (Rose, 2018)




Russia has several strategic challenges such as demographic issues and China. They are
modernizing all its nuclear forces including road mobile and multiple independent re-entry
vehicles, new ballistic missile submarines, modern bombers, and a new nuclear-armed cruise
missile. The focus appears to be ensuring Russian nuclear forces can penetrate any U.S. missile
defense system. On several occasions, Russian officials have publicly threatened to use nuclear
weapons against U.S. allies. Thus, Russia appears to be biasing toward the potential use of all
military capability, including nuclear weapons, in “overturning the current post-Cold War
settlement and restoring Russia’s power position.”

Table 7: India?* 2 %

Negative Controls Positive Controls

Procedural Controls No first use doctrine

Civilian control of nuclear weapons
(Prime Minister or designated
successor)

Separation of warheads/delivery
vehicles

Warhead components disassembled
Two-person rule

Technical Controls Permissive action links Survivable communications
Hardened command bunkers
Land and aircraft launch
vehicles (developing sea surface
and submarine delivery
systems)

Michael Tkacik states that India is engaged in both a qualitative and quantitative build-up of
nuclear weapons and this is slowly pushing India away from No First Use doctrine.

*% (Kumar, 2006)
> (Ahmed, 2011)
** (Tkacik, 2017)




Table 8: Pakistan®

Negative Controls

Positive Controls

Procedural Controls

3-tiered structure to direct nukes
(National Command Authority

headed by Prime Minister, Strategic
Plans Division, and Strategic Forces

Commands)
No first use
2- and 3-person controls

strengthened export control laws,

improved personnel security, and
international nuclear
security cooperation programs

Technical Controls

Possible hard and deeply buried
storage and launch facilities,
Road-mobile missiles

Deploying air defenses around
strategic sites, and concealment
measures.

Possible development of sea-
based delivery vehicle

Table 9: France®®

Negative Controls

Positive Controls

Procedural Controls

Objective of nuclear forces is
deterring major power threats

- State sponsors of terrorism are
at risk of nuclear retaliation if
they harm France’s vital
interests

- Hold adversary “capacity to
act” at risk e.g., Electro-
magnetic pulse damage to
electronics, but not people

- Discriminate and controllable
nuclear options (1 or 2
warheads, lower yields)

Technical Controls

Sea-based

%> (Nikitin, 2016)
*® (Yost, 2006)




Table 10: North Korea®’

Negative Controls

Positive Controls

Procedural Controls

Contradictory information in
public domain

Technical Controls

Detonated 6 nuclear devices,
but uncertainty on
operationalizing warhead with
ballistic missile

Developing sea-launched
ballistic missile

%7 (Norris H. M., 2018)
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