
~~~ LockBit 3.0 the world's fastest and most stable ransomware from 2019~~~

>>>>> Your data is stolen and encrypted.

If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that once your data appears 
on our leak site, it could be bought by your competitors at any second, so don't hesitate for a long time. The sooner you 
pay the ransom, the sooner your company will be safe.

>>>>> What guarantee is there that we won't cheat you? 

We are the oldest ransomware affiliate program on the planet, nothing is more important than our reputation. We are not a 
politically motivated group and we want nothing more than money. If you pay, we will provide you with decryption software 
and destroy the stolen data. After you pay the ransom, you will quickly make even more money. Treat this situation simply as 
a paid training for your system administrators, because it is due to your corporate network not being properly configured 
that we were able to attack you. Our pentest services should be paid just like you pay the salaries of your system adminis-
trators. Get over it and pay for it. If we don't give you a decryptor or delete your data after you pay, no one will pay us 
in the future. You can get more information about us on Ilon Musk's Twitter https://twitter.com/hashtag/lockbit?f=live

>>>>> You need to contact us and decrypt one file for free on TOR darknet sites with your personal ID

Download and install Tor Browser https://www.torproject.org/

Write to the chat room and wait for an answer, we'll guarantee a response from you. If you need a unique ID for correspon-
dence with us that no one will know about, tell it in the chat, we will generate a secret chat for you and give you his ID 
via private one-time memos service, no one can find out this ID but you. Sometimes you will have to wait some time for our 
reply, this is because we have a lot of work and we attack hundreds of companies around the world.

>>>>> Warning! Do not delete or modify encrypted files, it will lead to problems with decryption of files!

>>>>> Don't go to the police or the FBI for help and don't tell anyone that we attacked you. 

They won't help and will only make things worse for you. In 3 years not a single member of our group has been caught by the 
police, we are top notch hackers and we never leave a trail of crime. The police will try to prohibit you from paying the 
ransom in any way. The first thing they will tell you is that there is no guarantee to decrypt your files and remove stolen 
files, this is not true, we can do a test decryption before paying and your data will be guaranteed to be removed because 
it is a matter of our reputation, we make hundreds of millions of dollars and are not going to lose our revenue because of 
your files. It is very beneficial for the police and FBI to let everyone on the planet know about your data leak because 
then your state will get the fines budgeted for you due to GDPR and other similar laws. The fines will be used to fund the 
police and the FBI, they will eat more sweet coffee donuts and get fatter and fatter. The police and the FBI don't care what 
losses you suffer as a result of our attack, and we will help you get rid of all your problems for a modest sum of money. 
Along with this you should know that it is not necessarily your company that has to pay the ransom and not necessarily from 
your bank account, it can be done by an unidentified person, such as any philanthropist who loves your company, for example, 
Elon Musk, so the police will not do anything to you if someone pays the ransom for you. If you're worried that someone will 
trace your bank transfers, you can easily buy cryptocurrency for cash, thus leaving no digital trail that someone from your 
company paid our ransom. The police and FBI will not be able to stop lawsuits from your customers for leaking personal and 
private information. The police and FBI will not protect you from repeated attacks. Paying the ransom to us is much cheaper 
and more profitable than paying fines and legal fees.

>>>>> What are the dangers of leaking your company's data.

First of all, you will receive fines from the government such as the GDRP and many others, you can be sued by customers of 
your firm for leaking information that was confidential. Your leaked data will be used by all the hackers on the planet for 
various unpleasant things. For example, social engineering, your employees' personal data can be used to re-infiltrate your 
company. Bank details and passports can be used to create bank accounts and online wallets through which criminal money 
will be laundered. On another vacation trip, you will have to explain to the FBI where you got millions of dollars worth of 
stolen cryptocurrency transferred through your accounts on cryptocurrency exchanges. Your personal information could be used 
to make loans or buy appliances. You would later have to prove in court that it wasn't you who took out the loan and pay off 
someone else's loan. Your competitors may use the stolen information to steal technology or to improve their processes, your 
working methods, suppliers, investors, sponsors, employees, it will all be in the public domain. You won't be happy if your 
competitors lure your employees to other firms offering better wages, will you? Your competitors will use your information 
against you. For example, look for tax violations in the financial documents or any other violations, so you have to close 
your firm. According to statistics, two thirds of small and medium-sized companies close within half a year after a data 
breach. You will have to find and fix the vulnerabilities in your network, work with the customers affected by data leaks. 
All of these are very costly procedures that can exceed the cost of a ransomware buyout by a factor of hundreds. It's much 
easier, cheaper and faster to pay us the ransom. Well and most importantly, you will suffer a reputational loss, you have 
been building your company for many years, and now your reputation will be destroyed.

Read more about the GDRP legislation:: https://en.wikipedia.org/wiki/General_Data_Protection_Regulation

>>>>> Don't go to recovery companies, they are essentially just middlemen who will make money off you and cheat you. 

We are well aware of cases where recovery companies tell you that the ransom price is 5 million dollars, but in fact they 
secretly negotiate with us for 1 million dollars, so they earn 4 million dollars from you. If you approached us directly 
without intermediaries you would pay 5 times less, that is 1 million dollars.

>>>> Very important! For those who have cyber insurance against ransomware attacks.

Insurance companies require you to keep your insurance information secret, this is to never pay the maximum amount specified 
in the contract or to pay nothing at all, disrupting negotiations. The insurance company will try to derail negotiations in 
any way they can so that they can later argue that you will be denied coverage because your insurance does not cover the 
ransom amount. For example your company is insured for 10 million dollars, while negotiating with your insurance agent about 
the ransom he will offer us the lowest possible amount, for example 100 thousand dollars, we will refuse the paltry amount 
and ask for example the amount of 15 million dollars, the insurance agent will never offer us the top threshold of your 
insurance of 10 million dollars. He will do anything to derail negotiations and refuse to pay us out completely and leave 
you alone with your problem. If you told us anonymously that your company was insured for $10 million and other important 
details regarding insurance coverage, we would not demand more than $10 million in correspondence with the insurance agent. 
That way you would have avoided a leak and decrypted your information. But since the sneaky insurance agent purposely ne-
gotiates so as not to pay for the insurance claim, only the insurance company wins in this situation. To avoid all this and 
get the money on the insurance, be sure to inform us anonymously about the availability and terms of insurance coverage, it 
benefits both you and us, but it does not benefit the insurance company. Poor multimillionaire insurers will not starve and 
will not become poorer from the payment of the maximum amount specified in the contract, because everyone knows that the 
contract is more expensive than money, so let them fulfill the conditions prescribed in your insurance contract, thanks to 
our interaction.

>>>>> If you do not pay the ransom, we will attack your company again in the future.
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Executive Summary
This research report examines three existing public-private partnerships to combat 

ransomware: Europol’s European Cybercrime Centre (EC3), the United States Joint Cyber 

Defense Collaborative (JCDC), and the Institute for Security and Technology’s Ransomware 

Task Force (RTF). In selecting these cases, our goal was to highlight three separate elements 

of the e�ort to combat ransomware: criminally focused prosecution and disruption, operational 

collaboration, and policy measures. Additionally, each model is in di�erent stages of 

development, with EC3 operating for a decade, and the RTF and the JCDC having launched in 

late-2020 and 2021 respectively. 

This report utilizes these case studies to determine the characteristics of collaboration that 

make the partnership model successful in mitigating ransomware, as well as identifying the 

various challenges each faces. Therefore, our main guiding research questions included: 

	» How do these specific public-private partnerships to combat 

ransomware operate?

	» What principles underlie existing partnerships that can be applied to 

other contexts and applications?

Case-Specific Research Findings 

EC3

Our research into EC3 reveals four formal means of collaboration with the private sector. 

These include formal information sharing agreements, sector-specific advisory groups, the No 

More Ransom Project, and joint trainings on issues like open-source intelligence. EC3 excels 

at engaging industry partners, who commit valuable resources and actively participate in 

the partnership. We attribute this success to the EC3 sta�'s understanding of the importance 

of fostering relationships at the individual level and gradually building a trusted network. 

However, the EC3’s success in fostering partnership may not be replicable across contexts. 

One significant insight from this case study is that the EC3 relies on substantial resources, 

including funding and personnel from EU member states, to execute both regional and, 

http://securityandtechnology.org
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at times, global cybercrime investigations.1 A critical resource that makes EC3 successful 

is the participation of law enforcement personnel with deep understanding of cybercrime 

investigation—something achieved through drawing from Europol’s member states. Through 

a robust collaboration process and the allocation of substantial resources and personnel, 

Europol achieves excellent results in its cybercrime collaboration with the private sector. 

JCDC

JCDC, situated within the U.S. Cybersecurity and Infrastructure Security Agency (CISA),2 

actively organizes coordination e�orts across three core areas: products, planning for 

response and recovery from cyber incidents, and operational collaboration. This report 

identifies five ways JCDC engages with the private sector, including: formal information 

sharing agreements, conducting analytic exchanges, coordinating on cyber threat alerts and 

advisory development, forming actor-specific action groups, and utilizing communication 

channels such as Slack for real-time information sharing. Two key aspects contributing to 

JCDC’s e�ectiveness are that CISA leadership recognizes that the private sector holds 

valuable information about ransomware/cyber threats and acknowledges the vital need for 

this partnership. However, JCDC grapples with bureaucratic and institutional challenges 

within the U.S. government’s multifaceted approach to cybersecurity collaboration, leading 

to potential confusion among JCDC participants and hampering information sharing and 

coordination e�orts. 

RTF

The RTF, a coalition-led collaboration, distinguishes itself from our other two case studies 

by being led by a civil society organization. Key collaborative elements involve the RTF’s 

steering committee and co-chairs representing civil society, the technical community, and 

for-profit organizations. Additionally, the RTF utilizes various lines of e�ort, including working 

groups, to address specific issues within the ransomware ecosystem. The collaboration’s 

success is attributed to the RTF’s ability to provide clear and focused policy recommendations, 

leveraging the expertise of its leaders with a range of current and prior experience in policy 

making across the public and private sectors. With a strong understanding of government 

processes, the RTF’s members frame policy suggestions in a manner conducive to 

government responsiveness. A challenge to replicating the RTF success, however, is the 

integral role that civil society actors played. The RTF relies on the organizing capacity of civil 

1	 The European Parliament and the Council of the EU decide Europol’s budget “based on proposals by the European Commission 

and the Europol Management Board.” For more information please see: “Finance & Budget | Europol,” Europol, accessed February 

13, 2024, https://www.europol.europa.eu/about-europol/finance-budget.

2	 CISA sits within the U.S. Department of Homeland Security. 

https://www.europol.europa.eu/about-europol/finance-budget
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society and volunteerism, drawing on a philanthropic culture within the United States that may 

not apply in all national contexts. 

Best Practices and Practical Recommendations
This report articulates global best practices and lessons learned from our case studies 

into four key themes. We highlight that successful public-private partnerships to combat 

ransomware should: 

	» Include a relevant and tailored range of stakeholders

	» Catalyze e�ective information sharing 

	» Build trust through clear expectations and person-to-person collaboration

	» Learn to navigate practical hurdles within the partnership

As a guide for future initiatives, this report concludes with a brief step-by-step guide on how to 

establish a partnership to mitigate ransomware and other cyber threats. The steps are:

1.	 Define the goals of the collaboration

2.	 Identify key stakeholders and gauge their interest

3.	 Establish the ground rules for the partnership

4.	 Start with trust-building practices

5.	 Look for opportunities to achieve progress

6.	 Continue to refine the protocols, convening methods, and the overall structure/goals of 

the partnership as needed

http://securityandtechnology.org
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Introduction
Ransomware threatens everything from government IT systems and critical infrastructure 

operators, to health care systems and small businesses. Stopping the flow of ransomware 

attacks requires a whole-of-society approach. Governments and the private sector alike have 

highlighted the need to enhance collaboration between government, law enforcement, and 

the private sector in order to e�ectively combat ransomware. However, many of those joint 

e�orts struggle to achieve traction. This research seeks to provide insights into how three 

cases of public-private collaboration to combat cybercrime operate, and to learn lessons from 

their e�orts. 

What is ransomware?

Ransomware is a pervasive and highly destructive form of cybercrime with tangible and 

severe repercussions. Its reach extends across critical sectors, including hospitals, educational 

institutions, municipal administrations, and vital public infrastructure. Malicious actors exploit 

vulnerabilities in network security, holding organizations’ digital assets hostage with the 

primary objective of financial extortion. 

Ransomware is a type of malware that renders a victim’s files, data, or computer systems as a 

whole inaccessible until a ransom is paid, often in cryptocurrency. Ransomware attacks may 

leave individuals, businesses, nonprofits, and governments grappling with compromised data 

and disrupted operations. Ransomware utilizes asymmetric encryption, generating a unique 

pair of keys for the attacker and victim.3 The private key, necessary for decryption, is stored 

on the attacker’s server, and victims are often informed that the private key will be released to 

them only after the ransom has been paid.4 Ransomware attacks also can include an additional 

element of threat to expose data held by the ransomware criminals unless a further ransom is 

paid, sometimes known as “double extortion.” 

The proliferation of ransomware takes place through various channels, involving the 

exploitation of vulnerabilities in systems and the use of social engineering tactics. For 

example, criminals commonly use “phishing” emails to deceive employees within an 

organization, tricking them into opening attachments that activate the malware and 

3	 “What Is Ransomware?" Trellix, accessed February 7, 2024, https://www.trellix.com/security-awareness/ransomware/

what-is-ransomware/.

4	 “What Is Ransomware?" Trellix.

https://www.trellix.com/security-awareness/ransomware/what-is-ransomware/
https://www.trellix.com/security-awareness/ransomware/what-is-ransomware/
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subsequently infect their networks. Once activated, the malware establishes a connection to a 

command-and-control server, enabling criminals to laterally move across networks and encrypt 

and/or exfiltrate the organization’s data.

Because ransomware can paralyze digital systems, its consequences extend beyond 

monetary considerations, encompassing the erosion of public trust and confidence in the 

digital landscape. 

 

										           

A ransom note from a victim in 2023.

Why is ransomware a global threat?

Ransomware’s global reach is rooted in the interconnectedness of today’s digital landscape, 

where criminals can infiltrate and encrypt systems in other countries and hemispheres. 

Cybercriminals rely on lax law enforcement e�orts in safe havens, or on the fact that law 

enforcement o�cials are overwhelmed in certain countries, enabling them to operate without 

impunity and evade prosecution. Many demand to be paid in cryptocurrency, which provides 

them with a mechanism to avoid the traditional financial system, o�ering a way to escape anti-

money laundering oversight and best practices. 

Ransomware is a severe threat because its impacts go beyond a temporary financial burden. 

An attack can cause substantial harm by taking critical systems o�ine and halting business 

operations. As noted in the RTF’s 2021 report: “the costs of ransomware go far beyond the 

ransom payments themselves. Cybercrime is typically seen as a white-collar crime, but while 

http://securityandtechnology.org
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ransomware is profit-driven and 'non-violent' in the traditional sense, that has not stopped 

ransomware attackers from routinely imperiling lives.”5 Attacks on critical infrastructure disrupt 

essential functions such as healthcare services, energy provision, education, food production, 

and transportation. As such, many governments understand that ransomware poses a threat 

not only to economic vitality, but to the e�ective functioning of a society. This means that 

ransomware rises to the level of a national security threat. 

	

Merrick Garland delivers remarks at the 2023 International Counter Ransomware Initiative Summit. 

Photo credit: U.S. Department of Justice, https://www.justice.gov/opa/pr/readout-justice-department-hosting-first- 

day-2023-international-counter-ransomware. 

"Governments recognize the need for urgent action, common 

priorities, and complementary efforts to reduce the risk of 

ransomware."
- Joint Statement of the Ministers and Representatives  

from the Counter Ransomware Initiative Meeting, October 2021 6

5	 “Ransomware Task Force (RTF) Combating the Ransomware Threat With a Cross-Sector Approach,” Institute for Security and 

Technology, accessed February 8, 2024, https://securityandtechnology.org/ransomwaretaskforce/.

6	 White House, “Joint Statement of the Ministers and Representatives From the Counter Ransomware Initiative Meeting October 

2021,” The White House, October 14, 2021, https://www.whitehouse.gov/briefing-room/statements-releases/2021/10/14/

joint-statement-of-the-ministers-and-representatives-from-the-counter-ransomware-initiative-meeting-october-2021/.

https://securityandtechnology.org/ransomwaretaskforce/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/10/14/joint-statement-of-the-ministers-and-representatives-from-the-counter-ransomware-initiative-meeting-october-2021/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/10/14/joint-statement-of-the-ministers-and-representatives-from-the-counter-ransomware-initiative-meeting-october-2021/
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Why is public-private collaboration critical to mitigating the 

threat of ransomware?

Ransomware has become too large of a threat for any one entity to address. The scale and 

magnitude of this challenge urgently demands coordinated global action. 

Government, private industry, and civil society can each play a role in addressing the threat. 

From a government perspective, partnering with the private sector can provide substantial 

benefits. This includes access to resources and expertise, a broader understanding of threats, 

and collaboration to exchange information that can lead to better defenses and disruption 

e�orts against ransomware criminals. 

Many private sector entities, including small and medium-sized enterprises (SMEs), find 

themselves targeted by ransomware attacks. Their firsthand experiences as victims—when 

disclosed—provides invaluable insights into the evolving tactics of cybercriminals. These 

insights contribute to the development of more resilient cybersecurity strategies that reflect 

the adaptive nature of ransomware threats. Additionally, ransomware victims are often 

customers of cybersecurity companies and as a result, these companies can have detailed 

information about incidents that have occurred.

Many governments have expressed a desire to collaborate with the private sector to address 

this threat, and have tried to set up collaboration with nonprofits, the technical community, and 

industry representatives. However, cooperation can be challenging. Sharing information can 

make non-government entities feel vulnerable to regulatory action or “naming and shaming.” 

Furthermore, entities involved in cybersecurity and combating cybercrime, many of whom 

operate on a limited budget or with insu�cient resources, often struggle to have enough 

bandwidth to thoughtfully and deliberately build out e�ective collaboration. This research 

seeks to help catalyze this collaboration through describing how specific models work and 

outlining global best practices. 

History of the Project 
In 2021, the U.S. government launched the Counter Ransomware Initiative (CRI) to bring 

together governments from across the globe to collaborate in the fight against ransomware.7 

During the second global summit of the CRI in 2022, the governments of the United States 

7	 To see a list of CRI members as of November 2023, please see: “International Counter Ransomware Initiative 2023 Joint 

Statement,” The White House, November 2, 2023, https://www.whitehouse.gov/briefing-room/statements-releases/2023/11/01/

international-counter-ransomware-initiative-2023-joint-statement/.

http://securityandtechnology.org
https://www.whitehouse.gov/briefing-room/statements-releases/2023/11/01/international-counter-ransomware-initiative-2023-joint-statement/
https://www.whitehouse.gov/briefing-room/statements-releases/2023/11/01/international-counter-ransomware-initiative-2023-joint-statement/
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and Spain announced that they would fund the creation of a “capacity building tool to help 

countries utilize public-private partnerships to mitigate ransomware.”8 Working with the Global 

Forum on Cyber Expertise, the world’s premier multistakeholder forum focused on cyber 

capacity building coordination, the Institute for Security and Technology (IST) conducted 

this research with the primary goals of understanding how e�ective counter-ransomware 

collaboration operates and explaining best practices in a way that is actionable for CRI 

member states. 

Research Methodology

IST started the research process by conducting desk research to establish a foundational 

understanding of the background and context of each case study. Subsequently, we 

conducted interviews with diverse stakeholders from the public, private, and civil society 

sectors from September 2023 to January 2024. This approach enabled us to gather insights 

from a range of perspectives, expanding the breadth of our research. 

The writing process was iterative, incorporating valuable feedback from the implementers 

of each collaboration featured in a case study. As IST convened the RTF, we worked with an 

independent reviewer to audit our RTF case study and provide third-party feedback on our 

methodology for this section.9 We also informed individuals interviewed for the RTF case study 

that they could share their perspectives directly with the independent reviewer, ensuring 

confidentiality if they wished to keep certain insights anonymous from our team. Lastly, a draft 

of this report was reviewed by members of the GFCE and the persons interviewed in our initial 

research. 

Why these three case studies?

This research report investigates three existing public-private partnerships at the forefront 

of the battle against ransomware: Europol’s European Cybercrime Centre (EC3), the 

United States Joint Cyber Defense Collaborative (JCDC), and the Institute for Security and 

Technology’s Ransomware Task Force (RTF).10 These case studies focus on three di�erent 

elements of combating ransomware: law enforcement and crime-focused collaboration 

through EC3; cybersecurity-focused collaboration, led by the U.S. national civilian 

8	 "International Counter-Ransomware Initiative 2022: Joint Statement,” The White House, 

November 1, 2022, https://www.whitehouse.gov/briefing-room/statements-releases/2022/11/01/

fact-sheet-the-second-international-counter-ransomware-initiative-summit/.

9	 The authors of this report work for the Institute for Security and Technology (IST). 

10	 The selection of the RTF as one of the cases for this research was done in collaboration with the governments of Spain and the 

United States and the Global Forum for Cyber Expertise as well as an open call for input from GFCE members. IST’s intellectual 

independence policy can be found here: https://securityandtechnology.org/intellectual-independence-policy/. 

https://www.whitehouse.gov/briefing-room/statements-releases/2022/11/01/fact-sheet-the-second-international-counter-ransomware-initiative-summit/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/11/01/fact-sheet-the-second-international-counter-ransomware-initiative-summit/
https://securityandtechnology.org/intellectual-independence-policy/
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cybersecurity agency through the JCDC; and policy-focused measures led by civil society 

and the technical community in the RTF. The following three case studies emphasize that 

ransomware mitigation e�orts are multifaceted, showcasing di�erent dimensions and 

developmental trajectories within the realm of public-private partnerships dedicated to 

countering ransomware.

Ransomware Incident Response: The collaboration between Spain and Costa Rica 

While this report primarily addresses public-private partnerships in combating ransomware, 

government-to-government cooperation is also critical. Therefore, this spotlight provides a brief 

discussion of one specific collaboration: the 2022 counter-ransomware collaboration between Spain 

and Costa Rica. There have been other instances of collaboration between national governments to 

address ransomware incidents of national security concern.11 We encourage governments to engage 

in such collaborations whenever possible. 

In 2022, the Costa Rican government su�ered two ransomware attacks. In response, Costa Rica’s 

National Intelligence and Security Directorate (DIS, by its Spanish acronym) initially requested 

support from Spain’s National Intelligence Center. Spain and Costa Rica had pre-existing 

cybersecurity cooperation agreements that were leveraged to initiate assistance. These pre-

existing engagements helped lay the groundwork for swift collaboration in response to Costa Rica’s 

ransomware incidents. Spain’s National Cryptologic Center (CCN-CERT) dispatched a team of 

technical experts to Costa Rica, which included members from the private sector. The team provided 

technical support, conducting reverse engineering analysis of the malware and equipping Costa 

Rica with a ransomware-thwarting tool.12 Additionally, this team collaborated with Costa Rica’s DIS 

and Ministry of Science, Innovation, Technology, and Telecommunications (MICITT, by its Spanish 

acronym). They held joint meetings specifically throughout the first ransomware incident. 

Costa Rica and Spain maintain ongoing communication in the aftermath of the ransomware 

incidents. Specifically, Spanish authorities have ongoing communication lines with Costa Rica’s DIS, 

MICITT, and Computer Incident Response Team (CSIRT-CR). Additionally, Costa Rica participates 

in conferences held by Spain in Europe. These interactions ensure open communication channels, 

foster trust, and aid in cyber capacity building. 

This case demonstrates the value of establishing collaborations in advance of cybersecurity 

incidents of national security concern, which builds trust in advance of an emergency request. 

These channels made it far less di�cult to initiate the formal request for emergency assistance. 

11	 For example, to read about the cooperation between Vanuatu and Australia, please see: Alexander Martin, “Australia and Vanuatu 

Sign Defense and Cybersecurity Pact,” The Record, December 12, 2022, accessed March 19, 2024, https://therecord.media/

australia-and-vanuatu-sign-defense-and-cybersecurity-pact.

12	 Eugenia Lostri and Georgia Wood, “The Role of International Assistance in Cyber Incident Response,” Lawfare, March 30, 2023, 

accessed March 19, 2024, https://www.lawfaremedia.org/article/role-international-assistance-cyber-incident-response.

http://securityandtechnology.org
https://therecord.media/australia-and-vanuatu-sign-defense-and-cybersecurity-pact
https://therecord.media/australia-and-vanuatu-sign-defense-and-cybersecurity-pact
https://www.lawfaremedia.org/article/role-international-assistance-cyber-incident-response
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Europol’s European Cybercrime 
Centre
Europol is the European Union’s agency for law enforcement cooperation.13 As such, the 

agency actively supports investigations initiated by EU member states, with a focus on 

cases that require coordination across various jurisdictions, including jurisdictions outside 

the EU.14 Additionally, Europol has the “legal mandate to cooperate with law enforcement 

agencies (LEAs) across Europe.”15 In 2013, Europol established the European Cyber Crime 

Centre (EC3) to bolster the EU’s collective response to cybercrime.16 Its creation marked a 

significant step forward in safeguarding European citizens, businesses, and governments from 

the ever-evolving landscape of cybercrime. EC3 operates as a dedicated hub of expertise, 

focusing on addressing cyber threats from multiple angles. Its versatile role includes providing 

operational, strategic, analytical, and forensic support for member states’ investigations.17 

This encompasses the Expertise and Stakeholder Management Unit, which builds crucial 

partnerships, the Digital Support Unit, which provides real-time forensic support, and the 

Operational Teams (Analysis Projects), which investigate various cybercrimes. Central to 

this paper’s research question, EC3 employs public-private partnerships to aid it in e�orts to 

combat ransomware. This first case study explores how EC3’s position as a cybercrime center 

has contributed to the fight against ransomware through these partnerships. 

13	 Europol was formed in 1995 through the signing of the Europol Convention, and attained full EU Agency status in 2009 under the 

Lisbon Treaty. In May 2017, Europol’s new regulation facilitated the agency’s capacity to develop specialized units for addressing 

diverse and emerging threats. For more information about Europol’s legal framework, please see: https://www.europol.europa.eu/

cms/sites/default/files/documents/celex_32016r0794_en_txt.pdf.

14	 It should be noted that Europol o�cers never arrest citizens. For more information see: “About Europol | Europol,” Europol, 

accessed October 17, 2023, https://www.europol.europa.eu/about-europol.

15	 “About Europol | Europol,” Europol. 

16	 The Joint Cybercrime Action Taskforce (J-CAT) sits within EC3 and contributes to mitigating cybercrime both within and 

beyond the EU. For more information about this task force, please see: “Joint Cybercrime Action Taskforce (J-CAT) | Europol,” 

Europol, accessed March 1, 2024, https://www.europol.europa.eu/operations-services-and-innovation/services-support/

joint-cybercrime-action-taskforce.

17	 “European Cybercrime Centre - EC3 | Europol,” Europol, accessed October 18, 2023, https://www.europol.europa.eu/about-europol/

european-cybercrime-centre-ec3.

https://www.europol.europa.eu/cms/sites/default/files/documents/celex_32016r0794_en_txt.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/celex_32016r0794_en_txt.pdf
https://www.europol.europa.eu/about-europol
https://www.europol.europa.eu/operations-services-and-innovation/services-support/joint-cybercrime-action-taskforce
https://www.europol.europa.eu/operations-services-and-innovation/services-support/joint-cybercrime-action-taskforce
https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3
https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3
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Assistance to Law Enforcement on Combating Cybercrime

Since the capacity of law enforcement o�cials to investigate cybercrime is one serious obstacle to 

public-private collaboration, multiple entities o�er cybercrime capacity building to law enforcement 

o�cials and others within government who support counter-cybercrime goals. The GFCE engages 

on counter-cybercrime e�orts through the multistakeholder Working Group C,18 and also shares 

information about cybercrime capacity building on the Cybil Portal, the GFCE’s knowledge portal 

for cyber capacity building, available at cybilportal.org. Cybil highlights over 200 projects that 

include cybercrime as a key theme, ranging from missions within the European Union that focus on 

cybercrime legislation harmonization, to public awareness campaigns to help citizens not be fooled 

by cyber criminals, to private company assistance for national governments. 

One key program that the authors of this report wish to highlight is the Council of Europe’s 

Cybercrime Programme O�ce (C-PROC). C-PROC works to strengthen criminal justice capacities to 

counter the challenges of cybercrime and electronic evidence. This assistance is given in line with 

the Budapest Convention on Cybercrime and its Protocols, and since 2014 has supported more 

than 2,100 activities in the form of workshops, legislative advice, and trainings, benefitting over 130 

countries. C-PROC’s activities are focused on strengthening domestic criminal law in line with the 

Budapest Convention on Cybercrime, and its Second Protocol on electronic evidence; capacity 

building for practitioners, such as domestic simulation exercises on e�ective data sharing between 

cybersecurity and cybercrime communities; providing platforms and gatherings for dialogue among 

practitioners and public-private cooperation, such as the Octopus Conference; and developing 

materials like Council of Europe’s guide for conducting criminal investigations of ransomware 

attacks. The most comprehensive Council of Europe support is given to those States that are Parties 

or have been invited to accede to the Budapest Convention.

Public - Private Collaboration Mechanisms
EC3 has four formal means of collaborating directly with the private sector: 

Information Sharing, Coordination, and Deconfliction 

The regulation that guides Europol’s engagement had for a long time prevented the agency 

from receiving information from private actors, instead requiring data to be passed to Europol 

by national law enforcement agencies. 

18	 The GFCE organizes its e�orts around five key areas, and convenes working groups on each e�ort. Working Group C’s description 

can be found here: https://thegfce.org/theme-gfce/cyber-crime/. 

http://securityandtechnology.org
http://cybilportal.org
https://www.coe.int/en/web/cybercrime/home
https://www.coe.int/en/web/cybercrime/home
https://thegfce.org/theme-gfce/cyber-crime
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However, due to amendments to the Europol Regulation (Regulation (EU) 2016/794) in 2022, 

Europol is now able to receive data directly from private sector entities. As noted by an 

interviewee at a global financial institution:

“It’s super useful, because only around 1% of cases get reported to the police. Additionally, 

local law enforcement are completely swamped... We have all of this information that we can 

be sharing with law enforcement agencies [LEAs], and now we can do so directly. We believe 

that the more [meaningful] data international law enforcement agencies have, the higher the 

chance of having a real impact on the cybercrime ecosystem.”

To facilitate information sharing, EC3 signs Memorandums of Understanding (MOUs) with 

various private sector entities. EC3’s MOUs act as a commitment to cooperate as much as 

possible, while respecting public, private, and legal obligations. MOUs do not set mandatory 

standards for cooperation; rather, they identify common interests and note that the partnership 

will continue as long as it is beneficial to both parties. Through this mechanism, private 

industry representatives have shared information regarding items such as criminal intrusion 

into critical infrastructure and data about virtual assets linked to ransomware actors.

Further, EC3 employs a range of protocols to protect the security and confidentiality of 

information to assure participants that their information will be appropriately protected. EC3 

uses the Europol Information classification levels,19 but respects the Tra�c Light Protocol 

(TLP) when working with private parties to achieve common understanding regarding the 

sensitivity of shared information and guide appropriate sharing.20 Moreover, to facilitate secure 

data transmission, EC3 relies on Europol’s Secure Information Exchange Network Application 

(SIENA) and PGP-encrypted emails.21 

In addition to facilitating one-o� sharing, these direct exchanges allow Europol and members 

of the cybersecurity and technical community to directly coordinate their respective 

counter-crime actions and deconflict their research and other actions they undertake to 

protect their customers and/or partners. As noted by one representative of a Europe-based 

cybersecurity company, companies want to ensure that their e�orts to protect customers 

do not inadvertently expose law enforcement investigation methods or current investigator 

lines of inquiry. The interviewee highlighted that having ongoing communication with LEAs is 

critical, as it allows for deconfliction at any point in the law enforcement investigatory process, 

including before an investigation starts. 

19	 For more information on Europol Information classification levels, please see “Acts Adopted Under Title VI of the EU Treaty” in the 

O�cial Journal of the European Union: https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:332:0017:0022:EN:PDF.

20	 For more information on the Tra�c Light Protocol, please see page 22. 

21	 For more information on the SIENA mailbox system, please see: https://www.europol.europa.eu/operations-services-and-innovation/

services-support/information-exchange/secure-information-exchange-network-application-siena.

https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:332:0017:0022:EN:PDF
https://www.europol.europa.eu/operations-services-and-innovation/services-support/information-exchange/secure-information-exchange-network-application-siena
https://www.europol.europa.eu/operations-services-and-innovation/services-support/information-exchange/secure-information-exchange-network-application-siena
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Advisory Groups 

EC3 has established three specialized advisory groups that serve as the primary channel for 

the agency to engage with the broader private sector. These groups focus on establishing 

cooperation between law enforcement agencies and entities within three critical areas: 

Internet security, financial services, and communications providers. 

EC3 has a fixed number of seats within these advisory groups, allowing the agency to prioritize 

entities that have demonstrated their value and continue to actively participate. Membership 

is reassessed every two years, allowing EC3 to respond to challenges posed by the evolving 

cybercrime landscape. Private sector partner representatives undergo a rigorous clearance 

process spanning several months before they are admitted into the advisory groups.

These advisory groups address the evolving landscape of cybercrime trends. Their key aims 

include the following: assist EC3 in defining priorities within their areas of expertise, update 

and share all relevant sector-specific information and developments, and “advise EC3 on how 

to increase the sharing/exchange of information between law enforcement and each sector.”22 

The No More Ransom Project

The No More Ransom Project aims to “help victims of ransomware retrieve their encrypted 

data without having to pay the criminals.”23 The project’s portal began operating in July 2016, 

with four founding partners: EC3, the National High Tech Crime Unit of the Netherlands’ police, 

Kaspersky Lab, and McAfee. 

Partners contribute to No More Ransom in three distinct ways. First, a standing group of 

founding and associate partners for the No More Ransom project contribute analysis, 

decryption tools, and support with ongoing engagement in the project. Second, a group of 

dozens of companies contribute relevant technical solutions, such as a decryption key, when 

they have them. Third, supporting partners, which include many law enforcement agencies 

across the globe as well as dozens of private companies and civil society members, assist in 

informing organizations and businesses about the No More Ransom project.24

22	 For a list of the private sector partners within each advisory group, please see: https://www.europol.europa.eu/about-europol/

european-cybercrime-centre-ec3/ec3-partners.

23	 “About the Project | The No More Ransom Project,” The No More Ransom Project, accessed October 19, 2023, https://www.

nomoreransom.org/en/about-the-project.html.

24	 “Partners | The No More Ransom Project,” The No More Ransom Project, accessed October 25, 2023, https://www.nomoreransom.

org/en/partners.html.

http://securityandtechnology.org
https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3/ec3-partners
https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3/ec3-partners
https://www.nomoreransom.org/en/about-the-project.html
https://www.nomoreransom.org/en/about-the-project.html
https://www.nomoreransom.org/en/partners.html
https://www.nomoreransom.org/en/partners.html
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Training

Europol also collaborates directly with the private sector through law enforcement o�cer 

trainings, during which private sector representatives train o�cers on topics such as open 

source intelligence, quantum computing, and evidence gathering practices. When discussing 

how this training supports the EC3 collaboration, an interviewee from a global financial 

institution stated: “We always try to bring something to the table, like a case that can help 

others, to provide an integrated landing site for this collaboration.” 

Why does the private sector collaborate 
through EC3?
Private actors highlighted the following four reasons:

	» To see outcomes in cybercrime cases: Private sector organizations possess valuable 

insights into ransomware incidents, such as victim information and cybercriminal tactics. 

However, they lack the authority and resources to directly pursue cyber criminals 

through criminal indictments or to impose other consequences, such as implementing 

sanctions or seizing profits of ransomware attacks. Collaboration with law enforcement 

agencies allows the private sector to contribute to those e�orts and see a tangible 

impact on criminals. 

	» To improve the overall cybersecurity landscape: Industry partners collaborate with 

Europol to contribute to regional and global cybersecurity e�orts, thereby enhancing 

online safety. This collaboration involves not only avoiding interference with law 

enforcement operations, but also supplementing the work that law enforcement 

agencies undertake to reduce vulnerabilities through information sharing and exchange 

of best practices.

	» To facilitate information sharing between private sector entities: Companies value 

engaging in a non-competitive environment where they can share threat data in a 

neutral setting that enforces a norm of mutually beneficial information exchange. This 

practice benefits both their clients, and their internal understanding of the cybercrime 

landscape.

	» To gain credibility and burnish their brand: Private sector partners value public 

recognition and acknowledgement of their e�orts as a useful and reliable contributor by 

the Europol authorities. As noted by a representative from a Europe-based cybersecurity 
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company, “[working with LEAs] helps to build brand awareness.” Partners see public 

acknowledgement of their progress as showcasing that “we have the ability to help 

victims out and demonstrate our expertise.” 

Key Aspects That Drive EC3 Public-Private 
Partnership Success

	» A commitment to mutual respect and exchange: Europol understands that it needs 

contributions from private industry, the technical community, and civil society in order 

to e�ectively fight ransomware and cyber threats. Therefore, EC3 has created systems 

to allow for meaningful exchange that benefit private industry and other participants. 

This involves a willingness to maintain the partnership’s momentum by seeking out new 

partners on a regular basis and maintaining an openness to collaboration to the fullest 

extent allowed by policy and the law. 

	» Identifying relevant and cooperative partners: EC3 recognizes the vital importance of 

cultivating relationships at the individual level within a public-private collaborative and 

gradually building a trusted network from those foundational connections. As noted by 

an interviewee, it is critical that partners be willing to share information and commit to 

“collaborat[ing] in all ways possible.” Europol team members regularly meet with new 

possible partners to discuss their priorities and learn about their work. At the same time, 

they are extremely selective of partners that they invite into closed door exchanges in 

order to facilitate trust and open sharing. 

	» Managing legal authorities and expectations of actions: Representatives of private 

industry who collaborate in EC3’s work do so with the understanding that there are 

things that law enforcement agencies uniquely have the mandate to do. Conversely, 

there are things they cannot do, such as sharing sensitive details about ongoing 

investigations. EC3 also makes it clear that sometimes, information shared will not 

be met with substantial exchange of other relevant information, because ongoing 

investigations make the information very sensitive. 

	» Providing for regular turnover of collaboration: Since seats in EC3’s publicly-facing 

advisory groups are limited, participants must demonstrate continued value and 

commitment to exchanging information in order to maintain a seat at the table. This 

commitment comes in the form of active contributions of intelligence in meetings and 

the timely creation of reports. While private sector companies commonly engage in 

initiatives aligned with their interests, Europol’s EC3 is able to facilitate collaboration 

http://securityandtechnology.org
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beyond contributions narrowly tied to industry actors’ immediate corporate interests in 

order to maintain their long-term participation in the e�ort. EC3 achieves this through 

requiring robust contributions from everyone into the advisory groups, making it so 

that organizations have to contribute meaningfully in order to get the benefits of 

participation. 

	» Proactive approach to collaboration/engagement: A final factor contributing to EC3’s 

success is its proactive approach to staying abreast of what the private sector is sharing 

publicly about its insights. EC3 achieves this by inviting industry partners to present their 

findings to Law Enforcement O�cers (LEOs) before public dissemination. This approach 

not only facilitates deconfliction e�orts, but also underscores EC3’s commitment to 

maintaining a nuanced understanding of the evolving cyber threat landscape. 

Challenges in Collaboration between Europol 
EC3 and Private Partners

	» Substantial collaboration resources: The resources required for these robust, cross-

jurisdictional, and intense collaborations present a challenge for jurisdictions with lower 

resource levels. Europol’s access to funding and the pooling of expertise from across 

the EU region facilitates its ability to undertake such collaborations. However, its success 

depends on governments in the region being willing to provide sta� on a medium-term 

basis and continuing to view this public-private partnership as a valuable endeavor. 

	» Delays or limited responses from Europol: Sharing sensitive information with law 

enforcement poses a challenge, as companies may experience a prolonged period of 

silence after sharing, during which they are unaware if or how law enforcement o�cers 

have used the information provided. It may be months or years before Europol and 

other law enforcement o�cials can tell organizations that the information they shared 

was critically helpful; public recognition for their e�orts may be significantly delayed, or 

in fact impossible. Companies have to understand that not all information shared will 

have immediate results, and yet should continue to share information that they see as 

potentially relevant.

	» Crucial role distinction: Contributing companies have to understand that EC3’s law 

enforcement mandate means that there may be instances where Europol cannot 

reciprocate information sharing on an equal basis from law enforcement to private 

sector partners. This can happen when the information shared by the industry pertains 

to ongoing investigations, limiting Europol’s ability to provide responses and information 
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sharing to any private sector partners. Industry partners need to understand and accept 

this limitation while remaining engaged with the partnership. 

	» Sustaining trust amid role shifts: Maintaining collaboration when individuals shift roles 

is a serious challenge, as much of the trust is built on personal relationships. EC3 has 

undertaken substantial work to institutionalize collaboration, but there is a level of trust 

maintenance that needs to continue even if di�erent people are sitting in the chair. 

Examples of EC3’s Public-Private Cooperation 
Success

	» Operation Fifth Element: In November 

2023, in a coordinated international law 

enforcement e�ort, authorities from Norway, 

France, Germany, the United States, the 

Netherlands, Switzerland, and Ukraine, 

with the support of Europol and Eurojust, 

successfully dismantled a ransomware 

group. This group was responsible 

for attacks in 71 countries. Authorities 

arrested the 32-year-old ringleader and 

four accomplices, conducting searches 

across Ukraine, and overcoming the 

complexities of the country’s conflict with 

Russia. Bitdefender and other private sector 

partners contributed decryptors to the No 

More Ransom project in support of this case.  

	» Operation HashGuard: In January 2024, 

Europol and the National Police of Ukraine worked together with a major cloud service 

provider to investigate and arrest an individual believed to be the mastermind behind 

a sophisticated cryptojacking scheme. The arrest came as the result of a year of 

collaboration between Europol, the Ukrainian authorities, and the cloud provider. 

View more examples of Europol’s successes. 

Operation Fifth Element. Photo credit: Europol.

http://securityandtechnology.org
https://www.europol.europa.eu/media-press/newsroom/news/international-collaboration-leads-to-dismantlement-of-ransomware-group-in-ukraine-amidst-ongoing-war
https://www.europol.europa.eu/media-press/newsroom/news/cryptojacker-arrested-in-ukraine-over-eur-1.8-million-mining-scheme
 https://www.europol.europa.eu/media-press/newsroom?area=336&area=338
https://www.europol.europa.eu/media-press/newsroom/news/international-collaboration-leads-to-dismantlement-of-ransomware-group-in-ukraine-amidst-ongoing-war
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Global Law Enforcement Cooperation through INTERPOL

Recognizing that Europol's EC3 primarily focuses on investigations initiated by EU member states, 

and that our following two case studies predominantly center around counter-ransomware and 

cybersecurity e�orts within the United States, we are committed to ensuring a comprehensive 

understanding of global cybersecurity initiatives. In pursuit of a broader perspective, we have 

included a brief look into how INTERPOL collaborates with the private sector. 

INTERPOL, short for the International Criminal Police Organization, has an extensive network 

spanning 196 member countries. It enables police forces in member countries to actively share 

and access data related to crimes and criminals, providing technical and operational support. The 

organization includes reducing cybercrime among its focus areas. 

INTERPOL actively engages in partnerships with organizations and private companies in the 

information technology, cybersecurity, and financial sectors. Collaborative e�orts include 

information sharing, intelligence analysis, and support for capacity building and training activities. 

Furthermore, private sector involvement provides valuable insights into the infrastructures and 

operations of cyber organized crime groups, as well as new and emerging technologies such as 

artificial intelligence, aiding in an extensive global response to cyber threats.

INTERPOL’s partnership process involves a preliminary assessment of a private sector entity’s 

capabilities, followed by a thorough due diligence process to identify and mitigate risks posed 

by the collaboration. INTERPOL undertakes this step in order to ensure that the private sector’s 

activities and values align with its goals.

View a selection of INTERPOL’s success stories in partnering with the private sector to combat 

ransomware.

https://www.interpol.int/en/Crimes/Cybercrime/Cybercrime-operations
https://www.interpol.int/en/Crimes/Cybercrime/Cybercrime-operations
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The Joint Cyber Defense 
Collaborative
In the United States, the Cybersecurity and Infrastructure Security Agency (CISA) is 

the “operational lead for federal cybersecurity and the national coordinator for critical 

infrastructure security and resilience.”25 In 2021, CISA established the Joint Cyber Defense 

Collaborative (JCDC) to gather, analyze, and share actionable cyber risk information.26 JCDC, 

a public-private collaborative, unites a broad spectrum of entities in pursuit of its mission to 

mitigate cyber threats, including government agencies, industry players, and international 

cybersecurity organizations.27 Government participants, such as the Department of 

Homeland Security, U.S. Cyber Command, the National Security Agency, the Federal Bureau 

of Investigation (FBI), the Department of Justice, and the O�ce of the Director of National 

Intelligence actively engage in this collaboration, and additional agencies are brought in when 

relevant.28 Non-government participants include “service providers, infrastructure operators, 

cybersecurity companies, companies across critical infrastructure sectors, and subject matter 

experts (SMEs).”29 Globally, JCDC maintains ongoing collaboration with “over 100 cyber 

defense organizations or computer emergency response teams (CERTs).”30 

JCDC collaborates with private sector organizations—both for-profit companies and the 

technical and research community—in various capacities depending on area of expertise, 

scope, and capability. Some entities contribute to a specific cyber defense planning e�ort 

focused on a particular risk scenario, while others engage by participating in an operational 

collaboration e�ort centered on a specific threat or vulnerability. 

25	 “About CISA | CISA,” Cybersecurity and Infrastructure Security Agency CISA, accessed November 29, 2023, https://www.cisa.gov/

about.

26	 “Joint Cyber Defense Collaborative | CISA,” Cybersecurity and Infrastructure Security Agency CISA, accessed November 29, 2023, 

https://www.cisa.gov/topics/partnerships-and-collaboration/joint-cyber-defense-collaborative.

27	 “JCDC FAQs | CISA,” Cybersecurity and Infrastructure Security Agency, accessed November 30, 2023, https://www.cisa.gov/topics/

partnerships-and-collaboration/joint-cyber-defense-collaborative/jcdc-faqs.

28	 “JCDC FAQs | CISA,” Cybersecurity and Infrastructure Security Agency.

29	 “JCDC FAQs | CISA,” Cybersecurity and Infrastructure Security Agency.

30	 “JCDC FAQs | CISA,” Cybersecurity and Infrastructure Security Agency.

http://securityandtechnology.org
https://www.cisa.gov/about
https://www.cisa.gov/about
https://www.cisa.gov/topics/partnerships-and-collaboration/joint-cyber-defense-collaborative
https://www.cisa.gov/topics/partnerships-and-collaboration/joint-cyber-defense-collaborative/jcdc-faqs
https://www.cisa.gov/topics/partnerships-and-collaboration/joint-cyber-defense-collaborative/jcdc-faqs
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CISA organizes its coordination of JCDC into three core areas. 

Products: CISA works with JCDC members to produce alerts and advisories that cover 

emerging threats, general cybersecurity best practices, and ransomware variants and actors. 

These alerts primarily target public consumption, but also include guidance tailored to specific 

audiences. Although this e�ort is dedicated to information sharing within the United States, 

the information often holds relevance for the wider global cybersecurity community. An 

example of this work includes e�orts such as the July 2023 advisory on Citrix vulnerabilities,31 

which incorporated input from information security company Mandiant and the non-profit 

Shadowserver Foundation.

Planning: In line with 2021 legislation, CISA’s planning team works with JCDC participants to 

collaboratively create cyber defense strategies for both public and private sectors, including 

coordinated measures to protect, detect, respond, and recover from cyber incidents.32 This 

includes e�orts to establish joint priorities with partners through a framework known as the 

planning agenda. 

Operational Collaboration: Under JCDC, representatives from cybersecurity companies, 

critical infrastructure operators, service providers, and others with key insights into threats 

and vulnerabilities collaborate with JCDC government participants—as well as state, local, 

tribal and territorial authorities—to take collective action to reduce cybersecurity threats and 

vulnerabilities impacting U.S. organizations and the global Internet ecosystem. 

Public-Private Collaboration Mechanisms
JCDC has five formal means of collaboration with the private sector:

Actor-Specific Action Groups

JCDC convenes groups to collaborate on specific ransomware actors, with the goal of 

exchanging relevant information so that government and private actors can connect the dots 

between specific types of information, such as virtual private networks (VPNs) used by the 

actors or specific vulnerabilities, tactics, techniques, and procedures used by the actor. In 

these action groups, CISA selects the actor of focus, and the government and private sector 

participants share specific information about the actor with the group. In at least one case, the 

31	 “Threat Actors Exploiting Citrix CVE-2023-3519 to Implant Webshells | CISA,” Cybersecurity and Infrastructure Security Agency CISA, 

July 20, 2023, https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-201a.

32	 See Section 1715 of the 2021 National Defense Authorization Act for more information: https://www.congress.gov/116/bills/hr6395/

BILLS-116hr6395enr.pdf.

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-201a
https://www.congress.gov/116/bills/hr6395/BILLS-116hr6395enr.pdf
https://www.congress.gov/116/bills/hr6395/BILLS-116hr6395enr.pdf
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government kicked o� the conversation by providing the initial round of information, which 

served to e�ectively catalyze other members to contribute relevant information as well. These 

action groups also included opportunities for members to meet in person and get to know 

each other, building the person-to-person trust that facilitates more e�ective sharing. 

Information Sharing Agreements and Other Formal 

Agreements

JCDC establishes formal information sharing agreements with private sector partners that 

leverage the statutory frameworks provided by the Homeland Security Act of 2002, as 

amended, and the Cybersecurity Information Sharing Act of 2015.33 Not all private sector 

partners engage in formal information sharing agreements, reflecting varied levels of 

partnership involvement and comfort with informality among partners. In certain cases, 

JCDC may formalize a partnership that has been mutually beneficial over a period of time 

by introducing a formal partnership agreement. This legal agreement fortifies the mutual 

commitment to collaboration between CISA and the partner.

JCDC also uses the Tra�c Light Protocol (TLP), which interviewees cite as an important 

element to building trust among stakeholders within the JCDC. JCDC categorizes all alerts 

and advisories based on the TLP, facilitating clarity for recipients on how to manage the 

information that they may want to share onward. This intentional categorization streamlines 

the decision-making process for recipients, indicating whether information should be closely 

guarded or can be shared with other entities. In turn, JCDC also respects information shared 

with them that has been designated according to TLP. One interviewee highlighted how this 

approach reinforces a trusted relationship, assuring entities, victims, and partners sharing 

information with JCDC that their information will be protected. 

33	 “Cybersecurity Information Sharing Act of 2015 Procedures and Guidance | CISA,” Cybersecurity and 

Infrastructure Security Agency CISA, October 15, 2021, https://www.cisa.gov/resources-tools/resources/

cybersecurity-information-sharing-act-2015-procedures-and-guidance.

http://securityandtechnology.org
https://www.cisa.gov/resources-tools/resources/cybersecurity-information-sharing-act-2015-procedures-and-guidance
https://www.cisa.gov/resources-tools/resources/cybersecurity-information-sharing-act-2015-procedures-and-guidance
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What is the Traffic Light Protocol?

The Tra�c Light Protocol (TLP) is a method for articulating how to place bounds around sharing 

potentially sensitive information, devised in an e�ort to facilitate information sharing and build more 

e�ective collaboration. The benefit of the TLP system is that it provides, “a simple and intuitive 

schema for indicating with whom potentially sensitive information can be shared.”34 From the start, 

TLP has been a collaborative undertaking: the incident response community developed it, the 

Forum for Incident Response and Security Teams (FIRST) standardized it and continues to manage 

it, and the cybersecurity technical community regularly employs it. TLP articulates four information 

sharing categories, from TLP:CLEAR which can be disseminated broadly, to TLP:RED which cannot 

be shared beyond the individual recipient. For more information on TLP and how to utilize it, please 

refer to the FIRST Standard Definitions and Usage Guideline: https://www.first.org/tlp/. 

Traffic Light Protocol Guide

 

 

 

34	 For more information about the FIRST Standard Definitions and Usage Guideline, please see: https://www.first.org/tlp/.

TLP:RED TLP:GREEN

TLP:AMBER + STRICT

TLP:CLEAR

TLP:AMBER

For the eyes and ears of individual recipients only, no 
further disclosure. Sources may use TLP:RED when 
information cannot be e�ectively acted upon without 
significant risk for the privacy, reputation, or operations 
of the organizations involved. Recipients may therefore 
not share TLP:RED information with anyone else. In the 
context of a meeting, for example, TLP:RED information 
is limited to those present at the meeting.

Limited disclosure, recipients can spread this within 
their community. Sources may use TLP:GREEN when 
information is useful to increase awareness within their 
wider community. Recipients may share TLP:GREEN 
information with peers and partner organizations 
within their community, but not via publicly accessible 
channels. TLP:GREEN information may not be shared 
outside of the community. Note: when “community” 
is not defined, assume the cybersecurity/defense 
community.

Sharing restricted to the organization only. Sources 
may use TLP:AMBER when information requires 
support to be e�ectively acted upon, yet carries risk 
to privacy, reputation, or operations if shared outside 
of the organizations involved. Recipients may share 
TLP:AMBER information with members of their own 
organization and its clients, but only on a need-to-
know basis to protect their organization and its clients 
and prevent further harm. Note: if the source wants 
to restrict sharing to the organization only, they must 
specify TLP:AMBER+STRICT.

Recipients can spread this to the world, there is no 
limit on disclosure. Sources may use TLP:CLEAR when 
information carries minimal or no foreseeable risk 
of misuse, in accordance with applicable rules and 
procedures for public release. Subject to standard 
copyright rules, TLP:CLEAR information may be shared 
without restriction.

Limited disclosure, recipients can only spread this on 
a need-to-know basis within their organization and its 
clients.

Definitions from FIRST Standard Definitions and Usage Guidelines: https://www.first.org/tlp/ 

https://www.first.org/tlp/
https://www.first.org/tlp/
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Communication Channels

JCDC shares information and ensures ongoing open dialogue through a variety of platforms. 

Persistent collaboration channels often use Slack, including channels for participants from 

specific sectors for ongoing collaboration, and channels created for a defined time to work 

on particular operational issues. Slack comes with the ability to establish smaller channels 

for operationally sensitive activities. While some of these channels are used to continuously 

share information, others are periodically dormant and are intended to provide an available 

platform where participants can immediately convene and collaborate if the need arises. 

JCDC additionally uses other government-run information sharing platforms like the Homeland 

Security Information Network (HSIN)35 and distributed emails for broader, uni-directional 

information sharing. 

Analytic Exchanges

JCDC organizes two annual meetings, referred to as analytic exchanges, which are governed 

by the Tra�c Light Protocol. These meetings are co-delivered by government and industry 

stakeholders and are attended by a broad range of partners. Beyond sharing technical 

knowledge, research, and novel tools, these meetings facilitate trust-building through face-to-

face interactions and more informal dialogues between stakeholders. 

Coordination on Developing Advisories 

During CISA’s advisory release process, CISA works with JCDC to circulate draft advisories 

among industry partners with relevant subject matter expertise. JCDC private sector partners 

are able to contribute insights from their perspectives, in some cases utilizing datasets to 

potentially enhance advisory accuracy. Furthermore, primary industry partners can review 

the advisories, providing evidence-based insights that contribute to a more thorough 

understanding. This collaborative approach helps to ensure accuracy and enables JCDC to 

ultimately produce more comprehensive reports for the cyber community. 

35	 The Homeland Security Information Network (HSIN) is the Department of Homeland Security’s o�cial system for trusted sharing 

of Sensitive But Unclassified (SBU) information between federal, state, local, territorial, tribal, international and private sector 

partners. https://www.dhs.gov/homeland-security-information-network-hsin.

http://securityandtechnology.org
https://www.dhs.gov/homeland-security-information-network-hsin
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Why Does the Private Sector Collaborate with 
JCDC?

	» Improving cybersecurity in the United States and globally: Companies engage with 

JCDC to have a forum that unites diverse stakeholders around a mission of protecting 

U.S. critical infrastructure from cybersecurity threats. According to one interviewee, 

they “just want to get data in the right hands,” so that someone can act upon it to make 

the digital ecosystem more secure. Furthermore, recognizing that industry partners 

are often mission-driven, being part of an initiative with the capacity to protect national 

security augments their company mission. 

	» Gaining a more nuanced understanding of threat actors: A representative from a 

cybersecurity company expressed that the JCDC provides a platform for conversations 

about disrupting human networks involved in cyber threats. More nuanced discussions 

on topics such as real-time identification of cybercriminals, rather than solely attributing 

actions to software, allow for a more comprehensive approach to addressing and 

countering cybersecurity challenges. 

	» Helping to pool expertise: Collaborative e�orts like JCDC allow organizations to 

pool expertise and connections to counter cyber threats more e�ectively. Smaller 

organizations that may not have the same level of resources, su�cient personnel, and/

or technical knowledge as extensive as larger enterprises in particular stand to benefit 

from this collaboration. 

Key Aspects that Drive JCDC’s Effectiveness
	» Legislative mandate and leadership understanding of the vital need for partnership: 

The JCDC was created by legislation written by both political parties in the U.S. 

legislature, and was created with broad support from the American public.36 Both CISA 

leadership and private entities participating in JCDC recognize the essential need for 

collaboration between government and industry partners. Interviewees who participate in 

JCDC e�orts note that e�ective information sharing and collaborative operations are vital, 

because government and industry actors each hold unique insights into cybersecurity 

threats. Participants also noted a deep desire to continue to enhance the partnership. 

36	  For more information about JCDC, see Section 1715 of the 2021 National Defense Authorization Act: https://www.congress.gov/116/

bills/hr6395/BILLS-116hr6395enr.pdf.

https://www.congress.gov/116/bills/hr6395/BILLS-116hr6395enr.pdf
https://www.congress.gov/116/bills/hr6395/BILLS-116hr6395enr.pdf
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	» Facilitation of information exchange: As part of the actor-specific action groups, CISA 

has regularly kicked o� collaboration by sharing government-held information first. This 

highlights a priority for JCDC work: facilitating information exchange between entities 

that would not normally share information but can do so in this type of neutral forum. 

For example, two private companies may be business competitors, but each might have 

information that, if combined, could help protect potential ransomware victims. JCDC 

provides opportunities for these companies to share this information in a neutral venue. 

	» Opportunity for exchange on strategic priorities: One of JCDC’s objectives is to 

share government priorities for cybersecurity defense with industry and private sector 

representatives, with the goal of systematically highlighting gaps in critical infrastructure 

cybersecurity postures. For private sector participants, including sector operators, 

researchers, and major service providers, participating in JCDC can help them focus 

government attention on the trends and defense priorities that are coming up in their 

research or customer/client protection e�orts. 

	» Desire to address sector-specific needs: JCDC members have articulated that di�erent 

sectors have di�erent needs, and that some sectors need more tailored assistance when 

it comes to mitigating cyber threats. This is especially important in sectors that are known 

to be targeted repeatedly by cybercriminals, particularly ransomware actors, but are not 

as well equipped to handle a major cyberattack. For example, in 2023 JCDC focused on 

the water and wastewater sector, and also the energy sector in collaboration with the 

Department of Energy. Coordination with relevant Sector Risk Management Agencies is a 

critical consideration for all of the JCDC’s sector based work and deliverables.37

Challenges that JCDC Faces in Collaboration 
between Government and Private Sector
As an e�ort only in existence since late 2021, JCDC is still working out administrative and 

logistical di�culties, as well as growing into its mandate. Many of the challenges described are 

commonly found in the process of standing up new public private partnership initiatives. 

	» Building sustainable momentum with stakeholders: One challenge for JCDC is 

continuing to engage partners over the long term, particularly as the immediate 

response following the full-scale Russian invasion of Ukraine in the first half of 2022 

faded. Multiple interviewees noted that they saw certain companies push forward 

37	 A discussion of the role played by Sector Risk Management Agencies can be found here: tps://www.cisa.gov/topics/

critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/sector-risk-management-agencies. 

http://securityandtechnology.org
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/sector-risk-management-agencies
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/sector-risk-management-agencies
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proactive engagement with the JCDC, but received very little response from CISA, which 

eroded their company or entity’s interest in ongoing participation. They highlighted that 

government actors must be responding on a regular basis in order for non-government 

stakeholders to be available when the government has an ask of JCDC members. These 

interviewees noted that they still want to participate in JCDC, and encouraged CISA 

representatives to redouble their e�orts to engage at a sustainable and regular tempo. 

	» Managing information channels: Ensuring streamlined communication channels 

without overwhelming stakeholders remains a challenge for JCDC participants. In some 

cases, participants pointed towards redundant information being shared repeatedly, 

or information being “recycled” by the government without acknowledgement that 

it had been contributed by a non-government participant. Two researchers noted 

that this eroded the usefulness and trust in JCDC practices to both acknowledge 

and respect partners. It is important to note that not all partners want to be named 

specifically when sharing information; however, understanding the origin of knowledge 

and contributions—whether it came from the private or public sector—helps to better 

contextualize discussions among participants. Logistically, partners also noted that they 

had fallen out of specific communication e�orts, such as “timing out” of Slack channels 

without clear support on how to get reengaged. 

	» Supporting varied capabilities: JCDC has to be able to provide support to entities with 

vastly di�erent levels of capabilities when it comes to industry partners. One interviewee 

pointed out that cybersecurity recommendations made by CISA in collaboration with the 

JCDC are more easily implemented by large, well-resourced companies than by small 

and medium enterprises (SMEs).

	» Lack of clear explanations for inclusion and exclusion criteria: One interviewee 

emphasized JCDC’s challenge in clearly explaining how participants are selected, both 

at the ongoing level as well as for specific collaborations. While acknowledging that not 

all actors are relevant to every collaboration, the challenge highlights the need for JCDC 

to articulate inclusion or exclusion decisions in joint e�orts.

	» Measuring indirect impacts: For activities such as issuing cybersecurity alerts or 

advisories, it is di�cult to know whether private sector entities have implemented the 

guidance, and if so, to what degree the guidance has led to long-term improvements in 

those entities’ protection from cyber attacks. 

	» Addressing institutional and bureaucratic challenges: While JCDC is a critical priority 

of CISA and has strong support from many in the cybersecurity community, multiple 

interviewees pointed to di�culties coordinating between U.S. government partners. 
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Particularly within specific sectors, interviewees noted that sector-specific government 

entities had their own information sharing platforms or processes that had more relevant 

and e�ective practices; therefore, entities within that sector prioritized participation in 

sector-specific groups over JCDC activities. For example, coordination with the Treasury 

Department includes detailed financial sector information that multiple interviewees 

found to be more relevant than JCDC engagement. This is not necessarily a failure, 

since sector-specific entities should be extensively coordinating; however, interviewees 

highlighted that information is not always shared between JCDC participants and sector-

specific fora. Further streamlining information sharing, including outlining how di�erent 

U.S. government entities coordinate private-public cybersecurity collaboration and how 

relevant information will be shared between those actors, would lead to more coherent 

and e�cient collaboration between government and private actors within specific 

sectors. 

Examples of JCDC Success
	» In July 2022, JCDC coordinated a joint public-private sector e�ort to investigate and 

provide support to a cybersecurity incident involving the Albanian National Agency 

for Information Society (AKSHI). AKSHI shared key information with JCDC, allowing 

for further information sharing with industry partners resulting in the development of 

analysis products. JCDC also facilitated connections between the victim organization 

and U.S.-based entities that could provide AKSHI with direct assistance.38

	» In December 2021, in response to the Log4Shell vulnerability in Apache Log4j software, 

JCDC shared indicators of compromise and threat intelligence among its members, 

fostering operational collaboration. Partners took immediate action to address the 

widespread threat a�ecting various consumer and enterprise services.39 

View more examples of JCDC’s successes.

38	 “JCDC Success Stories | CISA,” Cybersecurity and Infrastructure Security Agency, accessed December 1, 2023, https://www.cisa.gov/

topics/partnerships-and-collaboration/joint-cyber-defense-collaborative/jcdc-success-stories.

39	 “JCDC Success Stories | CISA," Cybersecurity and Infrastructure Security Agency.

http://securityandtechnology.org
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https://www.cisa.gov/topics/partnerships-and-collaboration/joint-cyber-defense-collaborative/jcdc-success-stories
https://www.cisa.gov/topics/partnerships-and-collaboration/joint-cyber-defense-collaborative/jcdc-success-stories


Public Private Partnerships to Combat Ransomware: An inquiry into three case studies and best practices28

The Ransomware Task Force

In late 2020, the Institute for Security and Technology (IST) convened the Ransomware Task 

Force (RTF). The RTF brings together over 60 members of software companies, government 

agencies at the local and national level, cybersecurity vendors, financial services companies, 

civil society, and academic institutions and representatives of national and local governments 

to address the threat of ransomware.40 As stated in the RTF’s foundational report, the 

members sought to “innovate new solutions, break down silos, and find e�ective new 

methods of countering the ransomware threat.”41 The RTF, as a multi stakeholder coalition, had 

the freedom to make recommendations that the government or private actors alone could not. 

Public-Private Collaboration Mechanisms
The RTF has three formal means of collaboration with the private sector:

Leadership roles: Co-Chairs and Steering Committee

The RTF is organized around four goals, namely “Deter Ransomware Attacks,” “Disrupt the 

Ransomware Business Model,” “Help Organizations Prepare,” and “Respond to Ransomware 

Attacks More E�ectively.” The RTF’s foundational report, “Combating Ransomware: A 

Comprehensive Framework for Action: Key Recommendations from the Ransomware Task 

Force” contains recommendations to advance each of these four goals. RTF leadership is 

composed of eight co-chairs who shepherded a number of large working groups and moved 

the report from idea formulation and recommendation drafting for each goal, to consensus 

and publication. Of the eight co-chairs, half were a�liated with civil society organizations 

while the other represented corporations relevant to combating ransomware. Six had previous 

experience working for the U.S. government, bringing to the e�ort an understanding of 

the limitations and opportunities that governments face when addressing ransomware and 

other cyber threats. These include challenges in information sharing and the di�culty of the 

40	 Unlike the other two case studies in this report, the RTF was not established through legislation. Rather, it is a civil society-led 

initiative. 

41	 “Ransomware Task Force (RTF) Combating the Ransomware Threat With a Cross-Sector Approach,” Institute for Security and 

Technology, accessed February 8, 2024, https://securityandtechnology.org/ransomwaretaskforce/.

https://securityandtechnology.org/ransomwaretaskforce/report/
https://securityandtechnology.org/ransomwaretaskforce/report/
https://securityandtechnology.org/ransomwaretaskforce/report/
https://securityandtechnology.org/ransomwaretaskforce/
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lawmaking and regulatory process. Most of the co-chairs also brought significant experience 

as conveners of stakeholders to make policy decisions or recommendations to their role. For 

example, Michael Daniel, the CEO of the Cyber Threat Alliance and an RTF co-chair, previously 

served as the Cybersecurity Coordinator for the U.S. National Security Council Sta�, a role that 

required adjudicating disagreements between di�erent U.S. government agencies. 

Additionally, the RTF has a Steering Committee consisting of senior stakeholders and experts 

that provide top-level strategic advice, complementing the active role of the co-chairs in the 

coalition. The committee regularly meets with IST sta� leading specific lines of e�ort, and, 

based on their senior positions in industry-leading companies and organizations, contribute 

valuable insights, guide decision-making processes, and enhance the overall impact of the 

RTF’s e�ectiveness. 

Ransomware Task Force Report 

In April 2021, the RTF launched the Task Force’s foundational report, containing 48 specific 

and actionable recommendations aimed at mitigating ransomware. When drafting the report, 

the co-chairs actively sought diverse perspectives to synthesize into a cohesive view to 

determine the most feasible next steps. The RTF also emphasized recognizing and accepting 

points of disagreement, and focusing on areas where progress would be possible. The RTF 

prioritized maintaining confidentiality, especially when involving government o�cials, adhering 

to strict standards throughout the process. The drafting process from inception to publication 

spanned four months, with dedicated working groups actively contributing for approximately 

two months to shape the specific recommendations presented in the final report. The RTF 

Co-Chairs, Steering Committee, and the sta� at the Institute for Security and Technology 

(including the authors of this report) continue to work with the multistakeholder community to 

advance implementation of those recommendations, both in the United States and globally. 

Ongoing Lines of E�ort 

The RTF actively engages in five key lines of e�ort, each dedicated to addressing distinct 

challenges within the ransomware ecosystem and driven by the recommendations in the 

original report. These e�orts include the Cyber Insurance Roundtable Series, Payments 

Working Group, Blueprint for Ransomware Working Group, Victim Notification Working Group, 

and the International Engagement Working Group. These working groups go beyond mere 

assessment of the problem, leveraging insights from the RTF report to actively tackle specific 

issues.
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For instance, the Payments Working Group, which comprises representatives from law 

enforcement, cryptocurrency analysis firms, technology providers, and security researchers, 

actively seeks strategies to disrupt the financial flows of ransomware actors and other 

cybercriminals. Through collaborative e�orts, this group explores approaches to disrupt 

ransomware-driven financial transactions. Simultaneously, the International Cyber Engagement 

Working Group convenes monthly to exchange insights on various national/regional initiatives 

aimed at mitigating ransomware.

Why Does the Private Sector Participate in the 
RTF?

	» Focus on e�ective solutions: Participants in the RTF were explicitly invited to engage 

with the group on the premise that the discussion would be oriented towards specific, 

actionable recommendations that could actually be implemented. The invitees who 

chose to engage did so because they saw the value of a cross-sector, practical 

approach to combating ransomware. 

	» Access to a neutral ground: The non-profit setting of the RTF o�ers a neutral ground, 

facilitating cooperation among private sector entities, government agencies, and 

other stakeholders. This neutrality is crucial, particularly when industry players may be 

hesitant to engage directly with the government, and may also be reluctant to engage 

directly with business rivals. As a non-profit convener, IST bridges the gap between 

policymakers and various subject matter expert communities, fostering open dialogue 

and trust.

	» Government advocacy and public goods issue: The private sector actively participates 

in the RTF to advocate for more e�ective government intervention and coordination. 

Ransomware is a common threat, and the collaboration serves as a mechanism 

to address and coordinate actions, particularly in the absence of an established 

coordination mechanism. 

Key Aspects That Drive the RTF’s Success in 
Partnering

	» Open collaboration approach: The success of the RTF’s partnering e�orts can be 

attributed to an open collaboration approach. The conveners did not arrive with a 
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pre-defined agenda, avoiding a prescriptive “we know what to do” approach. Instead, 

they openly acknowledged the need for collective expertise, showing up with a plan 

to seek input from participants with relevant experience/knowledge to help guide the 

initiative. 

	» Emphasis on action and clarity of scope: The RTF adopted a strategic and focused 

perspective in its policy recommendations. In its foundational 2021 report, recognizing 

the severity and specificity of the ransomware threat, the RTF provided 48 targeted 

recommendations. The scope of the report included a commitment to making concrete, 

actionable and reasonable recommendations that governments could implement in a 

short to medium timeframe. 

	» Expertise in framing recommendations: RTF leaders with prior government experience 

possessed the expertise to craft recommendations that facilitated government 

receptivity. By leveraging their understanding of government operations and policies, 

RTF leaders ensured that recommendations were relevant to governmental priorities. 

	» Inclusive decision-making approach: RTF leaders succeeded by recognizing the 

importance of proposing solutions grounded in multiple perspectives. They entered into 

the partnership aiming to ensure all voices were heard and taken into account in the 

Task Force’s recommendations, cultivating a collaborative and inclusive e�ort. 

	» Flexibility in partnership launch and operation: Flexibility in both the initial setup 

and ongoing developments facilitated the success in establishing the RTF. To launch 

the RTF, the Task Force invited and convened a diverse cross-section of participants, 

encompassing technical expertise, policymaking acumen, and strong interpersonal skills. 

	» Expanding participant network e�ectively: The extensive networks of the RTF leaders 

facilitated the expansion of participants in the initiative. Willing to leverage their 

connections, these leaders proactively reached out to both private and public sector 

entities and individuals, fostering collaborations with those interested in contributing 

to the RTF. This inclusive approach aims to involve many private sector actors at the 

working level who are working day-to-day to combat threats at the technical level. Those 

individuals are often overlooked in high-level working groups but often possess valuable 

insights into what needs to be done and the obstacles faced. 

	» Tracking recommendation progress: Monitoring the progress of recommendations is a 

proactive measure that goes beyond merely advocating for change. The RTF continues 

to develop progress reports on its original recommendations. These evaluations 

provide valuable insights into the areas where progress has been achieved, and where 

additional policy changes across government and industry may be necessary. 
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	» Technology neutral: The RTF focused on widely applicable principles, rather than 

addressing vulnerabilities or threats to specific systems or providing a specific 

technical solution. While RTF follow-up e�orts have looked at how to apply widely-

used approaches such as the CIS Controls, the initial report did not prescribe specific 

technological solutions.

Challenges to the RTF Partnership
	» Requires civil society volunteers: The RTF faces a distinct challenge in its reliance on 

civil society volunteers who are already active in civil society work. While the U.S. culture 

of philanthropy has facilitated this approach, including through funding for the Institute 

for Security and Technology that enabled it to serve as the convening organization, 

not all countries have comparable access to organizations with philanthropic purposes 

and flexible funders. Varying cultural and structural contexts could make replicating the 

U.S.-based RTF, which relies on the contributions of engaged volunteers, challenging to 

replicate in other settings. This underscores the need for these types of collaborations 

to be adapted to di�erent civil society landscapes, ensuring e�ective engagement 

with civil society representatives in regions with diverse approaches to community 

involvement.

	» Addressing U.S. centricity challenges: The RTF has navigated challenges associated 

with the U.S.-centric nature of some of its recommendations (e.g., references to the U.S. 

Department of Treasury implementing sanctions), meaning that its recommendations 

may require adaptation to di�erent national contexts. Despite the occasional default 

to U.S.-specific concerns, the RTF sta� members seek to track progress on the original 

48 recommendations worldwide, acknowledging advancements made beyond U.S. 

borders. 

	» Challenges in promoting cyber hygiene practices: One interviewee noted the di�culty 

faced by the RTF in e�ectively disseminating practical cyber hygiene best practices for 

small and medium enterprises (SMEs). Despite the RTF’s e�orts to develop proactive 

measures and policies to enhance entities’ resilience against ransomware, the task 

of reaching out and ensuring widespread adoption, especially among SMEs, poses a 

significant challenge. 

	» Translating varied inputs into actionable results: In launching the RTF, consolidating 

diverse inputs from meetings and swiftly transforming them into actionable outcomes 

at breakneck speed was a challenge that the group overcame through substantial 



March 2024    securityandtechnology.org 33

individual commitment. The overall process took four months from inception to first 

publication. 

	» Navigating diverse perspectives: Managing various viewpoints poses challenges, and 

requires acknowledging that unanimous satisfaction may not be achievable. Despite 

this, the Task Force began with a shared commitment to productivity and consensus-

building. It also sustained a remarkable degree of agreement with respect to the final 

product.

	» Strategic selection of pillars: As the RTF’s work is rooted in four foundational goals, the 

Task Force faced the challenge of careful selection. These goals would not only guide 

its original recommendations, but also shape the Task Force’s ongoing implementation. 

Beyond initial selection, the Task Force actively determined the necessary phases for 

each goal, including specific timeframes for individual recommendations under each 

goal. 

	» Managing expectations: Navigating the uncertainty for next steps following the 

publication of the foundational report was a challenge cited by interviewees. The 

emphasis on disseminating the report, coupled with the coincidental release timing 

with the Colonial Pipeline ransomware attack, also brought higher expectations and a 

spotlight on immediate implementation. 

Examples of RTF Success
	» As of May 2023, 92% of the 48 RTF recommendations have seen some action, with 50% 

experiencing significant progress, including through legislation and policy adoption. An 

example of this is the U.S. government’s creation of the Counter Ransomware Initiative 

(CRI) in November 2021, which aligns with RTF recommendation 1.1.2: “establish an 

international coalition to combat ransomware criminals.”

	» The Blueprint for Ransomware Defense, released in 2022, addresses RTF Report 

recommendation 3.1.1. by providing a recommendation of specific cyber hygiene 

safeguards based on the CIS controls. An analysis by the CIS Community Defense 

Model indicates that implementing these safeguards defends against over 70% of the 

attack techniques associated with ransomware. 

View more examples of RTF successes. 

http://securityandtechnology.org
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Who is included in the multistakeholder model?

The “multistakeholder model” within the governance of the Internet and other technology-

related policy, emphasizes the importance of inclusion of civil society organizations, profit-making 

companies, and relevant communities of experts, advocates, academics, and technologists in 

conversations about the Internet and security. While governments and the private sector often 

seek to collaborate, non-government non-profit entities can also bring a unique perspective and 

substantial expertise to these e�orts. 

Within di�erent national contexts, the inclusion of non-government entities may take a range 

of forms. The academic community may include non-profit think tanks, academic institutions 

like universities and research centers, and representatives of the technical community, such as 

standards-setting bodies or independent cybersecurity researchers. Civil society organizations, like 

youth public service organizations or human rights advocacy organizations, may also o�er expertise, 

such as in conducting public awareness campaigns useful for teaching e�ective cybersecurity 

practices. Intelligence sharing organizations or other cyber-focused nonprofits bring substantial 

capabilities to collaborative e�orts. Additionally, non-profit and cooperative entities that operate 

critical infrastructure, such as hospitals, water plants, or electric power providers, are particularly 

relevant for counter-ransomware work, as these are often targets of ransomware incidents. 

For a discussion of engaging stakeholders in cybersecurity policy approaches, refer to the Global 

Partners Digital publication, “Multistakeholder Approaches to National Cybersecurity Strategies.” 

Additionally, refer to the United Nations O�ce of Drugs and Crime’s report on “Internet Governance: 

Why the Multistakeholder Approach Works.”

https://www.gp-digital.org/publication/multistakeholder-approaches-to-national-cybersecurity-strategy-development/
https://www.unodc.org/e4j/data/_university_uni_/internet_governance_why_the_multistakeholder_approach_works.html?lng=en
https://www.unodc.org/e4j/data/_university_uni_/internet_governance_why_the_multistakeholder_approach_works.html?lng=en
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Global Best Practices 
In synthesizing insights from our three case studies, we aim to distill global best practices 

and lessons learned in collaboration between government and the private sector in 

combating ransomware. These insights, drawn from our examination of Europol’s European 

Cybercrime Centre (EC3), the Cybersecurity and Infrastructure Security Agency (CISA)'s Joint 

Cyber Defense Collaborative (JCDC) in the United States, and the Institute for Security and 

Technology’s Ransomware Task Force (RTF), highlight critical and foundational characteristics 

that underpin the success of these initiatives. These best practices transcend specific 

contexts, forming a basis for e�ective PPPs in the global battle against ransomware. 

Theme 1: Successful PPPs include a relevant and tailored 

range of stakeholders.

	» Actively seek participants that represent key stakeholders to address the problem 

that is being tackled by the partnership.  

	» Do not neglect civil society, the technical community outside of private industry, and 

the academic communities. 

	» Diversity of participants–in terms of experience, sector, and areas of expertise– 

can be valuable, because while a solution might work for one individual and their 

unique context, another group member could provide insights into its feasibility or 

potential challenges in a di�erent sector or setting. This is critical for cyber risks 

that span sectors, such as ransomware. 

	» Consider clearly delineating leadership roles, such as a specialized group or groups, 

to inform and guide the e�orts of the PPP. The designated entity or entities can serve 

as a focal point, facilitating strategic decision-making within the PPP. 

	» Adapt to priorities and the social and cultural context in which the PPP is being 

convened. This may include adapting to di�erent contexts in terms of resources 

available, the capacity levels of participants, and seeking unique opportunities o�ered 

by the context in which the PPP is being convened. For example, a PPP in a country 

that hosts the headquarters of a major regional or global organization could consider 

o�ering that organization a distinct role in the PPP. A question to consider is: 
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	» In what ways can the PPP navigate and adapt to the unique economic 

considerations and resource availability of each participating country, locality, and/

or entity? 

	» Consider the number of participants. Preserving trust and cohesion within the group 

is critical, and the size of the group plays a key role in this dynamic. Conveners of PPPs 

need to include all critical stakeholders, while ensuring that the group remains small 

enough to build trust between participants. Excessive numbers of contributors can dilute 

the collaborative environment, potentially leading to communication challenges and a 

di�usion of responsibility. 

	» Prepare contributors actively. Ensure that the selected participants receive briefings 

and are ready to contribute meaningfully to the initiative. 

	» Consider a vetting process for potential PPP participants. All three cases under 

investigation in this study either employed a review process for the initial participation of 

participants in the PPP or informally assessed participants’ work before PPP leadership 

formally invited the entities to join the partnership. 

	» Acknowledge the varied drivers and motivations of each participant. Ensure that 

private actors understand that government counterparts—who operate under specific 

mandates and restrictions—follow established processes for a variety of reasons. This 

recognition ensures the credibility each participant brings to the collaborative e�ort, 

propelling the partnership forward and driving its success.

	» Regularly assess and, if necessary, update the composition of participating entities to 

align with the evolving landscape of ransomware and other cyber threat challenges. 

Theme 2: Successful PPPs catalyze e�ective information 

sharing. 

	» PPP leaders—both private entities and government actors—should engage in robust 

exchange and feedback. Share information bi-directionally, between the public sector to 

private sector, and between private sector entities. 

	» Multiple interviewees commented that they particularly appreciated feedback 

from government actors about whether the information they shared was helpful, 

relevant, or timely. 

	» Conversely, private sector participants indicated that they sometimes can go 

weeks, months or even without any response from government actors about 

information shared—not even a confirmation that the government appreciates the 
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information and would like to continue to receive it. For those actors, this lack of 

response is demoralizing and reduces the likelihood they will continue to share 

information or persist in the partnership.

	» Plan for a reasonable, reliable, and steady level of work when possible. Information 

sharing has to be set up on a regular basis if it is going to be available for urgent cases. 

Having a regular cadence of meetings, non-meeting communication, and e�ective back 

and forth communication builds the “muscle memory” that will allow for surge processes 

when there are specific urgent threats. 

	» Set expectations that all participants will contribute relevant information where they 

can, rather than free riding on the information shared by others. 

	» Set expectations about how information will be protected and shared within and 

outside the group.

	» Know when to accommodate a partner’s communication preferences. For example, if 

a specific partner is known for consistently bringing accurate and beneficial information, 

but chooses to share one-on-one as opposed to in a group setting/chat forum, the PPP 

leadership should actively welcome that sharing and seek to use that information in an 

anonymized or non-specific way within the broader line of e�ort. 

	» Strategically employ a blend of both formal and informal information sharing tactics, 

platforms, and agreements. To make these work, PPP leaders need to:

	» Provide clear guidelines on data sharing, privacy, and use limitations. The 

guidelines should also lay out the legal context in which the sharing will occur; for 

example, participants should know whether sector-specific regulators participating 

in the partnership will be able to (or required to) share information with entities 

tasked with oversight duties (see spotlight on page 9). 

	» Consider leveraging a platform that facilitates real-time, ongoing communication 

alongside asynchronous methods such as email. 

	» Safeguard the confidential sharing of information as needed, including utilizing 

established information sharing designation methods like the Tra�c Light Protocol 

(TLP, see spotlight on page 22) to communicate the sensitivity level of the shared 

information.

	» Acknowledge that while a degree of formality is necessary to maintain security 

and confidentiality, an overly rigid approach can become a barrier to e�ective 
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communication. Adaptability is key to navigating this delicate balance, ensuring 

crucial information reaches the right individuals and organizations promptly. 

	» Organize training sessions, such as scenario-based exercises that simulate real-world 

ransomware incidents. Such sessions allow participants to practice and refine their 

information sharing protocols collaboratively. 

Information Sharing and Regulatory Oversight

One significant factor determining whether private companies are willing to share information with 

the government is the fear that sharing this information will open them up to legal liability and 

regulatory action by national cybersecurity authorities, law enforcement, and other government 

regulators. This fear may stem from potential misuse of shared information or the legal implications 

of collaboration, creating a barrier to open and transparent information exchange between 

private sector and government entities. Addressing these concerns early on in the formation of a 

partnership is therefore essential. 

Concerns of this nature frequently arise when private entities consider sharing information 

about incidents they have experienced in their networks. In one interview, a former member of 

a national computer security incident response (CSIRT) team noted that the CSIRT had explicitly 

promised not to disclose information explicitly shared with the CSIRT with regulatory agencies. 

When governments set the terms of their information sharing agreements, they should consider 

whether this type of provision would be feasible in their national context. Above all, government 

actors must be clear about how information will be shared with other government agencies, and 

they must strictly adhere to their commitments in order to build trust and protect fragile and critical 

relationships with private entities.

Theme 3: Successful PPPs build trust through clear 

expectations and person-to-person collaboration.

	» Preserve confidentiality for enriched conversations. Multiple interviewees emphasized 

that maintaining confidentiality creates a secure space where participants feel 

empowered to contribute candid and valuable insights. Actively adhering to rules 

like the Tra�c Light Protocol or the Chatham House Rule during meetings not only 

safeguards the source of information, but also enriches the quality of conversations. This 

principle is particularly critical when conveners of PPPs invite government entities to 

engage in discussions, as it ensures they feel comfortable sharing their views. 

	» Share results from information sharing. Seeing concrete results from shared 

information actively contributes to building trust. Witnessing the practical benefits of 

their contributions, whether in the form of successful joint initiatives, improved counter 
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ransomware measures, or e�ective responses to threats, solidifies participants’ sense of 

trust. 

	» Incorporate face-to-face collaboration. Trust is often built on relationships, and face-

to-face interactions o�er an opportunity to develop and strengthen these connections. 

One participant mentioned that informal discussions during meeting or conference 

breaks or networking events contribute to a more holistic understanding of each 

other’s perspectives. Being physically present in meetings can also foster a sense of 

accountability. Participants are more likely to fulfill commitments and actively contribute 

when they have a personal connection with their counterparts.

	» Avoid unnecessary rotation of contributors. Building a trust foundation in PPPs to 

combat ransomware necessitates stability and continuity among participants. As such, 

constant turnover of contributors can hamper the trust-building process. If it becomes 

necessary to switch out individuals who represent a particular entity within the PPP, 

strive to introduce the new team member(s), whenever possible. This step helps to 

ensure their integration into the PPP. 

	» Actively collaborate and share resources. One interviewee noted that no single 

institution operates in isolation against ransomware or cybercrime threats. This 

imperative emerges as the linchpin for making a tangible di�erence. Contributors 

need to see each other as reliable partners working together toward a common goal. 

Additionally, this collaborative approach is not just about short term action; it is about 

ensuring that the impact that individuals or organizations bring to the partnership is 

known, appreciated, and contributes meaningfully to the collective defense of digital 

infrastructure. 

	» Make realistic commitments and follow through on them. Establishing and preserving 

credibility, especially in collaboration with law enforcement agencies—whether as 

another public entity or as part of the private sector—hinges on making realistic and 

achievable commitments. One interviewee highlighted that law enforcement agencies 

are discerning in selecting private sector partners, underscoring the need for private 

entities to actively demonstrate genuine capabilities. In sum, this helps to manage 

expectations within the partnership. 

Theme 4: Successful PPPs learn to navigate practical 

hurdles.

	» Acknowledge the limitations in bandwidth that a�ect all parties involved. Di�erent 

organizations may experience limitations based on their geographical location or size of 
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their sta�. Recognizing these variations allows for flexibility in communication protocols 

and the development of adaptive strategies that accommodate the diverse needs of all 

stakeholders involved.

	» Recognize knowledge gaps. In voluntary partnerships, such gaps–areas where 

participants may lack full visibility or access or capacity–naturally exist. PPP participants 

should keep this in mind, recognizing that questions they may have are likely shared 

by others. It becomes vital to proactively raise questions in order to bridge knowledge 

gaps and propel the partnership forward. Rather than perceiving knowledge gaps 

as obstacles, participants should be encouraged to view them as opportunities for 

collective learning and growth. 

	» Prepare for resource inequalities. Disparities in resources among public and private 

partners can hinder e�ective collaboration. Government agencies may have di�erent 

budgetary constraints and technological capabilities compared to private sector 

organizations. Therefore, establishing strategic partnerships with external entities or 

organizations that can supplement the capabilities of the collaboration is vital. 

	» Accept that partnership building is time-intensive. Building robust PPPs to combat 

ransomware takes time, as participants engage in the intricate process of establishing 

trust, aligning objectives, and implementing e�ective communication channels among 

diverse stakeholders. Trying to short-change this process will weaken the partnership. 

Individuals involved in these partnerships often juggle multiple priorities, including their 

professional responsibilities and the need to demonstrate the strategic value of their 

time spent on contributing to collaborative e�orts, which extends the time required to 

build the collaboration. 
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Steps to Setting Up Public 
Private Collaboration to Combat 
Ransomware

1. Define the goals of the collaboration.

Decide what specific element of the problem you want to tackle, such as tracking ransomware 

payments, identifying trends and the nature of the threat, prevention, and top-level information 

sharing. As much as possible, set goals for making progress against the selected problem, 

articulate timelines to achieve those goals, and then track the collaboration’s progress. Identify 

and articulate minimum contributions for each participant (e.g., requirements to share specific 

types of data), and the ideal best-case scenario for your achievements. 

Questions to address:

	» What specific problem will this e�ort tackle? 

	» What is the outcome we are seeking to achieve? 

	» How will we define success?

	» What does each participant need to contribute? 

	» How long do we expect this e�ort to take? 

2. Identify the key relevant stakeholders and gauge their 

interest.

Which stakeholders should participate will depend on the purpose of the initiative; the 

number of stakeholders you invite to participate will also depend on the partnership’s goals. 

Building trust is easier with a smaller group of stakeholders, but the group needs to have 

collaboration with key stakeholders relevant for the given goals. Particularly for government-

led partnerships, the conveners should establish criteria for selecting group members and 

also criteria for engaging with specific entities outside the group when they are relevant to a 
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specific issue or incident. Such criteria do not have to be formalized, but conveners should be 

able to articulate them if asked. 

Before formally inviting a partner to join the group, the group leaders and organizers 

should secure a commitment by both the entities at a corporate or senior level and from the 

individuals who would be contributing on a working level.  

Questions to address:

	» Who should join the e�ort? Why?

	» How many stakeholders should be included?

	» How can their participation be secured? Who should be asked first, who should confirm 

participation?

3. Establish the ground rules for the partnership.

This step involves establishing how the partnership or collaboration will operate. It covers a 

wide range of activity, such as meeting cadence, policy decision processes (e.g., consensus or 

voting), and review procedures for outputs such as reports (i.e., determining whether silence 

is equal to consent). One of the key elements includes setting expectations for the frequency 

and intensity of engagements, including at the working level and at the management level. 

E�ective collaboration is not a “parachute in” scenario where government actors come 

to the group only when they have a need; rather, in e�ective partnerships, government 

representatives are regularly engaged with private sector participants to build a regular 

cadence of collaboration. 

This also includes identifying the legal frameworks and standards under which information 

sharing will occur. Participants have to know whether other participants have specific 

restrictions or obligations regarding how they will handle information that is shared (e.g., law 

enforcement or intelligence information sharing obligations or restrictions).

This e�ort should also set expectations about the pace of engagement in the partnership and 

expectations about sharing, such as making information sharing a two way street. The rules 

should be clear about what kind of information the government can share and what private 

sector actors can do with it; similarly, it should be clear what will happen with information 

that the private sector shares within the partnership. Address concerns relating to sharing 

information between government entities, and any legal implications of “sunlight” or “freedom 

of information” laws. As with the second step, these ground rules do not necessarily have to 

be formalized in a written document and they can evolve as the partnership progresses. 
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Questions to address:

	» How will the group make decisions? 

	» What procedures will the group use to review outputs, such as reports, press releases, 

or briefings?

	» Will the partnership use the Tra�c Light Protocol or another method of categorizing 

information to protect confidentiality and control sharing outside of the group? 

	»  What methods will the partnership use to share information?

	» What existing information sharing platforms will be used?

	» Are formal agreements necessary?

	» Are new information sharing agreements required?

	» How much security is required for communications?

	» Will information be shared between government departments, and which ones?

	» What legal and liability issues do we need to address?

4. Start with trust-building practices.

Someone has to be willing to take the first step. Invite the strongest actors (e.g., larger, more 

capable companies, governments with intelligence assets, etc.) to share information first. Get 

to know the individuals who will be contributing, and seek to facilitate informal trust building 

exercises. 

Questions to address: 

	» What can we do to kickstart trust building? How can we get to know one another at the 

organizational and individual level?

	» How do we cultivate communication?

	» What communication platforms will we use? How can we ensure they are accessible and 

secure at the same time?

5. Look for opportunities to achieve progress.

The partnership will probably not produce outcomes on a steady basis; progress will likely 

prove episodic. Therefore, participants should be ready to take opportunities to make 

progress when they occur. For example, there may be occasions when a particular actor is in 

the news, or when time sensitive information is shared. Use these opportunities to advance 

progress for the group, both in terms of achieving wins to address the specific threat, and 
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in terms of strengthening the mandate and institutional practices of the collaboration. Use 

successful outcomes and lessons learned to refine the framework of the PPP. 

Questions to address:

	» Do we have specific procedures for time sensitive information? 

	» How would we activate “surge capacity” protocols?

6. Continue to refine protocols, convening methods, and the 

overall structure/goals of the partnership as needed.

Recognizing that partnerships naturally progress through phases, conveners should regularly 

gather feedback from all participants. Soliciting insights and experiences ensures a responsive 

and adaptable framework. By fostering an environment that encourages continuous 

improvement, the partnership can e�ectively address emerging challenges and capitalize on 

opportunities, ultimately enhancing its overall e�ectiveness in combating the ever-evolving 

threat of ransomware. 

Questions to address:

	» How will participants provide feedback to the organizers? 

	» How will we measure success? Do those measurements need to change?

	» When will we evaluate the e�ectiveness of this e�ort?

	» How will we communicate to participants and to the public about our e�orts? 

	» How do we decide on any shifting priorities?

	» What milestones do we need to achieve for the e�ort to be e�ective?

Public Private Partnerships to Combat Ransomware: An inquiry into three case studies and best practices44
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