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Following the decision in FCC v. Consumers’ Research,! Congress has expressed a
clear desire to reinvigorate the Universal Service Fund (USF) through legislation.?

Historically, USF funding has had only limited applicability to cybersecurity tools and services. However, with requests for the
FCC'’s recent cybersecurity pilot exceeding 18 times the allocated budget, the education community has demonstrated clear

demand for broadband access that brings opportunity without also leaving schools more vulnerable. Should policymakers
wish to take action to address cybersecurity gaps at “target rich, cyber poor” educational institutions, there are several means
they could use to do so, including codifying a cybersecurity program similar to the pilot, expanding the list of eligible services

under the E-Rate program to include modern cybersecurity technologies, or creating a cross-sector cybersecurity set-aside.

Background

Cyber Threats to K-12

The speed, scope, and impact of cyber threats to K-12
schools continues to increase. Cyber criminals are
increasingly targeting organizations like schools and
hospitals—entities that house valuable data but are unable
to afford cutting-edge cybersecurity solutions. An average
of five cyber incidents occur each week impacting K-12
schools.® Ransomware has shut down schools across the
country,* and one technology vendor’s data breach in
December 2024 affected more than 60 million students
across thousands of school districts.®

These incidents can have real impacts on children and
their education. Stolen personal data can be used to
create synthetic identities, leaving kids with damaged
credit when they graduate. When schools shut down due
to unavailability of their information systems, learning
suffers—as does the delivery of other social services
that are integrated into the education system, such as
nutrition programs.
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School systems face a challenging funding environment,
and shared services provided by the U.S. Government
have been scaled back since the beginning of 2025.%

The E-Rate Program

The Federal Communications Commission administers the
E-Rate Program using monies from the Universal Service
Fund, a fee-based mechanism that aims to ensure all
Americans have access to affordable communications.
E-Rate, which was authorized by Congress in 1996,

helps schools and libraries obtain affordable broadband
Internet service’ The program allocates funding based on
demonstrated need, up to a limit set by the FCC (currently
$4.456 billion). While E-Rate funding can be used for

basic firewalls,® core network security features, such

as Protective Domain Name System (PDNS) resolution
services, are not reimbursable through the program.® The
E-Rate program also does not cover other cybersecurity
technologies central to mitigating the risks that come with
Internet access, such as endpoint protection or identity and
access management©
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The Cybersecurity Pilot

In June 2024, the FCC adopted an order creating the
“Schools and Libraries Cybersecurity Pilot Program.” Based
on the 2020 Connected Care Pilot, it provides a specific
allocation of $200 million from the USF for an expanded list
of cybersecurity services" The stated goal of the program
is to determine whether using USF monies “advances the
key universal service principles of providing quality Internet
and broadband services to K-12 schools and libraries at just,
reasonable, and affordable rates; and ensuring schools’
and libraries’ access to advanced telecommunications.” The
pilot runs over a three-year term. All E-Rate eligible entities
are able to participate.

Applications for the funds closed on November 1, 2024.
The FCC received over $3.7 billion in requests, more than
18 times the funding allocated for the pilot. Of the 2,734
applicants, 707 were selected to participate, based on

a combination of factors including number of students
eligible for the National School Lunch Program and
geographic diversity. Participating schools are now in the
process of bidding for services and preparing requests
for reimbursement.

Policy Approaches

The FCC'’s cybersecurity pilot has clearly
demonstrated significant unmet need
for security tools and services among
E-Rate-eligible schools. This gap is
consistent with findings from other
Federal agencies,”? the Government
Accountability Office,® and private
sector analysis.* "

USF reform presents a unique opportunity for legislators
to determine whether measures to ensure the safety

of students in the face of Internet-based threats should
fall within the remit of USF-funded programs.'® Should

Congress wish to codify an explicit cybersecurity mission
into the USF, there are several approaches it could take.”

Codify the Pilot

Policymakers could codify the cybersecurity pilot,
transitioning it into a full USF program.® The unmet need

for cybersecurity services is significant, and the pilot has
existing infrastructure that could easily transition to a
permanent program. Doing so would provide a targeted
intervention for K-12 entities whose cybersecurity posture
cannot keep up with the current threat environment.
Congress could scope the program with a specific dollar
cap per year, ensuring that expanding and sustaining
Internet access—the primary purpose of the USF—is not
subsumed by cybersecurity investments. At the same time,
a dedicated program ensures that cybersecurity is not
ignored entirely, a challenge that has been observed in the
context of other Federal grant programs.

Update Eligible Expenses

Policymakers could update the eligible uses for E-Rate
funds to more explicitly include cybersecurity services.
For instance, licenses for endpoint detection and
response capability might be reimbursable at a certain
rate for a subset of high value assets. The current

list of allowable expenses (excluding those allowed
through the pilot) does not account for most current- or
next-generation cybersecurity technologies. To avoid
challenges as the market advances, Congress would
likely need to provide a mechanism to adjust the list as
technology evolves. This approach would keep the locus
of control with educational entities, which have the best
understanding of their own specific needs across access,
networking infrastructure, and security. Avoiding a fixed
dollar cap for cybersecurity reimbursements would also
allow funding to scale to meet demand.

Create a Cyber Set-aside

Rather than addressing programs directly in statute,
Congress might consider setting a goal for the FCC
that allocates a set proportion of E-Rate funds to apply
to cybersecurity needs. While estimates vary, surveys
of chief information security officers in industry reflect
that approximately 10 percent of IT spending is used
for security.® Congress could consider a similar target
and leave it up to the Commission to design both
programs to implement it and evaluation metrics. This
approach provides maximal flexibility to evolve over time
while still offering clear direction from Congress to the
Commissioners on the importance of cybersecurity.



ADDITIONAL CONSIDERATIONS
Combining Approaches

The approaches outlined above are not mutually
exclusive. For instance, Congress may consider codifying
the cybersecurity pilot as a way to set a “floor” for the
annual investment using universal service funds. At the
same time, policymakers could also expand eligibility, so
that schools with acute cybersecurity needs could get
reimbursed through the traditional E-Rate program. Such
a hybrid approach might offer the best of both worlds,
giving local education agencies more flexibility while
ensuring some progress each year toward improving the
resilience of the sector.

Smaller Organizations

Smaller education agencies may lack the IT personnel or
grant-writing support necessary to successfully navigate
a new E-Rate program. Many cybersecurity services

can also be deployed at scale, whether through state
educational agencies, regional education networks, or
blanket purchase agreements.?° Policymakers may wish

Way Forward

to consider approaches that allow for state or regional
cooperation on cybersecurity services eligible for
reimbursement to minimize duplication and maximize
efficacy, particularly services that can support smaller
schools and school districts. Policymakers should also
consider ways to streamline application processes for
small entities to ensure they can take advantage of new
cybersecurity programs.,

Healthcare

Beyond education, universal service funds also support
broadband access for rural hospitals, through the Rural
Health Care Program. Many of the community institutions
supported by these programs also are vulnerable to
cyber intrusions, and healthcare organizations have

also been increasingly targeted by cyber criminals.?'
Policymakers could consider whether the approaches
outlined for the E-Rate program might also be applicable
in a healthcare context. Alternatively, policymakers might
adopt a USF-wide cybersecurity policy or program that is
sector agnostic, so as to ensure that funding support for
access is always paired with safety and security.

The latter half of 2025 is a critical period for determining the future of the USF. There is a demonstrated need for
additional cybersecurity investment in K-12 education, and there are several mechanisms policymakers could use

to leverage universal service funds for this purpose. However, it will be up to Congress to decide whether security
measures should be baked into broadband offerings or bolted on through other funding mechanisms after the fact.
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